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List of OPNAVINST 5513 Series for Cancellation

OPNAVINST SUBJECT ISSUANCE
NUMBER : : DATE
5513.1F DEPARTMENT OF THE NAVY SECURITY CLASSIFICATION 12/7/2005
' GUIDES (assigns responsibilities for guide preparation and updating)
5513.2C DEPARTMENT OF THE NAVY LIST OF SECURITY 7/21/2008
' CLASSIFICATION GUIDES FOR AIR WARFARE SYSTEMS

5513.3C DEPARTMENT OF THE NAVY LIST OF SECURITY 7/21/2008
CLASSIFICATION GUIDES FOR SURFACE WARFARE
PROGRAMS

5513.4E DEPARTMENT OF THE NAVY LIST OF SECURITY 8/20/2008
CLASSIFICATION GUIDES FOR GENERAL INTELLIGENCE,
COVER AND DECEPTION, SECURITY AND INVESTIGATIVE

: PROGRAMS .

5513.5C DEPARTMENT OF THE NAVY LIST OF SECURITY 7/21/2008
CLASSIFICATION GUIDES FOR UNDERSEA WARFARE
PROGRAM - ‘

5513.6D DEPARTMENT OF THE NAVY LIST OF SECURITY 7/21/2008
CLASSIFICATION GUIDES FOR COMMUNICATIONS AND

: SATELLITE PROGRAM

5513.7D DEPARTMENT OF THE NAVY LIST OF SECURITY 7/21/2008
CLASSIFICATION GUIDES FOR MINE WARFARE PROGRAM

5513.8C DEPARTMENT OF THE NAVY LIST OF SECURITY 7/21/2008
CLASSIFICATION GUIDES FOR ELECTRONIC WARFARE
PROGRAM

55139C | DEPARTMENT OF THE NAVY LIST OF SECURITY 7/21/2008
CLASSIFICATION GUIDES FOR NUCLEAR WARFARE
PROGRAM

5513.10C DEPARTMENT OF THE NAVY LIST OF ADVANCED 7/21/2008

| TECHNOLOGY AND MISCELLANEQUS PROGRAM GUIDES '

5513.11C | DEPARTMENT OF THE NAVY LIST OF MARINE CORPS 7/21/2008
GROUND COMBAT AND MISCELLANEOUS PROGRAM'
GUIDES

5513.12C DEPARTMENT OF THE NAVY LIST OF INTELLIGENCE 5/2/1997
RESEARCH PROJECTS PROGRAM GUIDES

5513.13D DEPARTMENT OF THE NAVY LIST OF NON-ACOUSTIC ANTI- 7/21/2008
SUBMARINE WARFARE PROGRAM GUIDES

5513.15E DEPARTMENT OF THE NAVY LIST OF NAVAL SPECIAL 7/21/2008

WARFARE PROGRAM GUIDES

" Enclosure (1)




INTERIM POLICY REQUIREMENTS FOR DEPARTMENT OF THE NAVY
SECURITY CLASSIFICATION GUIDES

1-1. Security Classification Guides. Comply with enclosure (4)
and (6) of Volume 1 to Department of Defense Manual (DoDM)
5200.01, “DoD Information Security Program Manual: Overview,
Classification, and Declassification,” enclosures (2) and (3) of
DoDM 5200.45, “Instructions for Developing Security
Classification Guides,” enclosures (2) through (5) to the cover
letter, and the requirements outlined in this enclosure.

1. Basic Policy

a. Designated Original Classification Authorities' (OCAs)
prepare a security classification guide (SCG) for each
Department of the Navy (DON) system, plan, program, or project
under their cognizance which creates classified information.

b. An SCG will be issued as early as practical in the life
cycle of the classified system, plan, program, project, or
mission.

c. SCGs serve both legal and management functions by
recording original classification determinations made under
Executive Order 13526, “Classified National Security
Information,” and its predecessor executive orders on national
security information. They are also the primary reference
source for derivative classifiers to identify the level and
duration of classification for specific information elements,
and may include special public release requirements and foreign
disclosure considerations.

2. Preparation and Dissemination of SCGs

a. DON SCGs will conform to the classification management
principles described in enclosures (2) and (3) of DoDM 5200.45.
Enclosure (3) to the cover letter describes the required data
for inclusion in a DON, SCG and the specific format, and must be
used for every new or revised SCG. If a section in enclosure
(3) to the cover letter does not fit a particular program, the
notation “Not Applicable” should be entered. The applicable
distribution statement in Department of Defense Instruction
(DoDI) 5230.24, “Distribution Statements on Technical Documents”
will be applied to all SCGs, since they are considered technical
documents.

Encl (2)




b. Dissemination of all new or revised DON SCGs occurs,
only after it has been reviewed per paragraph 1-1.3c of this
enclosure. Once reviewed and the new or revised SCG is approved
by the OCA, a copy of the SCG will be provided to the Deputy
Under Secretary of the Navy (Policy), Security Directorate (DUSN
(P)/SD), along with a completed “DoD SCG Data Elements” (DD Form
2024). Instructions for completion of the DD Form 2024 are
inclusive on the form. DUSN (P)/SD will coordinate submission
of the SCG and the DD Form 2024 to Defense Technical Information
Center (DTIC). Comply with the additional dissemination
requirements of section 6, enclosure (6) of Volume 1 to DoDM
5200.01. Flowchart of the SCG process is included in enclosure
(4) to the cover letter.

c. Transferred SCGs must be authorized in writing by the
originating OCA and the recipient OCA. The recipient OCA is
required to submit a copy of the written confirmation to the
DUSN (P)/SD and review the SCG per paragraph 1-1.3c of this
enclosure.

3. Centralized Administration of Naval Security Classification
Guides (CANSCG) Program. The DUSN (P)/SD manages the CANSCG
program, formally known as Retrieval and Analysis of
“K”lassified Information (RANKIN), in support of the
requirements in paragraph 1-1.2 of this enclosure. The primary
elements of the CANSCG Program are as follows:

a. Maintain a database that provides for the
standardization and centralized management of all DON SCGs.

b. Issue sequential identification numbers for each SCG per
para 1-1.4b of this enclosure and enclosure (3) to the cover
letter.

¢. Review all SCGs, within 5 working days of receipt, to
ensure compliance with reference Executive Order 13526, DoDM
5200.01-Volume 1, and DoDM 5200.45 prior to its approval by the
responsible OCA. The following applies when administrative or
critical changes are required on SCGs.

(1) Administrative changes (e.g., font types, grammatical
issues, table) do not require an additional review by the CANSCG
Action Officer (AO) prior to OCA signature.

(2) Critical changes (e.g., non-compliant with DoD/DON
policy, classification issues) requires review by the CANSCG AO
to ensure required changes were made prior to OCA signature.



d. Comply with Sections 6c and 11, enclosure (6) of Volume
1 to DoDM 5200.01 for distribution and reporting SCG changes to
DTIC.

4. Index of Security Classification Guides

a. Uniformly formatted DON SCGs, per requirements in
enclosure (3) to the cover letter, are issued by the respective
OCAs and indexed under one of the following major standard
subject identification codes (SSIC):

(1) 5513.2: Air Warfare Systems

(2) 5513.3: Surface Warfare Programs

(3) 5513.4: General Intelligence, Cover and Deception,
Security and Investigative Programs

(4) 5513.5: Undersea Warfare Program

(5) 5513.6: Communications and Satellite Program
(6) 5513.7: Mine Warfare Program

(7) 5513.8: Electronic Warfare Program

(8) 5513.9: Nuclear Warfare Program

(9) 5513.10: Advanced Technology and Miscellaneous
Program Guides

(10) 5513.11: Marine Corps Ground Combat and
Miscellaneous Program Guides

(11) 5513.12: Intelligence Research Projects

(12) 5513.13: Non-Acoustic Anti-Submarine Warfare
Program Guides

(13) 5513.15: Naval Special Warfare Program Guides

b. The index of DON SCGs, by SSIC, were previously issued
as a series of instructions (e.g., OPNAVINST 5513.2C). DUSN(P)
Security ltr 5510 Ser DUSN(P) SDS/113 of 20 June 2016 canceled
the OPNAVINST 5513 series. The OPNAVINST 5513 series must not
be referenced on any newly developed document (e.g., SCG,
interim classification guidance issued by the OCA pending formal




issuance of an SCG, correspondence, transmittal, etc.) or on the
*Derived From” line of a derivatively classified document.

Refer to paragraph 1-1.4b(1l) of this enclosure for guidance on
how to properly identify a DON SCG on the “Derived From” line of
the classification authority block, including remarking legacy
documents. The index by SSIC (e.g., 5513.2 - Air Warfare
Programs) and the sequential identification number (e.g., ID#
02.001) assigned to each SCG are retained. The identification
numbers for each SCG are assigned per paragraph 1-1.3b of this
manual.

(1) When citing a DON SCG as a source of classification
on the “Derived From” line of a derivatively classified document
indicate the command where the OCA position resides, the SCG
sequential identification number (including the revision number
as demonstrated in the example below), the original date of the
SCG, and the subject. Legacy documents citing an SCG under the
former OPNAVINST 5513 series must be remarked using the
requirements cited in this enclosure (see example below), when
reused or forwarded outside the DON.

Example: “Derived From” line when citing a DON SCG

Derived From: PEO Littoral Combat Ships SCG ID# 03-150.1 of
20061030, Subj: Littoral Combat Ship

Example: “Derived From” line when remarking a legacy document
(This applies to a legacy document citing the specific OPNAVINST 5513 series and
associated identification number of the DON SCG within that series (e.g., OPNAVINST
5513.3-150). The same remarking principle applies if an OPNAVINST 5513 series is used
to reference an SCG in any other document(s) (e.g., correspondence, SCG, etc.)

Derived From: OPNAVIST5513-3—156 PEO thtoral Combat Ships
SCG ID# 03-150.1 of 20061030, Subj: Littoral
Combat Ship

d. Within the DoD the majority of existing SCGs are indexed
and promulgated via the DTIC. An index of DON SCGs, by SSIC and
identification number, can be obtained from the DUSN (P)/SD,
CANSCG Action Officer via email at DON SECURITY INFO@NAVY.mil or
at https://portal.secnav.navy. m1l/orgs/DUSNP/SltePages/
Home.aspx. Commands may utilize the index to identify those
SCGs needed to accomplish their mission. A copy of an SCG can
be requested from the OCA’s security manager, DTIC at
http:/www.dtic.mil, or from the DUSN (P)/SD via email, at
DON_SECURITY INFO@NAVY.MIL. The latter applies to requesting

/
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DON SCGs only; otherwise, contact either the OCA or DTIC direct
for all other SCGs.

5. Periodic Review of 8CG@s. SCGs will be reviewed by the
issuing OCA for accuracy and completeness at least every five
years, and any: |

a. Revigions to classification decisions in an existing
SCG, will be approved by the OCA, after requirements of
paragraph 1-1.2 of this enclosure are met.

b. Cancelations of existing SCGs will be provided in
writing by the OCA as formatted in enclosure (5) to the cover
letter, and follow the same dissemination requirements in
paragraph 1-1.2.b of this enclosure.

c¢. Administrative changes (e.g., format changes,
distribution statement, handling and destruction notice,
designated office of primary responsibility “PR” under the
identifying data, Section 2 - General Instructions, etc.) to an
SCG do not require the OCA approval, as long as they do not
impact the classification decision made by the OCA. Regardless,
the PR will maintain adequate records to indicate the OCA is
aware of the administrative change. Forward the SCG to DUSN
(P) /SD, prior to dissemination, to validate the administrative
change does not warrant reissuance of the SCG.

6. 8CGs of Multi-Service Interest. SCGs for systems, plans,
programs, or projects involving more than one DoD component are
issued by the Office of the Secretary of Defense (0SD) or the
DoD component designated by the OSD as executive or
administrative agent. When designated by the 0SD, commands must
report the designation to the DUSN (P)/SD, prepare any necessary
SCG, and forward a copy to DUSN (P)/SD.

7. Conflict between a Source Document and a SCG. In cases of
apparent conflict between an SCG and a classified source
document about a discrete item of information, the instructions
in the SCG must take precedence.

Unclassified Reference Links




Reference Type

Link

Information Security Oversight
Office (IS00)

http://www.archives.gov/isoo/

Federal Register - Code of
Federal Regulations

http://www.ecfr.gov

DoD Issuances

http://www.dtic.mil/whs/directive

s/index.html

DoD Forms Management Program

http://www.dtic.mil/whg/directive
g/forms/index.htm

DON Issuances

http://doni.daps.dla.mil/default.
aspx




Department of the Navy Security Classification Guide
Format and Preparation

TITLE PAGE

(Name of the System/Plan/Program/Project)
Security Classification Guide (SCG)

(Command Name)

DISTRIBUTION STATEMENT (Refer to DoDI 5230.24, “Distribution Statements
on Technical Documents,” for the applicable statement)

HANDLING AND DESTRUCTION NOTICE: Comply with distribution statement and
destroy by any method that will prevent disclosure of contents or
reconstruction of the document. (Note: Refer to DoDM 5200.01-V3 for
destruction requirements).

Note: The word “Title Page” at the top is inclusive for informational
purposes only. It is not inclusive in the final product. The purpose of the
title page is to identify the originator, subject of the security
classification guide, distribution, and handling and destruction notice.
Also, SCGs are UNCLASSIFIED//FOR OFFICIAL USE ONLY (optionally FOR OFFICIAL
USE ONLY) at a minimum. TIf the SCG is classified, comply with the portion
and overall classification marking requirements in DoDM 5200.01, Volume 2.
This enclosure ig “UNCLASSIFIED and the information in this “note” is not
included in the final SCG signed by the OCA. It is provided for
informational purposes only.”

Enclosure (3)

[Insert UNCLASSIFIED//FOR OFFICIAL USE ONLY or Enter the
Classificationl]




SIGNATURE PAGE

PREPARED BY: (Printed name/signature, phone #, address, email and date
signed by the Program Officer in the office of primary responsibility)

REVIEWED BY: (Printed name/signature, phone #, email and date signed by the
Command Security Manager)

APPROVED BY: (Printed name/signature, position/rank, and date signed by the
Original Classification Authority (OCA))

Note: The word “Signature Page” at the top is inclusive for informational
purposes only. It is not inclusive in the final product. The purpose of the
signature page is to identify personnel involved in the preparation, review
and approval of the SCG per Executive Order 13526. This information assists
the organizations and activities that may classify information the guide
covers, if assistance is needed.

[Insert UNCLASSIFIED//FOR OFFICIAL USE ONLY or Enter the
Classification]




SECTION 1 - IDENTIFYING DATA:

ID: “Identification” numerical designation assigned by Deputy
Under Secretary of the Navy for Policy/Security Directorate
(DUSN (P) /SD), Centralized Administration of Naval Security
Classification Guides (CANSCG) Program action officer to serve
as a permanent identifier for the guide, by subject category and
sequential number issuance.  Subject categories are identified
in paragraph 1-8.3a of this manual. Additionally, once an SCG
is established, an OCA will assign consecutive “point” numbers
to indicate a change to the SCG, prior to formal issuance
through the CANSCG program. For example, 02-293.2 will indicate
subject category #2 for Air Warfare Programs, with 293
representing a sequential order of SCGs issued under the #2
subject category, and .2 representing change two to the original
SCG issued by the OCA.

SU: The “subject” of the SCG.

PR: The office of “primary responsibility” for the SCG content,
day-to-day interpretation, as well as any recommendations for
changes. Specific contact information is identified on the
signature page under “Prepared by.”

CA: The designation of the “classification authority” or OCA who
is responsible for and has approved the classification
determinations; when more than one authority is responsible, all
will be included.

OD: “Original Date” the guidance on the subject was originally
issued will be entered. (Date Format:YYYYMMDD)

CD: “Change Date” the SCG was last validated by a review or
changed by the OCA. (Date Format: YYYYMMDD)

RD: “Review Date” the SCG will next be reviewed(entered by
DUSN(P) /SD) . This date will be 5 years, at a minimum, from the
date either the original date or the change date, depending on
whether it’s a new SCG or an update to an established SCG. (Date
Format: YYYYMMDD)

[Insert UNCLASSIFIED//FOR OFFICIAL USE ONLY or Enter the
Classification]




SECTION 2 - GENERAL INSTRUCTIONS: (Refer to DoDM 5200.45, Figure
4, Sample Section 1 - General Instructions for content and
guidance, for each element below. Additional DON specific
information or changes to the content in the cited reference are
inclusive below.)

1. Purpose:

2. Authority: Change the first sentence to read “This guide is
issued under authority of SECNAV M-5510.36."

3. Classification Challenges: Change the last sentence to read
“Classification challenges should be addressed to the PR, noted
in Section 1 above.” Further guidance on classification
challenges can be found in DoDM 5200.01-V1, Enclosure 4, Section
22b. and must be incorporated into all DON SCGs.

4. Reproduction, Extraction and Dissemination: Change the
reference to Office of Program Responsibility (OPR) in the
second sentence to “PR.”

5. Public Release: Add to second sentence, after DoD Manual
5200.01, “SECNAV M-5510.36,"...

6. Foreign Disclosure: Add to first sentence, after “procedures
set forth in” the DON policy for foreign disclosure: “SECNAVINST
5510.34A and Department of the Navy Foreign Disclosure Manual of
September 2007.”"

7. Definitions:

8. Classification Authority Block: Refer to DoDM 5200.01,
Volume 2, Section 8c for the appropriate marking requirements,
for derivative classification. The cited policy also provides
requirements for determing the most restrictive declassification
date when multiple sources (i.e., this SCG and another source
document (s) ) are used.

SECTION 3 - OVERALL EFFORT:

1. Identification: Refer to DoDM 5200.45, Figure 5, Sample
Section 2 - Overall Effort for guidance.

[Insert-UNCLASSIFIED//FOR OFFICIAL USE ONLY or Enter the
Classification]




2. Threat: State where the following information can be
obtained: A complete threat assessment or background data to
include what information is to be protected and denied to
potential enemies. This information, usually provided by Office
of Naval Intelligence (ONI), may be included in the guide,
however, classification and dissemination restrictions must b
considered. '

3. Goal & Mission: Describe what the goal of the program is or
what has already been accomplished. This is normally best stated
in the form of a mission statement that can be released as
unclassified and that which must be classified. Take care to
ensure that unclassified statements do not reveal classified
information.

4. End Item: Refer to DoDM 5200.45, Figure 5, Sample Section 2
- Overall Effort for guidance.

DECLASS
TOPIC CLASS | REASON oN [ REMARKS
End Item:
1. Existence of Super U N/A N/A
Missile in operational
environments

Sections 4-9 below (guidance only not for inclusion in the
final version of the SCG): As applicable, include the
following in each column: specific topic(s) requiring
classification; classification level (i.e., U, FOUO, C, 8, TS)
of the topic; reason for classification cited in Section 1.4
of Executive Order 13526 (e.g. 1.4(a) military plans, weapons
systems, or operations); the declassification date (YYYYMMDD)
or event, for topics determined classified; “remarks” include
any of the following: the downgrading instructions (e.g.,
Downgrade to Confidential on 20200416); reference any SCG(s)
pertinent to the classification of an element of information;
identify an addition or modification if there is an update to
an element of information in the SCG (cite the version of the
SCG to ensure there’s no confusion as to when the element of
information was added or modified); and, include any other
specific requirements that provides direction to the
derivative classifier. 1If a section does not fit a particular
program, the notation “Not Applicable” should be entered.
Refer to DoDM 5200.45 for additional guidance on the original
classification process, classification factors, classifying
details, and specific items of information to consider.
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SECTION 4 - FINANCIAL: Although Department of Defense (DoD)
policy prohibits the disclosure of budget and procurement data
prior to presentation by the Executive Branch to the Congress,
this type of information is generally not classified.
Therefore, guidance should indicate current year budgetary data
is “Unclassified” and outyear data is “For Official Use Only”
until submitted to Congress. Budgetary information may require
classification if it reveals significant information concerning
the trends and emphasis of the U.S. research and development
program. As a practical matter, it is recommended the
classification of budgetary information be avoided since
classifying this type of information typically creates an
onerous administrative burden.

‘ ’ ' DECLASS |
TOPIC CLASS | REASON o REMARKS

FINANCIAL:
1. Budget estimated U N/A N/A FOUO prior to White
. . House/OMB release to
data,including total
Congress
2. Subsequent to budget U N/A N/A
submission
3. Unit Cost U N/A N/A

SECTION 5 - MILESTONES: State the classification requirements
and downgrading and/or declassification date or event for
milestones expected during technical development. 1In general,
milestones, except for initial operational capability (IOC)
dates or testing dates, do not warrant protection since they are
so variable. Even IOC and testing dates, however, should not be
classified unless they could significantly aid a potential enemy
by revealing the time available to emplace or develop
countermeasures.

CLASSIFICATION LEVELS AND DURATIONS ARE SHOWN FOR ILLUSTRATION PURPOSES ONLY

OP P O B o
O
MILESTONES:
1. IOC C 1.4(a) After
IOC
2. MK 7 Missile Upgrade C 1.4(a) See Declassify after upgrade
remarks is completed on 80% of
inventory.
This is a modification to
the element of information
under (insert SCG version
number) .
6
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SECTION 6 - PERFORMANCE DATA AND TECHNICAL CHARACTERISTICS:
Provide the classification level and downgrading and/or
declassification date or event for separate performance and
technical characteristics such as speed, range, velocity,
maneuverability, etc. Descriptions should be specific. For
example, a topic might read: "Range: C-15 (However, the
statement that the missile range is "about 100 NM," is
unclassified) .

CLASSIFICATION LEVELS AND DURATIONS ARE SHOWN FOR ILLUSTRATION PURPOSES ONLY

\ | DEcLass |
TOPIC CLASS | REASON | on ’
| |

f REMARKS
PERFORMANCE DATA AND | ‘
TECHNICAL CHARACTERISTICS:
1. Target detecting device

a. Range

b. Reliability

c¢. Lethality

d. Specific frequencies

1.4(a) 20360920
1.4 (a) 20360920
1.4(a) 20360920
1l.4(a) 20360920

NN

SECTION 7 - OPERATIONAL AND TACTICAL: Provide the classification
level and downgrading and/or declassification date or event for
each aspect of the operational or tactical utilization of the
program. ’

CLASSIFICATION LEVELS AND DURATIONS ARE SHOWN FOR ILLUSTRATION PURPOSES ONLY

| | | |
TOPIC 3 CLASS i REASON f DEi;?SS ! REMARKS
OPERATIONAL AND TACTICAL:
1. Tactics for:
a. Air to subsurface S 1.4(a) 20360920 ) Downgrade to “C”
employment on 20320920
b. Air to surface See See See Refer to (insert
employment remarks | remarks remarks | SCG version
i number), Super
Missile (AGM-13)
c¢. Air to air S 1.4(a) 20360920 | Downgrade to “C”
employment on 20320920
2. Operational or C 1.4(a) See Declassify 30
exercise schedules remarks | days after
indicating a Super Missile firing
(AGM-13) will be fired

SECTION 8 - HARDWARE: The classification level and downgrading
and/or declassification date or event will be entered for the
end item and its components, including visual access and
external view. Any special classified hardware destruction or

7
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demilitarization procedures may be provided. Computer resources
hardware guidance will be placed in the “Computer Resources”
portion of the guide.

CLASSTFICATION LEVELS AND DURATIONS. ARE SHOWN FOR ILLUSTRATION PURPOSES ONLY

TOPIC ‘ CLASS ’ REASON{ DECLASS ! REMARKS
| I R

HARDWARE
1. Missile (wo/TDD MK-22)

a. End Item ' U | n/a | N/A
2. Misgile (w/TDD MK-22) , ; ,

a. End Item C 1.4(a) | 20360920
3. External view of FOUO N/A N/A
missile
4. External view of TDD U N/A N/A
MK-22

SECTION 9 - COMPUTER RESOURCES: Provide the classification level
and downgrading and/or declassification date or event for
separate categories or subsystems. Care must be taken to
separate militarily sensitive information and database domains
from non-military applications and/or architecture. Such
categories would include:

a. Information/Decision Support. Including capture,
presentation, storage, movement, processing, control, security.

b. System. Including applications, languages, tools,
methodologies, management, artificial intelligence.

¢. Artificial Intelligence. Including knowledge-based
(expert) systems, robotics, image processing, natural language
processing, speech procesgsing, neural networks.

d. Hardware. Including architecture, peripherals,
components, firmware.

e. Software. Including languages, data base management,
design tools.

f. Networks/Communication. Including local area networks
(LANs) and wide area networks (WANs).

[Insert UNCLASSIFIED//FOR OFFICIAL USE ONLY or Enter the
Classificationl]




CLASSIFICATION LEVELS AND DURATIONS ARE SHOWN FOR ILLUSTRATION PURPOSES ONLY

DECLASS

J CLASS ’REASON oN REMARKS
| |

COMPUTER RESOURCES:

1. Information/Decision
Support

a. Techniques for S 1.4 (a) 20360920
real-time adaptive control
of distributed parallel
processing systems and
related onboard
architecture and off-board
telecommunications

requirements
b. Security related to S 1.4(a) | 20360920 | This is a new
use of imbedded computer element of

programs (viruses) for
operation security or
deception

information to
(insert SCG
version number) .

c. Controls relating ] 1.4(a) | 20360920
to prevention of
unauthorized tampering or
activation; specifically
algorithms and architecture

2. System
a. Techniques for S l.4(a) | 20360920
distributing

database/information base
management functions in
multisource, multiuser

environment
3. Artificial Intelligence
(AT)
a. Fact of use in Super U N/A N/A
Missile (AGM-13) '
b. Generic AI U N/A N/A
shell/inference engine
information
c. Specific rule or S 1.4(a) | 20360920

frame based details of AT
decision making process
4. Hardware

a. Real time spectrum S 1l.4(a) | 20360920
analyzers and frequency
synthesizers associated
with wartime and exercise
versions

[Insert UNCLASSIFIED//FOR OFFICIAL USE ONLY or Enter the
Classificationl]




[ :
I DECLASS
TOPIC REASON Se REMARKS

ON
5. Software

a. Reduced Instruction C 1.4(a) | 20200920
Set Computing

b. Countermeasure C 1.4 (a) 20360920
resistance techniques

c. Fault isolation S 1.4 (a) 20360920

capability to bypass
onboard component failure
or battle damage

6. Network/Communication

a. Frequency spectrum S 1.4(a) | 20360920
plan for inter-missile
b. Technical details S 1.4 (a) 20360920

of in-flight mission
reprogramming capability

SECTION 10 - OTHER: Include the following:

; a. Guidance which cannot be categorized in any of the
other topics is to be stated here, as applicable.

b. All questions regarding “need-to-know” which cannot be
resolved will be forwarded to the PR in Section 1. Specific
contact information inclusive on the signature page, prepared by
line.

c. List any references to other SCGs used throughout the
guide. Example shown of referenced SCG in section 7.1b of this
example guide.
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Security Classification Guide
Process Flow Chart

Disapproved

SME sends to CSM sends to
STAFT Command Approved *DON CANSCG
Security Security Action
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Subject Matter Experts endorsement
(SME)

endorsement

Disapproved

Approved
Disapproved
A 4
OCA reviews DON CANSCG AO assigns an
for final CSM prepares SCG package
determination .

SCG ID# & enters SCG
into CANSCG library with
an “INACTIVE” status

A

for OCA signature
& signature

Approved

END
CANSCG AO updates SCG
status in CANSCG library
, to “Active” & submits the
DD Form 2024 & SCG to
**DTIC (leass those with
Distribution Statement F)

CSM sends the SCG with
the DD Form 2024 to the
CANSCG AO & disseminates

the SCG to derivative

classgifiers & cleared
contractors, as
applicable

*DON CANSCG: Department of the Navy Centralized Administration of
Naval Security Classification Guides

**DTIC: Defense Technical Information Center

Enclosure (4)




GUIDE UPDATE - TEMPLATE LETTER

// COMMAND LETTERHEAD //

5510
Serial No.
Date

MEMORANDUM FOR DEPUTY UNDER SECRETARY OF THE NAVY FOR POLICY

Subj : (CHANGE or CANCELATION) SUBMISSION FOR [ENTER SUBJECT AND
SECURITY CLASSIFICATION GUIDE ID NUMBER]

Ref: (a) E.O. 13526

(b) 32 CFR Parts 2001 and 2003

(c) DoDM 5200.01-V1

(d) SECNAV M-5510.36

1. As required by references (a) through (d), the subject guide
has been reviewed and:

a. This guide should be canceled because [Insert reason,
such as end of program. Also, indicate if all topics may be
declassified or if continued classification is required because
declassification would compromise similar classified programs.
In the latter case, such programs should be identified], or,

b. The following administrative changes are requested:
[Insert precise changes such as “First line of 03. Mission,

should read (attitude) vice (altitude) ,”

2. The point of contact is [Command Security Manager, phone
number, e-mail]. ' ’

OCAs FULL NAME
Rank and Title

Encl (5)
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