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1. Purpose. To publish policies and procedures directing the
management of Headquarters, U.S. Marine Corps (HQMC) Information,
Personnel, and Industrial Security Programs (IPSP). This Standing

Operating Procedures (SOP) represents the minimum requirements for
program management and is published under the cognizance of the HQMC
Security Manager. Commands and Staff Agency/Activity heads may impose
more stringent requirements within their command or staff
agency/activity i1if desired, but not more lenient.

2. Cancellation. HQMC IPSP SOP dtd 6 Aug 13.

3. Background. The protection of our personnel and classified
information continues to be a growing challenge. Proper access,
control, and accountability of classified information enhance HQMC’s
ability to decrease the possibility of compromise.

4. Applicability. Applicable to Commands and HQMC Staff
Agencies/Activities (hereafter, “agencies”). For the purposes of this
SOP, Agencies herein refers to Marine Corps agencies aboard the
Pentagon and Arlington Service Center (ASC). Commands are identified
as Henderson Hall (HH), Manpower and Reserve Affairs Department (MRA),
and Marine Corps Recruiting Command (MCRC) aboard Marine Corps Base
Quantico.

5. Authority

a. The Director, Marine Corps Staff (DMCS) is the principal
assistant and advisor to the Commandant and Assistant Commandant, and
effectively and efficiently coordinates HQMC staff processes and
actions. On behalf of the DMCS, the Director, Administration and
Resource Management Division (AR) provides sound policies, timely
guidance, expert program management, and integrated service support
enabling its customers to effectively execute their mission.

b. AR Division’s Branch Head for Security Programs and
Information Management (ARS) is designated as the senior Security



Official for HQMC agencies. ARS is responsible for ensuring that HQMC
has an effective IPSP and for complying with all directives issued by
higher authority.

6. Action. All military, civilian, and government contractor
personnel permanently or temporarily assigned to agencies as noted in
paragraph 4 (hereafter, “covered personnel”), will comply with the
provisions of this SOP. This SOP does not address every conceivable
circumstance that may arise in day-to-day operations. Should a
situation occur that is not addressed in this SOP, the basic
principles of security management, coupled with sound judgment,
guidance from appointed security personnel, and common sense should be
exercised.

7. Though not all encompassing, this SOP provides implementing
guidance geared toward the successful management of security programs
within HQMC, agencies. Questions regarding this SOP should be
directed to HQMC, ARS, at 703-614-3609 or by e-mail at
smb.hgmc.security@usmc.mil.
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HQMC IPSP SOP
Chapter 1

Systems Support

ARS uses a variety of systems and databases to implement the
HOMC IPSP.

1. Electronic Security Services Request Portal (ESSRP). ESSRP
is a SharePoint site used for security program management and
requesting services such as check-ins, background
investigations, access to classified information, building
access, contractor Common Access Card (CAC), and swipe access.
ESSRP is also used to document required security training for
HQMC personnel.

2. Classified Document Control Catalog (CDCC). The CDCC is a
SharePoint site used by HQMC personnel with access to classified
information to manage inventory, transfer, itemization, and
destruction of classified material. Classified hard disk drives
(HDD) and media created by the “write-to-removable media”
function will be managed using the CDCC.

3. Notification of Foreign Travel Portal (NFTP). The NFTP is a
SharePoint site used to document foreign travel (unofficial or
official) for all military, civilian, and Department of War
(DoW) contractor personnel. Additionally, NFTP ensures
travelers are prepared for particular security and safety
concerns that foreign travel may introduce. The system also
provides the HQMC Security Manager and Special Security Officer
(SSO) the ability to pull reports for the Continuous Evaluation
and Insider Threat programs.

4. Defense Information System for Security (DISS). DISS is the
DoW personnel security clearance and access database. It
facilitates personnel security program management for the
Adjudication and Vetting Service (AVS) and security management
officials. DISS is the system of record for personnel security
adjudication, clearance, and verification history. DISS
interfaces with Defense Counterintelligence and Security Agency
(DCSA) AVS and the Office of Personnel Management (OPM) to
populate personnel security investigation data. DoW commands
are required to use DISS to record all access determinations,

temporary access, upgrades, downgrades, suspensions, continuous
evaluation reports, and visit requests.
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5. Mission Partner Identity, Credential, and Access Management
(MP ICAM). MP ICAM is a web-based system used to sponsor
contractor personnel for issuance of a CAC via Defense
Enrollment Eligibility Reporting System (DEERS). The CAC is
used by military, government civilians, and eligible contractors
to gain access to the Marine Corps Enterprise Network and DoW
installations.

6. National Background Investigation Services (NBIS). The NBIS
system is a web-based system that facilitates the processing of
standard investigative forms used when conducting background
investigations for security clearance, suitability, fitness, and
credentialing purposes via electronic application (eApp). NBIS
eApp allows the user to electronically enter, update, and
transmit their personal investigative data over a secure
internet connection to a requesting agency.

7. Electronic Vetting Request Portal (EVRP). EVRP is a
SharePoint site used for submitting and tracking background
investigation and security clearance requests for pending
civilian applicants.

8. Access Management Portal (AMP). AMP is a web-based system
used by ARS to grant and manage the swipe access to Marine Corps
spaces throughout the Pentagon. AMP facilitates access control.
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Chapter 2

Command Security Management

1. Responsibilities

a. The HQMC Security Manager and the Assistant Security
Manager, per references (a) and (b), are the principal advisors
for information, personnel, industrial security, security
education, and play a critical role in developing and
administering the IPSP. The HQMC Security Manager and the
Assistant Security Manager are responsible for:

(1) The management, formulation, implementation, and
enforcement of security policies and procedures for the
protection of classified information originated by or under the
cognizance of HQMC, HH, and MCRC in connection with the duties
outlined in references (a) and (b);

(2) Developing basic policy and procedures for the
classification, dissemination, transmission, control,
accounting, storage, and protection of classified information at
HQOMC, HH, and MCRC;

(3) Serving as a member of the Director Marine Corps
Special Staff;

(4) Coordinating with the heads of all agencies to
ensure that personnel who handle classified information have the
proper security clearance and that requests for personnel
security investigations are properly prepared and submitted;

(5) Providing advice to the heads of all agencies on
Information, Personnel, and Industrial Security Program matters;

(6) Conducting both announced and unannounced security
visits on all agencies to evaluate the effectiveness of the
security program and ensure the agency is in compliance with
this SOP and higher directives;

(7) Establishing a HQMC Security Education Program;

(8) Coordinating the HQMC Continuous Vetting (CV)
Program (CVP);
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(9) Maintaining liaison and coordinating security
matters of common concern with SSO, Information Security System
Manager (ISSM), and Insider Threat Program (ITP).

b. The ARS Information Security Specialist is responsible
for the day-to-day Information Security Management operations
for HQMC with a focus on implementing DoW information security
policies throughout the HQMC, HH, and MCRC. The Information
Security Specialist will:

(1) Enforce policy and procedures related to information
security in accordance with reference (c) through (e);

(2) Manage the implementation of and compliance with
information security policy to include security
training/education and security awareness;

(3) Serve as the HQMC North Atlantic Treaty Organization
(NATO) Alternate Control Officer;

(4) Advise and coordinate with agency Security
Coordinators and Security Assistants on matters related to the
security of classified information;

(5) Ensure agencies are in compliance with Executive
Orders, DoW, Secretary of the Navy, and Marine Corps policy
decisions regarding Information Security;

c. ARS Security Specialists are responsible for technical
and helpdesk support in areas of Personnel, Information and
Industrial Security as determined by the HQOMC Security
Manager/Assistant Security Manager. Security Specialists will:

(1) Process requests for personnel security
investigations and conduct fingerprints wvia Secure Web
Fingerprint Transmission (SWFT)

(2) Process requests for building access;

(3) Issue and account for courier cards and letters;

(4) Process CAC requests for contractor personnel;

(5) Process requests for swipe and pin access to

controlled and restricted areas;
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(6) Process security verification letters;
(7) Process personnel check-in and check-outs.

d. The HQMC Top Secret Control Officer (TSCO) is
responsible for the receipt, custody, accounting, reproduction,
and disposition of Top Secret information received or originated
by this Headquarters, with the exception of sensitive
compartmented information (SCI), which is controlled by the SSO
per references (a) and (b).

e. Heads of agencies are directly responsible for the
control and safekeeping of classified information and shall:

(1) Publish an agency SOP specifying how the
requirements of this SOP, and other security directives
affecting the agency will be implemented. The contents of the
instruction must be understood by all agency personnel and fully
executable. The successful execution of the SOP may require
consideration of manpower and fiscal constraints.

(2) Develop an emergency plan for the protection,
removal, or destruction of classified information in case of
fire, natural disaster, civil disturbance, terrorist activities
or enemy action. Plans that are developed will contain the
following precautionary measures which can be taken prior to an
emergency:

(a) Secure ALL classified and NATO material at the
end of each workday in a GSA approved security container.
Leaving classified information or NATO material out overnight in
an Open Storage Secret (0SS) area increases the risk of loss.

(b) Limit the volume of classified and NATO material
held to the minimum amount necessary for operations.

(c) Ensure all documents, file folders, and binders
are clearly and properly marked according to their contents.

(3) Appoint an individual in writing to serve as the
Security Coordinator for their agency refer to Appendix A, for a

sample letter. Assistant Security Coordinators may be appointed
if required, to assist the Security Coordinator in the
performance of his/her duties. Refer to Appendix B, for a

sample letter. However, ultimate responsibility for the agency
security program resides with the Security Coordinator. The
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Security Coordinator may be assigned as a full-time, part-time
or collateral duty. The person designated must be an officer,
staff non-commissioned officer, or a civilian employee (General
Schedule [GS]-7 or above). Regardless of rank/grade, he or she
must have sufficient authority and staff to manage the program.
The Security Coordinator/Assistant Security Coordinator must be
a U.S. citizen and have a favorably adjudicated Tier 3 (T-3) or
equivalent (or higher) National Security Investigation.

(4) Appoint an individual in writing to serve as the
Agency Top Secret Control Officer (ATSCO) for the receipt,
control, reproduction, destruction, transmission, and inventory
of Top Secret material held or maintained. The Security
Coordinator may also be designated as the ATSCO. Personnel
designated as the ATSCO must be an officer, staff non-
commissioned officer, or a civilian employee (GS-7 or above).
Refer to Appendix C, for sample letter. The ATSCO must be a U.S.
citizen with a favorably adjudicated Tier 5 (T-5) or equivalent
investigation. He or she must have access to Top Secret
information and be thoroughly familiar with the requirements for
its protection and the duties described in reference (e).

(5) Establish procedures to report guestionable or
unfavorable information to the HQMC Security Manager regarding
personnel who have been granted access to classified
information, who have access to classified information, or are
assigned to sensitive duties.

f. The Security Coordinator and the Assistant Security
Coordinator are the principal Information and Personnel Security
Program advisors to the agency head. Security Coordinators will
implement the security programs within their agency and must:

(1) Be appointed by their agency head.

(2) Complete the HQMC Security Manager Course
prerequisites within 30 days of appointment.

(3) Have direct access to the agency head (or a
designee, such as the Executive Assistant) to ensure all issues

concerning security program management are addressed.

(4) Serve as a liaison between the HQMC Security Manager
and personnel under their cognizance.
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(5) Upon assignment, provide to ARS, the rank, name, and
billet for all instructors selected for duties in connection
with formal programs involving the education and training of
military or civilian personnel within their agency.

(6) Promote security awareness within their agency and
ensure all personnel understand the procedures for protecting
classified information per reference (b).

(7) Utilizing the most current Inspectors General
Functional Area Checklist, IPSP (5510.3); conduct agency
Security Self-Assessment (s) to ensure the security program is
compliant with all policies and regulations.

(8) Contact ARS to obtain user accounts for the
following systems:

(a) ESSRP
(b) CDCC
(c) DISS

(9) Ensure all personnel under their cognizance are
complying with the references and this SOP.

(10) Enforce classified information control by means of
receipt, distribution, inventory, reproduction, and disposition,
including use of CDCC as noted in Chapter 1.

(11) Ensure personnel who create, process, or handle
classified information are fully trained on the requirements to
properly mark classified information.

(12) Ensure the HQMC Security Manager is notified of
all:

(a) Instances involving suspected or possible loss
or compromise, of classified material.

(b) Information Technology (IT) System spillages
(classified information introduced to an unclassified or lower
level classified system). Notify the HQMC SSO when information
is identified as SCI. Refer to Chapter 4 for guidance on
reporting procedures.
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(13) Establish visitor control procedures to accommodate
visits to their agency involving access to, or disclosure of
classified information. At a minimum, these procedures will
include verification of identity, wvalidation of personnel
security clearance (eligibility and access, as recorded in
DISS), and a need-to-know determination.

(14) For areas designated as 0SS, ensure that all
personal and government mobile devices, that transmit, store, or
record data are stored in daily-use storage containers in
accordance with reference (f).

(15) Ensure that only appropriately cleared, authorized,
and briefed personnel transmit, transport, escort, or hand carry
classified information.

(16) Ensure that personnel have the appropriate security
clearance eligibility for their billet, the need-to-know, and
have completed all required security briefs/trainings before
requesting access to classified information.

(17) Brief new personnel on local security practices to
include physical security procedures in the 0SS and providing
them with a copy of the agency security procedures and this SOP.

(18) Notify the HQMC Security Manager regardless of
circumstances:

(a) When an incident or situation occurs that could
affect the continued eligibility to access classified
information for personnel under their cognizance;

(b) When the status of personnel under their
cognizance changes to any of the following statuses:
Unauthorized Absentees, Deserters, and Absent Without Leave
(AWOL) .

(19) Ensure personnel under their cognizance complete
all required security training.

(20) Submit visit requests (to outside agencies) via
DISS for personnel under their cognizance.

(21) Ensure the current agency 0SS Accreditation Letter
is on file for review by ARS.
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(22) Ensure access rosters that identify personnel
authorized to enter a controlled access area in performance of
their duties are posted according to Chapter 4 of this SOP.

(23) Review swipe access rosters for controlled access
areas every 6 months to ensure only authorized personnel have
access.

(24) Establish procedures for end of the day security
checks, utilizing Appendix D and Appendix E, to ensure that all
areas which process classified information are properly secured.

(25) Ensure all combinations have been changed and
recorded utilizing Appendix F, according to Chapter 4 of this
SOP.

(26) Establish an industrial security program if the
agency engages in the purchase of a system, technology, or
information that is classified, or when cleared DoW contractors
operate within areas under their direct control. Refer to
Chapter 6 for guidance.

g. The HQMC Contracting Officer Security Representative
(COSR) . The COSR shall ensure that the industrial security
functions specified below are accomplished when classified
information is provided to industry for performance on a
classified contract. Per references (a) and (b), the COSR will:

(1) Review and validate Statement of Work (SOW) to
ensure that access to or receipt and generation of classified
information is required for contract performance. Ensure the
SOW and the DD 254 Contract Security Classification
Specification document are prepared properly.

(2) Ensure that all industrial security functions and
requirements are accomplished when classified information is
provided to industry for performance on a classified contract.

(3) Verify the Facility Clearance Level (FCL) and
storage capability prior to release of classified information.

h. The HQMC Security Manager has been identified as the

HQOMC Mission Partner Affiliation Sponsor Manager (MPASM) for MP
ICAM, Site ID 476689. The MPASM will be responsible for:
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(1) Troubleshooting MP ICAM questions and issues for
their site.

(2) Managing site Mission Partner Affiliation Sponsor
(MPAS) to include requests for additional Sponsors.

(3) Training all site MPAS operating MP ICAM.
(4) Ensuring positive identification of all site MPAS.

(5) Ensuring all Contractor personnel requiring issuance
of CAC have at a minimum been the subject of a favorable
adjudicated T-1 National Security Investigation [ (formerly
National Agency Check with Written Ingquires Investigation
(NACT) ] .

(6) Ensuring Contractor MP ICAM Re-verifications are
completed in accordance with MP ICAM requirements.

(7) Ensuring CACs are revoked when contractor personnel
are no longer assigned to HQMC or are not meeting the
investigative requirement for issuance.

2. Records Disposition. The following documents must be
retained by the agency as noted below:

a. Appointment Letters. Appointment letters for agency
Security Coordinators, TSCO, and the assistants will be retained
for a period of two years after the individual assignment has
been terminated.

b. Inquiries and Investigations. Reports of completed
Inqguiries and Investigations will be retained for 5 years. This
includes, but is not limited to, documents pertaining to
security violations, infractions, incidents, hazards, or
deficiencies in the agency.

c. Destruction Records. A record of destruction is
required for Top Secret information, see Appendix G.
Destruction records for Top Secret information must be retained
for 5 years and a PDF copy must be provided to ARS via email.
Records of destruction are not required for Secret and
Confidential information.

d. Emergency Action Plans. Copies of emergency action
plans for HQMC, HH, and MCRC which address the handling of
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classified material will be retained for 2 years following
revision or cancellation.

e. Access Rosters. Superseded Access Rosters will be
retained for a period of two years.

f. 1Inventories. Completed inventory reports/records will
be retained for a period of five years from the date of
completion.

3. Agency Standard Operating Procedure. Agencies are required

to publish, and keep current, a written SOP regarding internal

security procedures. Internal security procedures will include,

at a minimum, the following actions:

a. Requesting access to classified information;

b. Accounting for personnel attached to HQMC, HH, and MCRC

and control of wvisitors;

c. Accounting and controlling of Top Secret material;

d. Establishing procedures that facilitate the oversight of

classified information by addressing:

(1) Accounting for classified material on hand and
personnel with authorized access;

(2) Limiting reproduction of classified material to the

bare minimum necessary for the mission or to comply with
applicable statutes or directives;

(3) Destroying classified information when appropriate,

by authorized means and appropriately cleared personnel;

(4) Ensuring that safeguarding measures and controls are

prescribed to protect classified information;

(5) Reviewing of classified information for proper
classification markings, downgrading, and declassification;

e. Reporting of all possible Security Violations and
Infractions;
f. Providing security education to their personnel.
Enclosure
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4. Unannounced Security Visits (USV). The USV is a valuable
tool in mitigating the risks associated with the storage and
handling of classified material. As a security awareness tool,

USVs are intended to reduce the number of security violations
within HQMC, HH, and MCRC. Appendix H is a USV Checklist that is
available for use. ARS Security personnel will conduct USVs
during normal working hours (0800-1630 Monday through Friday) .

5. Security Assessments. This program is designed to ensure
compliance with regulatory requirements and increase security
awareness. The security assessment will review procedures,
inventory documents, and ensure that all security issues are
addressed. The most recent Inspector General (IG) checklist
will be used.

6. Unauthorized Device Inspections

a. Pentagon Force Protection Agency (PFPA) conducts
inspections of secure spaces for prohibited devices such as
cellular phones and camera-or microphone-enabled smart watches,
and other Bluetooth capable devices that pose significant risks
to national security.

b. Any individual found with a prohibited device during the
inspection will have a security incident report submitted in
DISS for adjudication by the DCSA.

7. Security Coordinator Meetings. The HQMC Security Manager
will hold quarterly security coordinator meetings to highlight
significant changes in security regulations and call attention
to problem areas. Security Coordinators or their assistants
must attend these meetings. Suggested agenda items should be
submitted to the HQMC Security Manager prior to the meeting.

8. Security Coordinator of the Year (SCOTY) Award Program.
This award program will recognize Security Coordinators of a
large agency (50 or more personnel) and a small agency (49 or
fewer personnel) who have demonstrated exceptional performance
managing their security program. Recipients of the award will
receive an award plaque and a 3-star letter signed by the DMCS.
The award will be based on the following criteria:

a. No incidents involving IT Spillages for the entire
fiscal year;
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b. No Communication Security Violations for the entire
fiscal year;

c. No Physical Security Violations for the entire fiscal
year;

d. No violations or infractions involving the conduct of an
Inquiry or Investigation for the entire fiscal year;

e. Received a “Mission Capable” during the annual Security
Assessment;

f. Promoting Security Awareness to include CVP within their
respective agency;

g. Ensured all assigned personnel completed their required
security training;

h. Received zero violations during USV;

i. Agency representation at all Security Coordinator
Meetings;

j. Submission of the Semi-Annual Classified Hard Disk Drive
Inventory.

9. Security Notes. The HQMC Security Manager will periodically
disseminate Security Notes concerning new or modified security
information, changes in procedures, problem areas, or to direct
attention to specific matters. Security Notes carry the same
weight as formal directives.
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Chapter 3

Security Education

1. Basic Policy. Per references (a) and (b), the HQMC Security
Education, Training, and Awareness Program (SETAP) provides the
necessary fundamentals to enable quality performance of security
program management. The program instills and maintains a
continuous awareness of security requirements and familiarizes
personnel with requirements to protect classified information
from exposure to unauthorized persons, persons without a valid
need to know, and reporting requirements listed in the
references. All briefs, forms, and websites mentioned in this
SOP will be provided by ARS.

2. Requirements. The minimum requirements of the SETAP are
outlined as follows:

a. Initial Orientation Brief. The protection of government
assets, people, and property are the responsibility of all
personnel. An Initial Orientation Brief will be given to all
military, civilian, and contractor personnel upon arrival to
HQOMC. The Security Coordinator will fulfill this requirement
when personnel check-in. Access to classified material will not
be granted until this briefing has been completed. Completion
of this orientation will be recorded in ESSRP by the Security
Coordinator and the completion certificate maintained for the
duration of the individual’s assignment.

b. Security Awareness Bulletins. The purpose of a Security
Awareness Bulletin is to promote security awareness and
compliance with security procedures. These bulletins address
security developments, threats, training aids, and resources as
they emerge. The increased awareness 1is intended to help
improve the overall security posture. Security Awareness
Bulletins are sent from HQMC Security Manager to the Security
Coordinators via email.

c. Annual Training and Briefings

(1) Annual Refresher Brief. The Annual Security
Refresher Brief must be completed by all covered personnel to
enhance security awareness. This brief reinforces the policies
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and procedures covered in the initial orientation brief.
Completion of the refresher brief will be recorded in ESSRP by
the Security Coordinator and the completion certificate
maintained for the duration of the individual’s assignment.

(2) Counterintelligence Awareness and Reporting (CIAR)
Training. The CIAR training covers foreign intelligence threats
and methods (including use of the internet and social networking
services), insider threats, reportable information, behavior
indicators, and reporting procedures. In accordance with
reference (g), ARS will facilitate Counterintelligence Awareness
and Reporting training to all covered personnel within 30 days
of initial assignment, or employment, and every 12 months
thereafter. When an appropriate Counterintelligence Agent is not
available to provide such training in person, ARS may authorize
web-based training to meet this regquirement. Training dates and
location will be published by ARS via separate correspondence.

(3) Unauthorized Disclosure (UD) Training. The UD
training identifies and discusses an employee’s responsibilities
for safeguarding classified information and controlled
unclassified information against unauthorized disclosures. The
training also outlines the criminal and administrative sanctions
which can be imposed for an unauthorized disclosure.

(4) Controlled Unclassified Information (CUI). The CUI
training covers identifying, safeguarding, marking,
disseminating, and destroying CUI.

3. Special Trainings and Briefings. Special training and
briefings are occasionally required for select personnel and may
include the following:

a. Original Classification Authority (OCA) Training. OCAs
receive training regarding the proper classification and
declassification of classified national security information
with an emphasis on the avoidance of over-classification.
Training for newly appointed OCAs shall be provided prior to
exercising his/her authority and each OCA shall receive training
annually thereafter. 1In coordination with the HQMC Security
Manager, the OCA will certify in writing that the training has
been received.
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b. Derivative Classifier Training. Derivative classifier
training shall be completed and documented initially for anyone
within a command who has been granted access to classified
information and annually thereafter for as long as the
individual has access to classified information. If refresher
training is not completed within 12-months, access to classified
information will be suspended until the training is completed.
Completion of the derivative classifier training will be
recorded in ESSRP by the Security Coordinator and the completion
certificate maintained for the duration of the individual’s
assignment.

c. NATO Brief. All personnel who require access to NATO
classified information and/or have been indoctrinated with SCI
based on need-to-know, shall receive a security briefing and
sign an acknowledgement of their responsibilities for the
protection of NATO information. At no time will access be
granted for “just in case” purposes. When requesting access to
NATO classified information, a completed NATO Briefing
Certificate will be submitted via ESSRP by the Security
Coordinator. The Security Coordinator will maintain the
completion certificate for the duration of the individual’s
assignment.

d. Foreign Travel Brief. Prior to conducting foreign
travel (personal or business), all covered personnel must
complete a Notification of Foreign Travel (NFT) Form and the
Foreign Travel Briefing. Personnel must contact their Security
Coordinator to obtain access to the NFT Portal.

e. Hand-Carry Brief. Appropriately cleared personnel may

request to escort, or transport classified material between
locations when other means of transmission cannot be used.
Personnel authorized to hand-carry classified material must be
informed of the security responsibilities and executing an
agreement, utilizing Appendix I, given by their Security
Coordinator. The agreement will be kept and maintained by the
Security Coordinator for the duration of the individual’s
assignment to HQMC.

f. HQMC Security Manager In-Call Brief. The agency
Security Coordinators and Assistant Security Coordinators are
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the principal IPSP advisors to the agency head. All newly
appointed Security Coordinators will meet with the HQMC Security
Manager for an “In-Call” to review policy, address
responsibilities, and to ensure Security Coordinators are
provided with the necessary skill sets and knowledge to manage
the IPSP proficiently.

g. USMC Security Management Course. This is the primary
course for Security Management in the Marine Corps. The course
is open to all positions in command security management
programs. For additional information and course requirements,
contact ARS.

h. Security Professional Education Development Program
(SPED) . The SPéD Certification Program is intended to ensure
that there is a common set of competencies among DoW security
practitioners that promote interoperability, facilitates
professional development and training, and develops a workforce
of certified security professionals. Additional information on
the SPED certification program can be found on the Center for
Development of Security Excellence site.

i. Termination Statement. The Termination Statement
informs individuals of their continuing security
responsibilities after access and assignment to the DoW has
terminated (e.g. retirement or separation). A Termination
Statement must be completed on the individual’s last day of work
or when access to classified information is no longer required.
The Security Coordinator will conduct the termination briefing
and submit the completed Termination Statement via ESSRP.

j. Sensitive Compartmented Information (SCI). The Special
SSO is responsible for briefing those individuals requiring
access to SCI. To schedule a briefing, contact the HQMC SSO at
(703) 614-3350.
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Chapter 4

Information Security

1. Basic Policy. Heads of agencies shall ensure that all
classified material entrusted to them is protected per the
provisions of this SOP and the references.

a. Personnel shall not be granted access to classified
material unless appropriately cleared according to references
(a), (e), and Chapter 5 of this SOP.

b. A need-to-know determination shall be made by the agency
head prior to requesting access to classified material.

c. At no time shall rank and position be the sole
considerations for granting access.

d. Classified material shall be stored only in GSA approved
security containers, in approved areas, on accredited IT
systems, and under conditions which prevent unauthorized persons
from gaining access. At all times, classified material not
under the direct control of an appropriately cleared person must
be secured in approved equipment or facilities.

(1) Areas designated as an 0SS shall also be designated,
in writing, by ARS, as restricted areas following the completion
of a Physical Security Survey (PSS) conducted in accordance with
reference (h).

(2) All personnel shall comply with the need-to-know
policy for access to classified material.

e. All classified material is the property of the U.S.
Government.

(1) All covered personnel who resign, retire, or
otherwise separate from government service shall return all
classified material in their possession to their agency.

(2) All courier cards and hand-carry authorization
letters shall be returned to ARS via the Security Coordinator,

prior to departing or separating, or when expired.

f. All agencies authorized to possess, receive, and store
classified material must develop a Classification Management
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Program that includes the creation, marking, control, storage,
dissemination, and destruction of classified material in
accordance with references (c), (d), and (e).

2. Original Classification. Original classification is the
initial decision that an item of information could be expected
to cause damage to the national security if subjected to
unauthorized disclosure. This decision shall be made only by an
Original Classification Authority (OCA) who has been
specifically delegated the authority to do so, has received
training in the exercise of this authority, and has program
responsibility or cognizance over the information.

a. OCAs are designated by virtue of their position.
Original classification authority is not transferable. In
instances where the OCA is absent for extended periods of time
and an emergent need requires that the authority be exercised
prior to the OCA’s return, it may be judiciously exercised by an
individual officially designated to act in the OCA’s absence.
Per reference (i), HOMC has two OCAs: Commandant of the Marine
Corps (CMC) and Deputy Commandant for Plans, Policy and
Operations (PP&O).

b. OCAs must issue and disseminate classification guidance
for classified elements of information within each system, plan,
program, project, or mission under their authority to facilitate
the proper and uniform derivative classification of information.
All original classification decisions must be incorporated into
a security classification guide (SCG) and each SCG must be
approved in writing by the appropriate OCA.

c. All OCAs, and the individual officially designated to
act in their absence, shall be trained in the fundamentals of
security classification, the limitations of their classification
authority, and their OCA duties and responsibilities. This
training is a prerequisite for an OCA to exercise this
authority. Training shall consist of a review of the pertinent
Executive Orders, statutes, regulations, and directives. OCAs
and individuals designated to act in their absence must also
have annual refresher training on these responsibilities. For
continuity, this refresher training may be given in conjunction
with other annual security training requirements described in
chapter 3. Such training is provided in the HQMC OCA training
binder.
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d. The OCA process can be found in references (1i).
Commands and agencies that require original classification of a
document or creation of an SCG or Alternate Compensatory Control
Measures (ACCM) for a system, plan, program, project, or mission
involving classified information must contact ARS.

3. Derivative Classification. Derivative classification is the
incorporating, paraphrasing, restating, or generating in new
form information that is already classified, and the marking of
newly developed information consistent with the classification
markings that apply to the classified source. This includes
classification based on an SCG or other authorized source.

a. The majority of classification actions are derivative in
nature. Any person with security clearance eligibility and
approved access may act as a derivative classifier. To support
this authority, reference (c) establishes several requirements
to ensure a better process.

b. Derivative Classifier training shall be conducted and
documented in accordance with Chapter 3 of this SOP.

4. Classification Challenges. Authorized holders of classified
information are encouraged and expected to challenge the
classification of information that they, in good faith, believe
to be improperly classified. When reason exists to believe
information is improperly classified, contact ARS or the OCA of
the information to resolve the issue.

5. Marking. Per reference (d), the proper marking of a
classified document is the specific responsibility of the
original or derivative classifier. Although markings on
classified documents are intended primarily to alert holders
that classified information is contained in a document, they
also serve to warn holders of special access, control or
safeqguarding. The following requirements must be met:

a. All personnel who conduct derivative classification by
means of reproducing, extracting, or summarization of classified
information, or who apply classification markings derived from
source material, or as directed by classification guide shall:

(1) Be identified by name and position or by personal
identifier on the “Classified By” line, in a manner that is
immediately apparent for each derivative classification
performed.
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(2) Observe and respect original classification
decisions.

(3) Carry forward to any newly created documents the
pertinent classification markings. For information derivatively
classified based on multiple sources, the derivative classifier
shall carry forward:

(a) The date or event for declassification that
corresponds to the longest period of classification among the
sources.

(b) A listing of the source materials.

(c) Receive training in the proper application of
the derivative classification principles, with an emphasis on
avoiding over classification, as outlined in Chapter 3 of this
SOP.

b. All classified information shall be clearly marked with
the date and office of origin, the appropriate classification
level and all required “associated markings”. “Associated
markings” include those markings that identify the source of
classification (or for original decisions, the authority and
reason for classification); downgrading and declassification
instructions; warning notices, intelligence control markings and
other miscellaneous markings. Refer to reference (c) for
guidance on the placement of associate markings.

c. Marking is required on all IT systems and electronic
media, including removable components that contain classified
information. IT systems include any equipment, interconnected

system or subsystem that is used in the automatic acquisition,
storage, manipulation, management, movement, control, display,
switching, interchange, transmission or reception of data.
Examples of such media include, but are not limited to, CD, DVD,
Tape, removable hard disk drives, etc. IT systems that process
classified data, in forms other than traditional documents, such
as weapon, navigation, and communication systems also require
appropriate marking.

6. Control Measures. Classified material shall be afforded a
level of control commensurate with its assigned security
classification level. This policy encompasses all classified

material regardless of storage location or media (e.g.,
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removable or removed classified hard disk drives, external hard
drives, computers, disks, documents, etc.).

a. Top Secret Information. All Top Secret information, to
include working papers, copies originated or received by HQMC
shall be continuously accounted for, individually serialized,
and entered into the CDCC.

(1) Internal and external movement of Top Secret
material will be documented utilizing Appendix J.

(2) Top Secret information shall be physically sighted
and accounted for at least annually and more frequently as
circumstances warrant (e.g., change of TSCO, or upon report of
loss or compromise). Commands and agencies receiving new Top
Secret documents will contact the HQMC TSCO (ARS) to ensure
information is properly documented in the CDCC.

b. Secret/Confidential Information. Agencies shall
establish administrative procedures for the control of their
Secret/Confidential information, based on an assessment of the
threat, and the location and mission. These procedures shall be
used to protect Secret/Confidential information from
unauthorized disclosure by access control and compliance with
the marking, storage, receipt, transmission, and destruction
requirements of reference (c) and this SOP.

c. Working Papers. Secret and Confidential working papers
such as classified notes from a training course or conference,
research notes, rough drafts, and similar items that contain
Secret or Confidential information shall be:

(1) Dated when created;

(2) Conspicuously marked centered top and bottom of each
page with the highest overall classification level of any
information they contain along with the words “Working Paper” on
the top left of the first paragraph in letters larger than the
text;

(3) Protected per the assigned classification level; and

(4) Destroyed, by authorized means, when no longer
needed.
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d. Agencies shall establish procedures to control and mark
all Secret and Confidential working papers in the manner
prescribed for a finished document when retained more than 180
days from the date of creation or official release outside the
organization. A document transmitted over a classified IT
system is considered a finished document.

7. Controlled Unclassified Information (CUI). Per reference (j)
CUI is information that requires safeguarding or dissemination
beyond unclassified information and it replaces ad hoc markings
that were applied by other agencies. These ad hoc markings were
inconsistent, unclear, and restrictive policies that created
impediments to information sharing across different agencies.
Some of those ad hoc controls were: FOUO (FOR OFFICIAL USE
ONLY), SBU (SENSITIVE BUT CLASSFIED), and LES (LAW ENFORCEMENT
SENSITIVE). CUI now removes those controls and condenses them
into CUI categories and sub-categories found in the DoD CUI
registry.

a. The holder of CUI has the final responsibility for
determining whether an individual has a valid need-to-know for
access to the information.

b. FOUO and other CUI may NOT be posted to
publicly accessible internet sites and may NOT be posted to
sites whose access is controlled only by domain (e.g., limited
to .mil and/or .gov) as such restricted access can easily be
circumvented. At a minimum, posting CUI to a website requires
certificate-based (e.g., common access card) or password and ID
access as well as encrypted transmission using hypertext
transfer protocol secure (https) or similar technology.

c. During working hours, reasonable steps shall be taken to
minimize the risk of access by unauthorized personnel (e.g.,
utilizing cover sheets, not reading, discussing, or leaving CUI
unattended where unauthorized personnel are present). After
working hours, CUI may be stored in unlocked containers, desks,
or cabinets if Government or Government-contract building
security is provided. If such building security is not provided
or is deemed inadequate, the information shall be stored in
locked desks, file cabinets, bookcases, locked rooms, etc.

d. Destruction. CUI documents may be destroyed by any of
the means approved for the destruction of classified information
or by any other means that would make it difficult to recognize
or reconstruct the information.
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e. Marking. The primary marking for all CUI is the “CUI”
Banner Marking, which appears at the top of each page of any
document that contains CUI. This marking is MANDATORY for all
documents containing CUI.

(1) Document Marking

(a) Banner Marking. The content of the CUI Banner
Marking must be inclusive of all CUI within the document and
must be the same on each page.

1. The Banner marking should appear as bold
capitalized black text and be centered when feasible.

2. The CUI Banner Marking may include up to

three elements:

a. The CUI Control Marking (mandatory) may
consist of either the word “CONTROLLED” or the acronym “CUI.”

b. CUI Category or Subcategory Markings
(mandatory for CUI Specified). These are separated from the CUI
Control Marking by a double forward slash (//). When including
multiple categories or subcategories in a Banner Marking, they
must be alphabetized and are separated by a single forward slash
(/).

c. Limited Dissemination Control Markings.
These are preceded By a double forward slash (//) to separate
them from the rest of the CUI Banner Marking.

(b) Designation Indicator (DI) Block. The document
must contain a DI Block. Example provided below:

|
| Controlled by: Name of Organization or office |
ICategory: (List of related category/ies) I
| LDC: (Select LDC) Limited Dissemination I
| POC: (Phone or email) |

(2) Email Marking

(a) Banner Marking. CUI must be marked within the
body of the email at the beginning (Top) of the email prior to
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starting the email and under the signature box (Bottom)of the
email. Marking must be bold, capitalized, and centered.

(b) Designation Indicator Block. Sender’s signature
block must contain DI Block (see below).

| Controlled by: Name of Organization or office I
ICategory: (List of related category/ies) I
| LDC: (Select LDC) Limited Dissemination |
[BOC: _(Phone or email) ________ a
(c) Encryption. All emails containing CUI, to
include those with attachments, must be encrypted.

(d) Attachments. Attachments should include “CUI” in
the naming of the attachment (e.g. “Document CUI.pdf”)

(e) Email subject must specify that document is CUI.
Subject may consist of “CUI” or “Contains CUI”.

(f) CUI can ONLY be transmitted on CUI accredited
networks.

8. Classified Hard Disk Drive (HDD). Classified HDDs shall be
inventoried and controlled in accordance with reference (a) and
HOMC Secret Internet Protocol Router Network (SIPRNet) Inventory
Control Program. FEach agency is responsible for ensuring their
SIPRNet HDDs are accounted for, and the asset is assigned to
their organization in the CDCC. Additionally, Security
Coordinators are required to conduct a 100% semiannual inventory
of their classified HDDs.

9. Daily Control Measures

a. Classified information or material will be used only
where there are facilities or conditions adequate to prevent
unauthorized persons from gaining access to the information.
The exact nature of security requirements will depend on a
thorough security evaluation of local conditions and
circumstances. Security requirements must allow for the
accomplishment of essential functions, while affording
classified information the appropriate security. The
requirements specified in this SOP represent the minimum
acceptable standards.
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b. Persons in possession of classified material are
responsible for safeguarding the material at all times. An
office space that is not authorized for “open storage” requires
classified material to be secured in a GSA approved security
container whenever the material is not in use, or not in the
custody of authorized personnel, or during after-hours to
prevent inadvertent disclosure. Procedures must be followed to
ensure classified information is not disclosed, discussed within
the hearing of, or uncovered within the presence of unauthorized
persons.

c. Individuals will not remove classified material from
designated offices or work areas except in the performance of
their official duties and under the conditions required by this
SOP. Approval will be granted only when there is an overriding
need, the physical safeguards including approved storage are
provided, and a list of the material removed is kept at the
agency. Approval to remove classified material will not include
permission for overnight storage in any location other than a
secure Government or cleared contractor facility.

d. Agencies storing classified information will ensure
adequate security measures are in place to prevent unauthorized

persons from gaining access to classified information. Security
measures must also prevent persons outside the building or
spaces from viewing or hearing classified information. To

preclude exposure to those not having a valid need-to-know,
agencies should establish compartmentalization within their
offices or facilities, as appropriate. The following should be
done to prevent such occurrences:

(1) Sanitize all office spaces where classified material
is stored, processed, or discussed when un-cleared personnel are
performing repairs, routine maintenance, or cleaning. Un-
cleared persons must be escorted at all times and agency
personnel must be alerted to their presence.

(2) The room perimeter is protected 24 hours a day, 7
days a week by access control devices. Personnel must ensure
that all external doors of this room shall remain closed at all
times.

(3) Ensure that adequate controls are established to

prevent unauthorized individuals from being exposed or gaining
access to areas where classified material is used or stored.
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(4) Keep extraneous material (such as unclassified
papers, and publications), office equipment and personal items
off the tops of security containers to prevent inadvertent
intermingling of classified with unclassified material, deter
any suspicious tampering and eliminate any hidden compromise of
the container.

(5) To prevent inadvertent and inappropriate disposal,
do not place classified material burn bags adjacent to trash
receptacles.

10. Classified Military Information (CMI). CMI processed by
Marine Corps computer-based systems must be properly safeguarded
against unauthorized accidental or intentional disclosure,
modification, or destruction. Safeguards will be applied so
that such information is accessed only by authorized persons, is
used only for its intended purpose, retains its data integrity,
and is properly marked as required. The following measures will
be in place to prevent access by unauthorized persons:

a. Classified documents removed from storage must remain
within the possession of authorized persons at all times.
Classified Material Cover Sheets for Top Secret (SF 703), Secret
(SF 704) and for Confidential (SF 705) will be used as a
covering for the top page of a classified document. A cover
sheet will be used on an exterior folder containing classified
material when it is hand delivered from one person or office to
another.

b. Discuss classified information only when unauthorized
persons cannot overhear the discussion and only in approved
areas. Take particular care when there are visitors or workers

present. Escorts should alert fellow workers, announcing their
presence when uncleared personnel are in a classified area.

c. Protect preliminary drafts, carbon sheets, plates,
stencils, stenographic notes, worksheets, and all similar items
containing classified information either by destruction after
they have served their purposes, or by giving them proper
classification and safeguarding per reference (c) and this SOP.

d. All offices, unless open storage, with classified
material out of the safe or in an unlocked safe, are required to
have a cleared person with rightful access to the material
present at all times. Locking the office door with classified
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material left unsecured, and then leaving the area, constitutes
a security violation.

11. Reproduction of Classified Information. The proliferation
of reproduction machines throughout HQOMC has compounded the
problems associated with reproducing classified information.
Unless restricted by the originating agency, Top Secret, Secret,
and Confidential information may be reproduced, including by e-
mailing, scanning, and copying, to the extent operational needs
require.

a. Copying on a machine not designated/authorized for the
level of the material is considered a spillage and may result in
a security violation.

b. Top Secret information reproduced shall be added to the
agency Top Secret control inventory within the CDCC.

c. Records shall be maintained for a period of 2 years to
show the number and distribution of all reproductions of Top
Secret, Secret, and Confidential documents marked with special
dissemination and reproduction limitations.

d. Controlled areas for classified reproduction shall be
established. At a minimum, the reproduction equipment
authorized for reproducing classified material shall be
specifically designated and signs shall be prominently displayed
on or near the equipment to advice users.

(1) Machines authorized for reproduction of classified
information will be identified with a “red” background and
“white” lettering, stating “SECRET”.

(2) Machines NOT authorized for reproduction of
classified information will be identified with a “green”
background and “white” lettering, stating “UNCLASSIFIED”.

(3) Reproduction machines shall be located in areas that
are easily observable to ensure that only authorized copies are
being made and the number of copies is kept to a minimum.

e. Agencies shall establish procedures that facilitate
oversight and control of the reproduction of classified
information and the use of equipment for such reproduction,
including controls that ensure:
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(1) Reproduction is kept to a minimum consistent with
mission requirements.

(2) Personnel reproducing classified information are
knowledgeable of the procedures for classified reproduction, are
aware of the risks involved with the specific reproduction
equipment being used, and of appropriate countermeasures that
are required to be taken.

(3) Reproduction limitations, special controls and
special categories of information observed fully and carefully.

(4) Reproduced material is placed under the same
accountability and control requirements that are applied to the
original material. Extracts of documents will be marked
according to content and may be treated as working papers if
appropriate.

(5) Reproduced material is conspicuously identified as
classified at the applicable level and copies of classified
material are reviewed after the reproduction process to ensure
that the required markings exist.

(6) Waste products generated during reproduction are
protected or destroyed as required.

(7) Classified material is reproduced only on approved,
designated systems.

(8) Foreign Government Information (FGI) is reproduced
and controlled pursuant to guidance and authority granted by the
originating government.

f. Reproduction equipment approved and designated for
processing classified information to include copiers; facsimile
machines; computers, and other IT equipment, and peripherals;
display systems, and electronic typewriters, shall be identified
with the proper classification level of the information being
processed. Agency security procedures shall prescribe the
appropriate safeguards to:

(1) Ensure equipment repair procedures do not result in

unauthorized dissemination of, or access to classified
information.
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(2) Replace and destroy equipment parts in the
appropriate manner when classified information cannot be
removed. The products list that meets National Security Agency
(NSA) performance requirements for sanitizing, destroying, or
disposing of equipment containing sensitive or classified
information. The list can be found by visiting the NSA website.

(3) Ensure that appropriately cleared and knowledgeable
personnel inspect equipment and associated media before the
equipment is removed from the protected area.

(4) Ensure classification markings and labels are
removed from sanitized equipment and media after inspection and

prior to removal from the protected area.

12. Annual Review of Classified Material Holdings

a. Agencies must complete an annual review of classified
material and report compliance to HQMC Security Manager no later
than 31 December of the current year per reference (a). The
purpose of this mandatory review of classified holdings is to
reduce the inventory of classified documents to “what is
absolutely essential.” This tasking can be satisfied by
conducting an annual “Clean Out” day.

b. All agencies must continually strive to reduce the
amount of classified material on-hand. This active reduction
effort will reduce the potential of security violations.
Moreover, it will decrease the man-hours required to maintain
classified holdings.

c. As directed by the HQMC Continuity of Operations Plan
(COOP) Order, all agencies are required to annually review
classified holdings held at their Alternate Headguarters.

d. Report compliance to the HQMC Security Manager via the
organizational mailbox at SMB.HQMC.SECURITYW@USMC.MIL, stating
that the “clean out” has been completed, providing the number of
documents reviewed, number of documents destroyed, and number of
documents retained. Documentation of this completion will be
reviewed during the Security Assessment Program.

13. Storage

a. Classified information shall be secured under conditions
adequate to deter and detect access by unauthorized persons.
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Classified information not under the personal control and
observation of an authorized person shall be locked in a GSA-
approved security container with metal tag affixed, vault/secure
room, oOr open storage area.

b. There shall be no external mark revealing the level of
classified information held in a given container or vault, or
indicating the priority assigned to the container for emergency
evacuation and destruction. This does not preclude placing a
mark or symbol (e.g., a bar code) on the container for other
purposes (e.g., identification and/or inventory purposes) or
from applying decals or stickers the Director National
Intelligence (DNI) requires for containers and equipment used to
store or process intelligence information. If a GSA container
or vault door recertification is required, such labels and
markings must be removed but may be reapplied as needed after
recertification.

c. The requirements specified by reference (e) represent
acceptable security standards. Do not store weapons or items
such as funds, jewels, or precious metals in the same container
used to safeguard classified information. Additionally, placing
items on top of the security container is prohibited.

d. Top Secret information shall be stored under one or more
of the following conditions:

(1) In a GSA-approved security container with one of the
following supplementary controls:

(a) An employee cleared to at least the Secret
level shall inspect the security container once every 2 hours.

(b) The room must be protected by an Intrusion
Detection System (IDS) with a personnel response time of no more
than 15 minutes from the alarm annunciation.

(c) In a GSA-approved security container equipped
with a lock meeting Federal Specification FF-L-2740 (Locks,
Combination, and Electromechanical), provided the container is
located within an area that has been determined to have
security-in-depth as defined by reference (e).

(2) In an open storage area (also called a secure room)

constructed according to reference (e) and equipped with an IDS
and a response time of 15 minutes or less if the area has been
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determined to have security-in-depth. Without a security-in-
depth determination, IDS response time must be 5 minutes or
less.

(3) In a vault, or GSA-approved modular vault, meeting
the requirements of Federal Standard (FED-STD) 832 and the
physical security standards outlined in reference (e).

e. Secret information shall be stored by one of the
following methods:

(1) In the same manner as prescribed for Top Secret
information.

(2) In a GSA-approved security container or vault built
to FED-STD 832 specifications, without supplementary controls.

(3) In an open storage area meeting the requirements of
reference (c), provided ARS has determined in writing that
security-in-depth exists, and one of the following supplemental
controls is utilized:

(a) An employee cleared to at least the Secret
level shall inspect the open storage area once every 4 hours.

(b) An IDS meeting the requirements of reference
(e) with an IDS response time of 30 minutes or less.

f. Confidential information shall be stored in the same
manner as prescribed for Top Secret or Secret information except
that supplemental controls are not required.

g. Security Container Information. Security Coordinators
will coordinate with ARS’s Physical Security Specialist to
ensure the following:

(1) Combinations of security containers are given only
to personnel who possess the appropriate security clearance and
need-to-know.

(2) Combinations are changed when first placed in use,
when an individual knowing the combination no longer requires
access, unless other sufficient controls exist to prevent that
individual’s access to the lock or when the combination has been
subjected to compromise.
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(3) Utilize Appendix F to maintain a record for each
security container, showing the location of each, the names,
home addresses, and home telephone numbers of the individuals
having knowledge of the combinations and who are to be contacted
in the event the security container is found unattended.

(4) Part 1 of SF 700 is not classified but contains
personally identifiable information (PII) that shall be
protected by sealing Part 1 in an opagque envelope (not provided
as part of the SF 700) conspicuously marked “Security Container
Information” and stored in accordance with SF 700 instructions.
If the information must be accessed during non-duty hours and a
new opaque envelope is not available to replace the opened one,
the original envelope should be temporarily resealed, to the
extent possible, until Part 1 can be placed in a new envelope
the next working day.

(5) Part 2 of SF 700, when completed, is classified at
the highest level of classification authorized for storage in
the security container. It shall be sealed and stored in
accordance with SF 700 instructions. The classification
authority block shall state “Derived From: 32 CFR
2001.80(d) (3),” with declassification upon change of
combination. Part 2 of the SF 700 will only be stored by HQMC
Physical Security.

(6) A security violation may be issued if classified
information is secured in a security container that does not
have a proper SF 700 on record with ARS.

NOTE: Only the HQMC/ARS Physical Security Specialist is
authorized to change combinations.

14. Security Checks. A security check will be conducted at the
end of the working day, ensuring all classified material is
properly secured. Appendix D will be used to ensure that the
following actions have been taken:

a. All classified material is stored in the manner
prescribed.
b. The contents of wastebaskets have been checked for

classified material. (NOTE: Burn bags and wastebaskets should
not be adjacent to each other).
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c. Classified notes, rough drafts, and similar items are
properly secured or destroyed.

d. Security containers have been locked by the responsible
custodians. Appendix E will be used as a record of security
container locking and double checks to ensure they are locked.
(The dial of combination locks must be rotated at least four
complete times in the same direction when securing safes).

e. SF 701s and 702s may be destroyed 30 days after the last
entry unless they are used to support an ongoing security

inquiry or investigation.

15. Residential Storage

a. Classified information may not be removed from
designated areas for work at home, or any other reason not
identified in section 17 “Transmission” of this chapter, unless
authorized by DMCS.

b. Residential storage will not be considered unless a
critical operational requirement exists. When an agency
preliminarily determines that an operational requirement exists,
a formal request for residential storage must be routed to the
DMCS (via ARS and AR for endorsement) for approval. The DMCS
decision to approve residential storage will be based on the
following:

(1) A critical operational requirement exists.

(2) Classified security information will be stored in a
GSA approved container.

c. A physical security survey must be conducted to
determine if the residence meets the physical security standards
for the storage and processing of classified information.

d. Agencies shall develop, maintain, and disseminate
written instructions outlining protection procedures for the
classified information. These instructions must include the
following:

(1) Authorized personnel must maintain control of the

information at all times when it is not secured in the GSA-
approved security container.
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(2) Maintain a record of the classified information that
has been authorized for residential storage. Provide a copy of
this record to classified information recipient and ARS. The
words “RESIDENTIAL” should be annotated on this document.

(3) Reporting procedures in the event of a compromise of
classified security information.

(4) Courier acknowledgement and responsibilities during
the transportation of the classified information.

e. Removal of classified information for residential
storage or use without prior approval from the DMCS constitutes
a Security Violation and will warrant suspension of access and a
Security Inquiry.

16. Dissemination

a. Classified information may be disseminated to other U.S.
government entities without the consent of the originator as
long as the following conditions apply:

(1) The criteria for access as outlined in Chapter 5 are
met.

(2) The classified information is NOT marked as
requiring prior authorization for dissemination to another
department or agency. For example, the marking “Originator
Controlled”, or “ORCON,” is used to identify information that
requires authorization from the originator prior to
dissemination beyond the original recipient.

(3) The document was created ON or AFTER 27 June 2010,
the effective date of Part 2001 of Title 32, Code of Federal
Regulations.

(4) Documents created BEFORE 27 June 2010 may not be
disseminated outside of the Department of Defense without the
originator’s consent. Additionally, documents created on or
after 27 June 2010, whose classification is derived from
documents created prior to that date, and where the date before
27 June 2010 of the classified source(s) 1is readily apparent
from the source list, shall not be disseminated outside of the
Department of Defense without the originator’s consent.
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(5) Classified information originating in, or provided
to or by, the Department of Defense may be disseminated to a
foreign government or an international organization of
governments, or any element thereof, pursuant to Executive Order
(EO) 13526, “Classified National Security Information”, Part
2001 of Title 32, Code Federal Regulations, and DoD Directive
5230.11, “Disclosure of Classified Information to Foreign
Governments and International Organizations”.

(6) Dissemination of classified information to state,
local, tribal and private sector officials pursuant to EO 13549
“Classified National Security Information Program for State,
Local, Tribal and Private Sector Entities” shall be in
accordance with implementing guidance issued by the Department
of Homeland Security.

b. Foreign Disclosure. Classified information may only be
shared with foreign governments when there is a clearly defined
benefit to the U.S. Government. Disclosure of such information

can be made only by a Designated Disclosure Authority (DDA) or
in accordance with a Delegation of Disclosure Authority Letter
(DDL) issued in support of a specific international agreement.

(1) Foreign Visitors must have either a Foreign Visit
System (FVS) request submitted through their embassy or be on
Invitation Travel Orders (ITO) and vetted accordingly before
access can be given. Official visits include one-time,
recurring, and extended visits. Upon receipt of a foreign visit
request, Security Coordinators will ensure their agency can
support the visit and that it will not conflict with other
scheduled functions or operational activities. In addition,
Security Coordinators will ensure a U.S. Contact Officer/Escort
has been identified within the receiving agency. Identify the
expected level of CMI or CUI to be disclosed or released in
conjunction with the visit. Conduct verification of
identification (ID) credentials to include physically viewing a
photo ID of the visitor. The ID must contain an ID number, date
of birth, and nationality. A foreign passport is the preferred
form of official ID, but any other form of official ID which
contains the above specified information is acceptable.

(2) Foreign Disclosure and release actions are conducted
in accordance with reference (k). For questions regarding
foreign disclosure contact DC, PP&0O, International Affairs
Branch (PLU) at (703) 692-4342.
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c. Security Review of DoW Information Intended for Public
Release

(1) Per reference (c) must maintain liaison with the
HQMC Public Affairs Office (PAO) Information System Security
Manager (ISSM), and Operations Security (OPSEC) Officer to
ensure that proposed press releases and information intended for
public release are subjected to a security review.

(2) Per DoD Instruction 5230.09 “Clearance of DoD
Information for Pubic Release”, “Any official DoD information
intended for public release that pertains to military matters,
national security issues, or subjects of significant concern to
the DoW will undergo a prepublication review before release.”
Information intended for placement on publicly accessible
websites or computer servers is considered “release” and
requires the same prepublication review. Documents proposed for
public release shall first be reviewed at the agency level as
required by SECNAVINST 5720.44B “Public Affairs Policy and
Regulation” and may or may not be found suitable for public
release without higher level consideration.

(3) The following actions will be taken before the
release of DoD information to the public:

(a) Agencies are authorized to publically release
information that is entirely within the agency’s misson and
scope. Each agency is responsible for conducting a review of
material proposed for public release.

(b) Once the information has been indentified to be
released to the public, it must be forwarded to the Director,
Public Affairs Division, Media Branch for review. This review
is part of an overall public release process and is coordinated
by ARS in consultation with command subject matter experts.

17. Transmission. Agencies shall ensure that only
appropriately cleared personnel (or authorized carriers) mail,
transmit, transport, escort, or hand-carry classified
information. The selected means of transportation should
minimize the risk of a loss or compromise while permitting the
use of the most cost-effective mode of conveyance. Secure,
electronic channels (SIPRNet and Joint Worldwide Intelligence
Communications System [JWICS]) are the absolute preferred method
of transmitting classified information out of the building.
Professional carriers such as Defense Courier Service, USPS,
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FedEx ®, and UPS ® are the second preference. Non-professional
(cleared personnel with courier authorization) are generally the
least preferred method.

a. Any agency considering mailing classified information
must bring the material to ARS for a review. The following
guidelines apply:

(1) Provide ARS with three address labels (not affixed
to the envelopes) for the destination organization. Provide the
name and phone number of the cleared individual who will receive
the package at the destination.

(2) When the package has been mailed, ARS will notify
the sender and provide the tracking number.

(3) Internal messenger envelopes (guard mail) ARE NOT
authorized for the transmission of classified material. Do not
use guard mail envelopes as the outer envelope when transmitting
classified material by any means. Security Coordinators must
ensure that all personnel are aware of this prohibition.

(4) All incoming registered mail must be sent to the
following address: COMMANDANT OF THE MARINE CORPS HQMC (CODE
ARS) 3000 Marine Corps Pentagon, Room 2A288A, Washington, DC
20350-3000

(5) If classified mail arrives to an address other than
the above address, that mail must be promptly delivered to ARS,
room 2A288A, for accountability.

(6) Further guidance can be obtained by contacting ARS
at (703) 614-3609.

b. Telephone. Classified information can only be discussed
or transmitted on approved secure phones such as Secure
Telephone Equipment (STE), Secret-Voice over Internet Protocol
(S-VolIP), and Sectera vIPer phone.

c. Hand-Carry. Appropriately cleared and briefed personnel
may be authorized to escort or carry classified information
between locations only when all other means of transmission or
transportation cannot be used. Agencies shall establish
procedures to ensure that hand-carrying of classified material
is minimized to the greatest extent possible and does not pose
an unacceptable risk to the information.
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(1) All personnel that courier COMSEC material and
equipment must be designated in writing and receive specific
written instructions for the safeguarding of the COMSEC material
and equipment entrusted to them. Courier personnel must comply
with all storage, safeguarding, transmission and transportation
requirements. Contact the HQMC EKMS manager (in ARS) for
additional instructions for transporting of COMSEC material.

(2) Classified material may not be removed from the
Pentagon, ASC, or Marsh Center without a proper courier card and
without proper packing and protection. Furthermore, no material
may be carried outside of an office space unless it is properly
covered and safeguarded, per the daily control measures outlined
in section 9 of this chapter.

(3) Hand-carrying may be authorized only when:

(a) The information is not available at the
destination and operational necessity requires it.

(b) The information cannot be sent via a secure e-
mail, facsimile transmission or other secure means.

(c) Arrangements have been made for secure storage
of the classified information at a U.S. Government or cleared
U.S. contractor facility.

(4) Requests for Courier Authorization Cards, DD Form
2501, (military and civilian) and Courier Letters (DoW
Contractor) are submitted through the Security Coordinator to
ARS via ESSRP. Security Coordinators will verify security
clearance information using DISS prior to submission of the
request. The DD Form 2501 will be issued for no more than 2
years at a time, and the courier letter will be issued to
contactor personnel for no more than one year. The requirement
for authorization to hand-carry classified information shall be
reevaluated upon expiration and a new card/letter issued, if
appropriate. Requests to hand-carry SCI must be routed through
HQMC SSO.

(5) All personnel authorized to hand-carry classified
information must read and sign the agreement (refer to Appendix
I).
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(6) Preparation of Material. When mailing or hand-
carrying classified information, it shall be enclosed in two
opaque, sealed envelopes, wrappings, or containers, durable
enough to properly protect the material from accidental exposure
and facilitate detection of tampering.

(a) Prepare, package, and securely seal classified
material in ways that minimize risk of accidental exposure or
undetected deliberate compromise. To minimize the risk of
exposure of classified information, pack the documents so that
classified material is not in direct contact with the inner
envelope or container (e.g., fold so classified material faces
together or use a coversheet).

(b) When classified material is hand-carried outside
an activity, a locked briefcase or pouch may serve as the outer
wrapper. The locked briefcase or zippered pouch must be made of
canvas or other heavy-duty material and having an integral key-
operated lock. Pouches or Briefcases can be purchased through
the local Supply Chain utilizing HQBN Supply or locally through
the VIB Store located inside the Pentagon.

(7) Hand-Carrying or Escorting Classified Information on
Commercial Aircraft. Though reference (e), written in 2012,
stipulates requirements for hand-carrying classified material
aboard domestic and international flights, ARS prohibits this
practice. As noted above, numerous other methods of secure
transmission are currently available. Commercial airline travel
by non-professional couriers presents an unacceptable level of
risk. If an agency Chief of Staff, Executive Assistant, or
equivalent, determines that a mission imperative requires hand-
carrying on commercial aircraft, a request for authorization must
be sent via SIPRNet to the HQMC Security Manager for
consideration. Final authority resides with the DMCS.

18. Destruction. Classified documents and material identified
for destruction shall be destroyed completely, to prevent anyone
from reconstructing the classified information, according to
procedures and methods outlined in reference (e). Methods and
equipment used to routinely destroy classified information
include burning, crosscut shredding, wet pulping, mutilation,
chemical decomposition or pulverizing. Methods used for
clearing, sanitization or destruction of classified IT equipment
and media include overwriting, degaussing, sanding, and physical
destruction of components or media.
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a. Documents and other material identified for destruction
shall continue to be protected as appropriate for their
classification until actually destroyed.

b. Only equipment on an evaluated products list (EPL)
issued by National Security Agency (NSA) may be used to destroy
classified material. EPLs for paper shredders, punched tape
destruction devices, optical media destruction devices [for
compact discs (CDs) and digital video discs (DVDs)], degaussers
(for magnetic media sanitization), and disintegrators (for paper
and punched tape material) may be obtained by calling (410) 854-
6358, or found on the NSA website.

(1) Unless determined otherwise by NSA, eguipment
removed from the EPL may be used for destruction of classified
information for up to six years from the date of its removal
from the EPL.

(2) When equipment needs to be replaced or otherwise
requires a rebuild or replacement of a critical assembly (e.g.,
shredder blade assembly), the unit must be replaced with one
listed on the appropriate EPL.

c. Destruction Procedures. Agencies shall establish
procedures to ensure that all classified information intended
for destruction is only destroyed by authorized means and
appropriately cleared personnel.

(1) Classified information shall be controlled in a
manner designed to minimize the possibility of unauthorized

removal and/or access. A burn bag may be used to store
classified information awaiting destruction within a classified
office space. Seal and safeguard each burn bag per this SOP

until destroyed.

d. Records of Destruction. A record of destruction is not
required for Secret and Confidential information except for
special types of classified information in accordance with
reference (e). For Top Secret the following procedures will be
followed:

(1) Two-Person Integrity (TPI) is required for the
destruction of Top Secret material. Both witnesses must sign
when the Top Secret material is placed in a burn bag or actually
destroyed (refer to Appendix G).
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(2) Records of destruction for the Top Secret material
will be documented in the CDCC, attaching the completed OPNAV
5511/12 to the CDCC record. A copy of the OPNAV 5511/12 will be
provided to ARS.

e. Classified HDDs. Classified HDDs will be destroyed in
accordance with reference (e) and the HQMC SIPRNET Inventory
Control Program.

f. Burn Bags. Burn Bags must be marked and safeguarded in
accordance with the highest classification level of the
information contained within. In the Pentagon, burn bags can be
delivered (hand-carried in accordance with paragraph 17.c.
above) for destruction to room 1E286. Hours for collection are
posted on the door. At the ASC, burn bags are collected every
Thursday from 0815-0830, at the building #12 loading dock. A
completed destruction record must accompany the bags (refer to
Appendix K). Each bag must adhere to the following guidelines:

(1) Weigh less than 10 pounds.

(2) Filled not more than 3/4 full (so the top of the bag
can be folded and stapled close).

(3) The following information must be annotated on the
outside of the bag: organization, phone number, and highest
classification of material in the bag.

(4) Burn bags that contain media other than paper (i.e.,
cds, dvds, etc.), must be separated and marked as “SPECIAL
BURN".

(5) Do not use burn bags for garbage or anything other
than classified material for destruction. Any burn bag found

containing unauthorized material will be returned.

19. Access Rosters

a. Access rosters identify personnel authorized to enter a
controlled access area in the performance of their duties and
must be signed by the Commanding Officer, Deputy
Commandant/Director, or designated representative. Rosters must
be posted on a wall inside the space, near the main entrance,
and not visible from the exterior.
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b. TUnaccompanied access rosters identify those persons
authorized to open/close a controlled access area utilizing a
PIN. Unaccompanied access is limited to persons for essential
operations and requires those persons to be cleared and/or
screened prior to access being granted. These rosters will be
signed by the Commanding Officer, Security Coordinator, agency
Deputy Commandant/Director, or By Direction Authority of the
functional area. Rosters will be posted on the interior wall of
a designated space adjacent to the main entry point and will not
be visible from the exterior.

20. Hosting Classified Meetings. Meetings and conferences
involving classified information present special vulnerabilities
to unauthorized disclosure. The Head of the agency shall
establish specific requirements for protecting classified
information at sponsored meetings and conferences, to include
seminars, exhibits, conferences, conventions, training classes,
workshops, or other such gatherings, during which classified
information is disseminated.

a. Agencies hosting a classified meeting in support of a
conference, seminar or working group are required to use spaces
in DoD cleared facilities whenever possible. The use of these
cleared spaces helps reduce the risk associated with classified
sessions such as, unauthorized disclosure, or loss or compromise
of classified information. The guidance below is provided to
aid those responsible for the coordination of such meetings and
provides instruction for such cases when DoW facilities are
inadequate or unavailable.

b. The term “visitor” is defined as any person not
permanently attached to the hosting command. The Defense
Information System for Security (DISS) is the application used
for Visitor Requests.

(1) All visiting personnel who are scheduled to attend a
sponsored classified meeting or conference must have command
sponsored visit requests submitted through DISS to the
appropriate command Security Management Office (SMO) Code.

(2) Visit requests must list a start and end date, POC
for the meeting, the level of classification, and reason for the
visit. Prior to gaining access into the meeting, visit requests
must be verified in DISS by the hosting agency.
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(3) In situations where meetings or conferences will
contain both classified and unclassified briefs, there must be a
distinct separation between the two. Those individuals that do
not possess the proper clearance level must be removed from the
briefing before discussion of any classified information is
conducted. The briefer must be aware of the specific time each
classified period will begin.

(4) Ensure that attendance is limited to U.S. Government
personnel and/or cleared DoD contractor employees. Any
participation by foreign nationals or foreign representatives
must be approved, in writing, by the HQOMC Foreign Disclosure
Officer prior to attendance to ensure the information has been
authorized for foreign disclosure. The HQMC Foreign Disclosure
Officer, DC, PP&0O, PLU can be reached at (703) 692-4342.

c. Notes taken during classified sessions must be treated
as classified information and protected as outlined in section
17 of this chapter. Note taking should be restricted during the
classified portions of the brief. 1Individuals attending the
brief, who wish to obtain the classified portion, may contact
the briefer and request the information be sent via SIPRNet,
mailed or faxed via secure means. If note taking is allowed,
these working papers must be dated and marked at the top and
bottom with the overall classification of the information and
destroyed or converted into a final product within 180 days.

d. A security brief is required at the beginning of each
meeting day to remind those in attendance of their individual
responsibilities to protect classified information which
includes:

(1) Discussions of classified information disclosed at
the meeting are only authorized in any areas designated at the
same level of the information to be discussed.

(2) Ensure attendees do not allow personnel through the
door if not recognized and no perimeter guard is present.

(3) All electronic devices that have radio frequency,
wireless, video camera and storing capabilities must be powered
off and stored externally during classified briefings.

(4) After any classified session, the hosts must ensure

the area has been thoroughly searched for classified material
left in the room. Burn bags or other appropriate destruction
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equipment should be available in the event classified
information is discovered.

(5) An information package should be provided to each
participant before the brief commences, to inform individuals of
Department of the Navy and Marine Corps security policies and
procedures.

e. Handling, Safeguarding and Storage

(1) Discourage briefers from hand carrying classified
material (printed documents or removable media) for the brief.
Instead, encourage them to send all briefs via SIPRNet or mail.
If someone must hand carry classified information, coordinate
with the briefer for storage of the material once he/she has
arrived. Stress that no information is to be left in
automobiles or hotels to include safes and ensure courier
authorization has been issued in card or letter form by the
Security Manager. Section 17, “Transmission”, of this SOP
applies.

(2) Distribution of classified material is discouraged.
If briefs or media will be handed out to participants, these
items must be numbered (1 of xx) and collected upon the
conclusion of the classified portion. Classified information
should be distributed over the SIPRNet whenever possible.

(3) Classified information moving throughout a DoW
cleared facility must bear a Standard Form cover sheet, (e.g.,
SF 703 Top Secret, 704 Secret, and 705 Confidential). If
leaving the DoD cleared facility, the information must be double
wrapped, and courier authorization must be carried at all times.
Further guidance on the proper procedures to safeguard and
transport classified information is outlined in section 17
above.

21. Compromise and Other Security Violations. Protection of
classified information is essential to maintaining security and
achieving mission success at HQMC. Security incidents must be

promptly reported, especially those involving classified
information. The incident must be thoroughly investigated, and
necessary actions taken to negate or minimize any adverse
effects to national security. The agency’s security education
and awareness program should be tailored to accordingly to
prevent reoccurrence. In cases where compromise has been ruled
out and there is no adverse effect on national security, a
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commonsense approach to the early resolution of an incident at
the lowest appropriate level is encouraged. All security
incidents involving classified information shall involve a
security inquiry, a security investigation, or both.

a. The terms associated with security incidents are:

(1) Practices Dangerous to Security (PDS). Certain
practices dangerous to security, while not reportable as
security incidents, have the potential to jeopardize the
security of classified information and material if allowed to
continue.

(a) Examples of PDS include:

1. Placing a paper recycling box next to a
classified copier or placing burn bags next to unclassified
trash containers.

2. Stopping at a public establishment to
conduct personal business while hand-carrying classified
information.

3. Failing to change security container
combinations promptly when required.

4. Failing to both arm the IDS and properly
secure the exterior door combination lock to a secure space.

5. An authorized person allowing an
unauthorized person to follow them into a restricted or secure
area (commonly referred to as “piggybacking” or “tailgating”).

(b) These practices must be promptly addressed by
security management so that appropriate actions can be taken to
ensure the security of classified NSI.

(2) Infraction. An infraction is a security incident
that is not reasonably expected to, or does not, result in the
loss or compromise of classified information. An infraction may
be unintentional or inadvertent. While it does not constitute a
security violation, if left uncorrected it can lead to security
violations or compromises. An infraction requires an inquiry to
facilitate immediate corrective action but does not require an
in-depth investigation.
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(3) Violation. Violations are security incidents that
indicate knowing, willful, and negligent disregard for security
regulations, and result in, or could be expected to result in,
the loss or compromise of classified information. Security
violations require an inquiry and/or investigation.

(a) Compromise. A compromise is a security
violation that resulted in an unauthorized disclosure of
classified information.

(b) Loss. A loss occurs when classified information
cannot be physically located or accounted for (e.g., classified
information/equipment is discovered missing during an audit and
cannot be immediately located).

(4) Inquiry. An inquiry is a fact-finding and analysis
conducted to determine whether there was a loss of classified
information or whether unauthorized personnel had, or could have
had, access to the information. The ingquiry identifies the
facts, characterizes the incident as an infraction or a
violation, and identifies, if possible, the cause(s) and
person(s) responsible. The ingquiry must also recommend
corrective actions and identify if a more in-depth investigation
is necessary. Generally, inquiries are initiated and conducted
at the lowest echelon possible.

(5) Investigation. An investigation is conducted for a
security violation when the incident cannot be resolved via
inquiry or for incidents where an in-depth and comprehensive
examination of the matter is appropriate.

b. Anyone finding classified information out of proper
control shall, if possible, take custody of and safeguard the
material, notify their Security Coordinator, who will inform
ARS. Secure communications (e.g., 1n person in a secure area or
via email on a classified network) must be used for notification
to prevent further compromise.

c. Agencies must immediately notify ARS of all instances
involving loss, compromise, or potential compromise of
classified information. ARS may then conduct a preliminary
inquiry (PI) to confirm the reported facts and circumstances of
the possible unauthorized disclosure or incident.

d. Security Inquiries (SI). When an incident is confirmed,
ARS will notify the head of the agency to initiate an SI to
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promptly determine the facts and circumstances of the incident,
and to characterize the incident as an infraction or a
violation. The following procedures will be followed for each
security inquiry:

(1) Agency heads will appoint in writing an inquiring
official (IO). The IO must not be the Security Coordinator, or
anyone involved with the incident. The IO must have a security
clearance eligibility and access commensurate to the
classification level of the information involved. The IO must
also be of sufficient rank or paygrade to effectively conduct
the SI. A copy of the appointment letter will be provided to
ARS. Refer to Appendix L for a sample letter.

(2) The inquiry shall be initiated and completed within
10 working days upon initial discovery of the incident, as
directed by reference (a). If completion of the inquiry will be
delayed beyond the 10 days, the agency or IO must request an
extension from the HQMC Security Manager. Refer to Appendix M
for a template.

(3) The IO must make every effort to keep the SI report
unclassified. In concluding the report, the SI must make
recommendations for additional actions. The report must
accurately identify the classified information, material, or
equipment that was lost or compromised.

(4) Completed SI reports must be endorsed by the agency
head and forwarded to the Branch Head of ARS. The endorsement
must state concurrence or non-concurrence with the
recommendations of the inquiry and if additional action is
warranted.

(5) ARS will review the inquiry and provide additional
guidance as needed to the agency.

(6) If an individual is found responsible for the
incident, ARS will submit an incident report in DISS for that
individual. Additional actions may be warranted (i.e.,
Suspension of Network Access, Suspension of Access to Classified
Information, Issuance of Non-Punitive Letter of Caution, Letter
Reprimand, or Letter of Suspension).

e. Security Investigations. If the circumstances of an
incident require further investigation (following, or in lieu of
an inquiry), either the head of the agency or the HQMC Security
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Manager will appoint an investigating officer (IO) to conduct
that investigation and, as appropriate, provide recommendations
for any corrective or disciplinary actions.

(1) The IO shall be sufficiently senior in rank/grade,
commensurate with the seriousness of the incident; have an
appropriate security clearance; have the ability to conduct an
effective investigation; and shall be someone unlikely to have
been involved (directly or indirectly) with the incident.

(2) As an investigation may lead to administrative or
disciplinary action, the evidence developed should be
comprehensive in nature and gathered in such a manner that it
would be admissible in a legal or administrative proceeding.
Consult local legal counsel as needed for procedural guidance on
conduct of the investigation.

(3) The investigation should be completed promptly
following appointment of the IO. Sections (2) through (6) of
paragraph d. “Security Inquiries” are applicable.

f. Spillage

(1) For the purposes of this SOP, a spillage (or
“electronic spillage”) occurs when data is placed on an IT
system lacking sufficient information security controls to
protect the data at the required classification level.

Spillages are considered and handled as a possible compromise of
classified information until the inquiry/investigation
determines whether an unauthorized disclosure did or did not
occur.

(2) In the event of a spillage, the Security Coordinator
will immediately inform ARS and HQMC Network Defense,
Information Systems Branch (ARI).

(3) The Security Manager will work in coordination with
the Security Coordinator to review the possible spillage and
confirm classification level, to determine follow-on actions, if
required.
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Chapter 5

Personnel Security

1. Basic Policy. Requests for Personnel Security
Investigations (PSIs) shall only be submitted in cases where a
bona fide requirement exists for access to classified
information or assignment to a sensitive position or position of
trust.

a. This must be substantiated by:
(1) Billet/MOS requirements
(2) Current directive
(3) Position Description (PD)
(4) Billet Identification Code (BIC)

(5) Permanent Change of Station/Permanent Change of
Assignment (PCS/PCA) orders

(6) Individual Augmentee (IA) billet orders
(7) Public law or other policy manual
b. PSIs shall not be submitted based on the following:
(1) Individual desire
(2) Convenience
(3) Prior investigation

(4) To support infrequent facility access where an
escort is feasible.

c. No individual shall be given access to classified
information or be assigned to sensitive duties unless a
favorable personnel security determination has been made
regarding their loyalty, reliability, and trustworthiness. A
PST is conducted to gather information pertinent to these
determinations. Exceptions to this requirement are outlined in
reference (b). PSI requirements and definitions are as follows:
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(1) Tier 1 (T-1) (formerly NACI). The T-1 is the basic
Executive Order (EOQO) 10450 investigative standard for Federal
Government Civil Service Employment suitability determinations.
The T-1 is also used for suitability determinations under
Homeland Security Directive-12 (HSPD-12) for the issuance of CAC
to DoW contractor personnel. A T-1 consists of a NAC plus
Written Ingquires from former employers and supervisors to
references, and to schools covering the previous five years. A
T-1 is insufficient for determining eligibility levels for
personnel security clearances for access to classified
information or assignment to sensitive duties.

(2) Tier 3 (T-3) (formerly National Agency Check with
Local Records Check (NACLC/Access National Agency Check with

Inquires (ANACI). T-3 is the basic EO 12968 standard for
determination of eligibility to access to Confidential and
Secret classified national security information. The T-3 meets

the investigative requirement civilian appointment to non-
critical sensitive positions and military suitability
determinations for Navy and Marine Corps enlisted members and
officers.

(3) Tier 5 (T-5) (formerly Single Scope Background
Investigation (SSBI). The T-5 is the EO 12968 investigative
standard for determinations of eligibility to access Top Secret
classified national security information and SCI access
eligibility determinations. The T-5 is also the basis for
determinations of eligibility to occupy critical-sensitive or
special-sensitive national security positions.

d. If an agency determines that the duties and access
requirements of a billet have changed (a clearance upgrade or
downgrade), a Table of Organization and Equipment Change Request
(TOECR) 1is required.

e. Only the HQMC Security Manager (ARS) is authorized to
request PSIs on personnel assigned to HQMC, HH, and MCRC. The
scope of the investigation will be commensurate with the
position sensitivity and level of access required for the
position. Only the minimum investigation to satisfy known
requirements will be requested.

f. Only U.S. citizens are eligible for a security
clearance. Security clearance eligibility for access to
classified information will be based on a PSI prescribed for the
level of classification.
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g. Per reference (1), an updated Standard Form 86 (SF 86)
must be submitted every 5 years to maintain requirements for the
continuous vetting program. To ensure HQMC, HH, and MCRC
Headquarters personnel maintain a current SF86 and eligibility,
the following procedures will be followed:

(1) HOMC Security Office will send a notification e-mail
30 days prior to the 5-year renewal date of the SF 86. This
email will allow personnel time to gather information and
prepare all documents necessary for completion of the SF 86
through the Electronic Application (eApp) system. Security
Coordinators are notified of the requirement to aid in a timely
submission, not extending beyond 30 days.

(2) Personnel have 30 days to submit their SF86 upon
receipt of the initial notification email and are required to
complete the initial login within 7 days upon receipt. Failure
to comply for reasons that cannot be supported with proper
documentation (i.e. TAD, extended leave, etc.) will result in
the following:

(a) Termination of the investigation request process
and incident report submission to DCSA for failure or refusal to
complete the required personnel security questionnaire within
the prescribed timeframe.

(b) Denial of request or removal of access to
classified information and assignment to sensitive duties.

(c) Suspension of swipe access to classified office
spaces.

(3) The provisions of reference (b) mandate that the
submission of the SF 86 is sufficient to maintain access based
on previously assigned eligibility. Submission of the SF 86
allows the subject to self-report information that may not have
been identified by CV.

2. Access.
a. Knowledge or possession of classified information is
authorized only for those whose duties require access. Personnel

will not be allowed knowledge or possession of classified
information unless the following conditions have been met:
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(1) Have a “need to know” (with written justification if
the BIC is not coded for the level of access requested) at a
particular level (Top Secret, Secret, Confidential) in order to
perform officially appointed duties, as certified by the Command
and the agency Security Coordinator and verified by the HQMC
Security Manager.

(2) Personnel have executed a Standard Form 312 (SF 312)
(refer to Appendix N) as a condition of access to classified
information.

(3) Has been granted a security clearance eligibility
(either temporary or final) commensurate with the level of
access required.

(4) Has completed the HQMC Security Orientation Brief.

(5) Has completed Derivative Classification Training
within 30 days of check-in.

(6) Read the NATO Brief, to facilitate potential access
to NATO classified information.

(7) Access for contractors should be made according to
the requirements of the DD 254 and guidance from the Commanding
Officer or Deputy Commandant/Director- NOT based on the access
granted by the contractors employing company.

b. Agencies are responsible for ensuring all the above
conditions are met prior to requesting access to classified
information. Personnel should not have access to classified
information solely because of rank or position.

3. Temporary Access

a. Formerly known as “Interim Access” to classified or
sensitive information, temporary access may be granted to an
individual whose background investigation is not complete or is
pending eligibility adjudication.

b. Granting temporary access is a risk management decision
and as such requires a favorable review of all available local
records (e.g., personnel, legal, security, base/military police,
etc.) and the questionnaire for national security positions with
no significant derogatory information. Significant derogatory
information is information that could, in itself, Jjustify an
unfavorable administrative action or an unfavorable security
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determination (e.g. DUI, criminal, financial). Personnel will
receive a signed letter stating temporary access has been
granted. This letter is wvalid for up to one year and must be

retained, until a favorable adjudication has been rendered. A 6-
month extension may be made, if applicable.

c. The ultimate decision to grant temporary access will
reside with the HQMC Security Manager. Temporary access will
not be granted in DISS until the investigation is received and
opened at the Defense Counterintelligence Security Agency
(DCSA) .

d. Temporary access will be immediately withdrawn if a
Statement of Reason (SOR) 1is received from the DoW adjudication
or vetting authorities.

4. Suspension of Access. When questionable or unfavorable
information concerning a covered individual is received, the
following will take place:

a. The Commanding Officer or agency head will make a
recommendation to the HQMC Security Manager to suspend or limit
an individual’s access to classified information or reassign the
individual to non-sensitive duties pending a final eligibility
determination by the DoD CAS.

b. For military personnel, the CO, HQSVCBN, HH will make
the final decision and issue letter of suspension within 10
days.

c. For civilian personnel, the DirAR will make the final
decision and issue a letter of suspension within 10 days.

d. For DoW contractor personnel, the HQMC Security Manger
will make the final decision to deny contractor personnel access
to areas and information for cause. However, suspension or
revocation of contractor security clearances can only be
affected through DCSA.

e. The HQMC Security Manager will report the information to
DoD CAS wvia DISS and suspend access to classified information.

f. Agency Security Coordinators will:

(1) Remove the individual’s name from all local access
rosters and notify all co-workers of the suspension. Special
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care must be taken to protect the individual’s right to privacy
and due process — provide only the name.

(2) Ensure that the combinations to classified storage
containers to which the individual had access are changed unless
sufficient controls exist to prevent access to the lock.

(3) Submit a request utilizing Appendix O, to ARS
requesting to have the individual’s swipe access to Open Storage
Secret (0SS) areas terminated.

(4) Cancel or hold in abeyance any PCS orders in
accordance with reference (a).

g. After suspension of access, if DoD CAS adjudicates
favorably, that particular information may no longer be used as
the basis for continued suspension of access.

5. ©North Atlantic Treaty Organization (NATO) Access. Chapter 7
of this SOP outlines the process for the granting of NATO
access.

6. Continuous Vetting (CV). A personnel security determination
(adjudication) requires an examination of a sufficient amount of

information regarding an individual to determine whether the
individual is an acceptable security risk. It is not possible to
establish with certainty if an individual will remain eligible
for access to classified information. In order to ensure that
all covered individuals remain eligible for their security
clearance, continuous vetting and evaluation is required. When
questionable or unfavorable information concerning a covered
individual becomes known, the agency head or Security
Coordinator must report it to the HQMC Security Manager.

a. Individuals are ultimately responsible to report to
their supervisor or security coodinator and seek assistance for
any incident or circumstance that could affect their continued
elgilibity for access to classified information.

b. Co-workers have an obligation to advise their supervisor
or agency Security Coordinator when they become aware of
information with potenatial security clearance significance.

c. Supervisors and managers play a critical role in
ensuring the success of the CEP. The goal is early detection of
an individual’s adverse circumstance. Supervisors must react

Enclosure (1)



HOMC IPSP SOP

appropriately to ensure balance is maintained regarding the
individual’s needs and national security requirements.

d. The following types of information must be reported:
(1) Involvement in activities or sympathetic association
with a person who unlawfully practices or advocates the
overthrow or alteration of the United States Government by

unconstitutional means.

(2) Foreign influence concerns and close personal
association with foreign nationals or nations.

(3) Foreign citizenship (dual citizenship) or foreign
monetary interest.

(4) Sexual behavior that is criminal or reflects a lack
of judgment or discretion.

(5) Personal conduct involving questionable judgment,
untrustworthiness, unreliability, or unwillingness to comply
with rules and regulations, or unwillingness to cooperate with
the security clearance process.

(6) Unexplained affluence or excessive indebtedness.

(7) Alcohol abuse.

(8) Illegal or improper drug use/involvement.

(9) Apparent mental, emotional or personality
disorder (s) .

(10) Criminal conduct.
(11) Noncompliance with security regquirements.

(12) Engagement in outside activities which could cause
a conflict of interest.

(13) Misuse of Information Technology Systems.
e. Keys to a successful CEP are security education and
positive reinforcement of reporting requirements in the form of

management supporting confidentiality, and employee assistance
referrals.
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7. Check-ins. All personnel (military, civilian, and
contractor) assigned to HQMC, HH, and MCRC who receive security
service support, must check-in with ARS wvia ESSRP. Personnel

who do not have security clearance eligibility to access
classified information (as noted in paragraph 3 of this chapter)
are not authorized to work in areas where classified information
is processed or stored. Security Coordinators will ensure that
during the check-in process, all personnel acknowledge
completion of the required security briefings as outlined in
Chapter 3 of this SOP, by initialing and signing the HQMC
Security Briefing Sheet (refer to Appendix P). Additionally,
all contractor check-ins must be accompanied with a copy of the
current signed contract to include Statement of Work (SOW),
Visitor Authorization Request (VAR), and Contract Security
Classification Specification (DD Form 254) (refer to Appendix
Q), 1f the contractor requires access to classified information.

8. Check-out/Debriefings. All covered personnel must complete
a security check-out prior to departing. The HQMC Security
Manager has granted Security Coordinators the authority to
complete the final security checkout of covered personnel
assigned to their agency. To ensure this process works
effectively, Security Coordinators will ensure that all
checkouts are submitted to ARS via ESSRP the same day the
individual departs. The holding of check-outs impedes the
check-in process for personnel at their new command.
Additionally, the following procedures must be followed:

a. Military Personnel. Read and sign the HQMC Command
Debriefing Form (refer to Appendix R), the NATO Briefing
Certificate (refer to Appendix S, if applicable), the Security
Termination Statement (refer to Appendix T), if retiring or
separating, and surrender the Courier Card (if applicable).

b. Civilian Personnel. Read and sign the HQMC Command
Debriefing Form (refer to Appendix R), the NATO Briefing
Certificate (refer to Appendix S, if applicable), the Security
Termination Statement (refer to Appendix T), if retiring or
separating, surrender the Courier Card (if applicable), and the
CAC (if retiring or leaving DoW).

c. Contractor Personnel. Read and sign the HQMC Command
Debriefing Form (refer to Appendix R), the NATO Briefing
Certificate (refer to Appendix S, if applicable), surrender the
Courier Card Letter (if applicable), and the CAC.
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d. Upon completion of the security checkout, the Security
Coordinator will deliver all DoW credentials and Courier
Card/Courier Letter (if applicable) to ARS, room 2A288A.

e. Security Coordinators will retain a copy of the Security
Debriefings Forms for two years from date of checkout. Security
debriefing forms are subject to inspection during Security
Assessments and Unannounced Security Visits.

f. Agencies that fail to comply with the provisions of this
SOP may forfeit the privilege of conducting internal security
checkouts. Covered personnel must then report to ARS for
checkout with an escort provided by the agency.

g. Covered personnel will be debriefed when one of the
following conditions occurs:

(1) Prior to termination of active military service or
civilian employment, temporary separation for 60 days or more,
including sabbaticals and leave without pay.

(2) At the conclusion of the access period when a
Limited Access Authorization has been granted.

(3) When a security clearance is revoked for cause.

(4) When access is administratively withdrawn.

(5) When a Marine or civilian transfers, executes PCS
orders, or otherwise permanently departs HQMC, HH, or MCRC and
no longer requires access to classified material.

(6) A debriefing will also be given, and a Security
Termination Statement signed, when a covered individual was
inadvertently exposed to information which that person was not

eligible to receive.

9. Building Access

a. Pentagon. Pentagon building access is controlled by
PFPA. Personnel requiring access to the Pentagon at least 3-5
times a week, must contact their Security Coordinator or their
Command Security Manager for assistance and must fall into one
of the below categories to obtain non-sponsored Pentagon
building access:

(1) Permanent personnel that fall under HQMC.
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(2) Personnel authorized by their command Security
Manager via NAVMC 943 (refer to Appendix U).

b. ©National Capitol Region (NCR). For personnel to have
NCR building access coded on a CAC, please contact the
appropriate agency Security Coordinator for assistance.

c. Continuity of Operations Planning (COOP). For personnel
to have COOP authorization coded on a CAC, please contact the
appropriate agency Security Coordinator for assistance.

Security Coordinators must verify that personnel are listed on
the COOP Roster by contacting DC, PP&0O, Current Operations
(POC), at (717) 878-3526.

d. Sponsored Pentagon Building Access. Sponsorship for
Pentagon Facility Access Card (PFAC) for Non-CAC eligible
personnel and placement on the Pentagon Visitor Access must be
requested via ESSRP utilizing Appendix V and Appendix W.

(1) Agencies must not submit requests directly to the
Pentagon Access Control Branch (PACB). Improperly granting
access to the Pentagon or Pentagon Reservation constitutes a
security violation.

(2) Personnel meeting the requirement (i.e., frequent
access to the Pentagon, at least 3-5 times a week) to be issued
a PFAC, will have an expiration date not exceeding 1 year.

(3) PFAC may be issued to the following personnel:

(a) Retired General Officers.

(b) Spouses of active duty General Officers and
Senior Executive Service personnel.

(c) DoW Contractors under formal contract with an
agency but not eligible for a CAC.

(d) Consultants - Individuals, not under a formal
contract an agency, who provide professional or technical
assistance.

(4) The following personnel (not eligible for a PFAC)

can be placed on the Pentagon Visitor Access Roster, for a
maximum of 6 months:
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(a) Off Site Contractor - Contractors (under formal
contract with an agency) who do not visit the Pentagon at least
3 times a week.

(b) Consultants - Individuals, not under formal
contract with an agency, who provide professional or technical
assistance but do not visit the Pentagon at least 3 times a
week.

(5) All personnel who are sponsored must read and sign
acknowledging their understanding and agreement for access to
the Pentagon and Pentagon Reservation to conduct official U.S.
Government business only. Any attempt to gain access and engage
in activities outside the scope of official business is grounds
for:

(a) Immediate confiscation of the PFAC or removal
from the Pentagon Visitor Access Roster.

(b) Withdrawal of HQMC sponsorship of the
individual’s visitor access.

(c) Denial of continued and future access to the
Pentagon and Pentagon Reservation.

(6) Agencies that sponsor personnel must establish an
internal SOP for the process. The SOP must include, at a
minimum, the following regquirements:

(a) The Security Coordinator must certify that each
sponsored individual granted access to the Pentagon and Pentagon
Reservation conducts, participates in, or facilitates official
U.S. Government business.

(b) Ensure that each sponsored individual signs an
acknowledgement document.

(c) Agencies must maintain a copy of the sponsorship
letter and acknowledgement form in accordance with records
management requirements.

e. Removal of Pentagon building access is accomplished
during checkout or when no longer required.

10. Visitor Control. For security purposes, the term “visitor”
is defined as any person not assigned to or employed by HQMC.
Heads of Agencies are responsible for the conditions under which

Enclosure (1)



HOMC IPSP SOP

visits are permitted. These conditions must ensure the
safeguarding of classified information.

a. All visitors to the Pentagon must be entered into the
Pentagon Visitor Sponsor Portal via the link below. The visitor
will not be allowed to enter the Pentagon until PFPA has
approved the visit. Sponsor will submit a visit via the
following link: https://visitorsponsor.pfpa.mil/Invite/.

b. Visits not involving discussion of classified
information or entry into secure areas only require PFPA
approval as noted above. Visits involving discussion of
classified information require a formal request to the agency
involved. All agencies outside of HQMC must submit their visit
request via DISS to the appropriate command SMO Code. Security
Coordinators are responsible for ensuring that all visiting
personnel have the proper security clearance upon arrival. If
the visitor does not have a “Person” category in DISS, a Visitor
Authorization Letter (VAL) on command/organization/company
letterhead with the name; address; telephone number; assigned
Commercial/Government Entity (CAGE) Code (if applicable), must
be submitted, with the following information: name, SSN, DOB,
POB, citizenship, access level required, contract number (if
applicable), and visit dates (not to exceed one year),

c. Monitor the movement of all visitors and inform
personnel to protect classified information. When escorts are
used, they must ensure all visitors have access only to
information they have been authorized to receive.

d. Personnel expecting to host Foreign Visitors must notify
their Security Coordinator as early as possible in the planning
stages. The Security Coordinator should then immediately notify
the HQMC Security Manager and Foreign Disclosure Officer (PLU).
For further guidance refer to Chapter 4 of this SOP.

11. Office Space Swipe Access

a. To be granted swipe access to particular office spaces
at the Pentagon personnel must contact their Security
Coordinator. The Security Coordinator will submit Appendix O to
ARS via ESSRP. Requests will normally be processed within 72
hours of receipt. Personnel can obtain their personal PIN to arm
and disarm via the following link: https://access.pfpa.mil.
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b. For office space swipe access at the ASC, personnel must
contact their Security Coordinator. The Security Coordinator
should follow the instructions listed in paragraph 10.f.

12. Arlington Service Center Building Access. Personnel
requiring continuous access to agencies aboard the ASC must have
their CAC coded to that agency. ARS is on site at ASC on
Thursdays, typically between the hours of 1015-1115, to code
CACs. Security Coordinators must notify ARS in advance as
outlined below. In the event of an emergency contact ARS at
(703) 614-3609.

(1) Submit an e-mail to the ARS organizational mailbox,
SMB.HQMC.SECURITY@usmc.mil, prior to 0830 Thursday morning.

(2) In the subject line of the e-mail, state “ASC SWIPE
ACCESS REQUEST”.

(3) In the body of the e-mail include the Full Name, e-
mail address, building #, room #, and indicate the need for
ARM/DISARM privileges for the individual requiring building
access. DO NOT send PII (e.g. SSN, DOB, etc.).

(4) Removal of ASC building access will be accomplished
during checkout.
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Chapter 6

Industrial Security

1. Basic Policy

a. Commanding Officers and Heads of agencies shall
establish an industrial security program in accordance with
references (a), (m), and this SOP, to ensure classified
information released to industry is safeguarded.

b. At any time, the Commanding Officer and the Head of an
agency may deny contractor employee access for cause. However,
suspension or revocation of contractor security clearances can
only be affected through the DCSA. Actions taken to deny a
contractor access to areas and information will be reported to
the Contracting Officer Representative (COR). If SCI access is
of concern, a report will also be forwarded to the SSO.

c. Contractors may have either a final or interim security
clearance to access to classified information at HQMC. 1In
addition, reference (m) requires that contractors granted access
to classified COMSEC or NATO material must hold a FINAL security
clearance for the level of classification involved.

d. Responsibility for initiating and submitting requests
for contractor security investigations lies with the
contractor’s parent company/facility. This includes requests
for initial security investigations and submission of updated
SF86s in support of continuous vetting, unless otherwise stated
within the contract.

2. Access. DoW contractors may be permitted to perform work at
HQOMC under either of the following circumstances:

a. If the Agency determines that the contractor is a short
or long-term visitor, the DoW contractor must comply with HQMC
security regulations, including this SOP, and shall be included
in the HQMC security education program.

b. If the contractor is a tenant in HQMC spaces (has sole
occupancy of a facility or space that is controlled and occupied
by the contractor), the host agency assumes responsibility for
security oversight of classified work carried out by the cleared
DoW contractor employees in the facility. The agency is
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responsible for all security aspects of the contractor’s
operations in the facility/space.

3. Check-in and Check-out. Refer to Chapter 5 of this SOP for
Check-in and Check-out procedures for DoW Contractor personnel.

4. Form DD 254. Agencies must ensure that a DD 254 is
incorporated into each classified contract. The DD 254, with
attachments, supplements, and incorporated references, is
designed to provide contractors with the security requirements
and classification guidance needed for performance of a
classified contract. An original DD 254 shall be issued with
each request for proposal, solicitation, contract award, and
follow-on contract, to ensure the (prospective) contractor is
aware of the security requirements and can plan accordingly.
Revised DD 254’s shall be issued as necessary during the
lifecycle of the contract when security requirements change. A
final DD 254 shall be issued on final delivery or on termination
of a classified contract. As required by reference (m), the DD
254 shall be periodically reviewed during the performance stages
of the contract and a revised DD 254 issued if needed.

5. Common Access Card (CAC)

a. Per reference (n), contractors who require access to the
Marine Corps Enterprise Network (MCEN), or who must access
multiple installations within the NCR on a regular basis, must
meet the minimum investigative requirement of T-1 or equivalent,
prior to CAC issuance.

b. When it has been determined that a contractor does not
meet the minimum investigative requirements, the Security
Coordinator can request a Tl investigation via ESSRP to ARS, if
stated within the contract. Once the investigation is submitted,
DoW contractors located within NCR, can have their fingerprints
taken at ARS, room 2A288A. DoW contractors outside the NCR can
have fingerprints taken at any other DoW facility that can
transmit fingerprints to DCSA.

c. A CAC can be issued when the investigation questionnaire
has been successfully submitted to DCSA for processing and
favorable fingerprints have been completed. To be issued a CAC,
a contractor must present two forms of identification listed in
Appendix X. If issues exist which prevent favorable
adjudication of the investigation, the HQMC Security Manager
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will receive an Investigative Form 79A “Report of Agency
Adjudicative Action” from DCSA requesting that a suitability

determination be made in accordance with OPM HSPD-12

“Credentialing Standards”. Contractors not receiving a

“favorable” suitability determination will have their CAC
revoked and turned into ARS, in room 2A288A.
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Chapter 7

North Atlantic Treaty Organization (NATO) Program

1. Basic Policy. Per reference (a), the purpose of the NATO
Sub-registry System is to implement the NATO Program within the
Marine Corps for receipt, retention, storage, release and
sharing of classified NATO information. The HQMC Security
Manager maintains the HQMC NATO Control Point under the
authority of the Marine Corps NATO Sub-registry. The HQMC
Assistant Security Manager is the HQMC NATO Control Officer and
is responsible for the oversight and management of the NATO
Program within HQMC.

2. NATO Classification Levels. NATO has four classifications:
COSMIC TOP SECRET, NATO SECRET, NATO CONFIDENTIAL, and NATO
RESTRICTED. ATOMAL is a special caveat that may be found at any
classification level and is used to identify NATO information
associated with U.S. RESTRICTED DATA (RD) or FORMERLY RESTRICTED
DATA (FRD) pursuant to the Atomic Energy Act of 1954, as
amended, provided it has been officially released to NATO. NATO
also distinguishes unclassified information using the marking,
NATO UNCLASSIFIED.

3. Access. NATO access shall be limited to those personnel
who have a need-to-know for official purposes, hold a final U.S.
security clearance at the equivalent level (e.g., Cosmic Top
Secret requires Final U.S. Top Secret), have been briefed
specifically for NATO Access, and acknowledge their
understanding of NATO security requirements. A briefing and the
need-to know for official purposes also applies for access to
NATO Unclassified and NATO Restricted information.

a. Security Coordinators shall ensure personnel possess a
final U.S. security clearance prior to requesting access.
Interim Access is not authorized for access to NATO material.
All requests for access will be submitted to the HQMC Security
Manager for approval.
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b. Access to Atomal information is administered by the
HQOMC NATO Control Point. Atomal Access requires personnel to
have a need-to-know for official purposes, the appropriate final
U.S. security clearance, and brief specific to the granting of
Atomal Access.

c. Security Coordinators must maintain a current access
roster, listing personnel who are authorized access to NATO

material and the level of access to which they are authorized.

4. Briefing/Re-briefing/Debriefing. Per reference (a),

personnel who are briefed on their responsibilities for
protecting U.S. classified information, shall be briefed
simultaneously on the requirements for protecting NATO
classified information. The NATO brief is not an automatic
granting of access to NATO information but rather it is designed
to ensure the proper handling of NATO information in cases of
inadvertent disclosure.

a. Security Coordinators must provide the NATO Briefing
Certificate (refer to Appendix S) to ARS via ESSRP when
requesting access to NATO classified information. Receipt of
the NATO briefing will be verified prior to granting access to
NATO classified information.

b. Personnel requiring Atomal access and those who require
continued access will receive an initial briefing and annual re-
briefing by the HQMC NATO Control Point.

c. Personnel no longer requiring access to NATO and Atomal
information shall be debriefed appropriately. This will be
accomplished on the debriefing section of the NATO Briefing
Certificate (refer to Appendix S).

d. Security Coordinators will conduct briefings and

debriefings as required and will retain for 2 years following
the individual’s transfer or reassignment.
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5. Safeguarding. The HQMC NATO Control Point is responsible
for the receipt, accounting, handling, and distribution of
accountable NATO information. The HQMC NATO Control Point will
assign local control numbers for tracking of the NATO material

during dissemination, inventory, and the biannual NATO
inventory.

a. The HQMC NATO Control Point is the only office
authorized to send NATO classified material directly to
individuals and/or activities within or external of HQMC. NATO
documents will be distributed to users on a day-to-day basis and
will be returned to the NATO Control Point by close of business
each day. Release/Receipt of NATO material must always be
accompanied by Appendix Y. NATO material must not be addressed
to a specific person or title. All incoming and outgoing
delivery of NATO material will be completed via the HQMC NATO
Control Point located at:

3000 Marine Corps Pentagon
Room 2A288A
Washington, DC 20350-3000

b. Material received at an Agency from any source other
than the HQMC NATO Control Point must immediately be added to
the NATO Control Point inventory.

c. NATO classified material must be stored in containers
approved for the storage of equivalent U.S. material, ensuring
there are no markings of any kind that would identify the
contents of the material. NATO material may be stored in the
same container but must be filed separately from U.S. material.
Atomal information must be stored separately from non-Atomal
information (co-mingling of information is not allowed).
Storage container combinations must be changed under the
following circumstances; annually, when an individual with the
access combination departs, or anytime a suspected compromise
occurs.
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d. Agencies, must maintain an Access Roster that identifies
those persons authorized to access NATO material in the
performance of their duties, signed by the Commanding Officer or
Deputy Commandant/Director or by direction authority. Access
Rosters must be posted on the interior wall of a designated
space adjacent to the main entry point and must not be visible
from the exterior. Agencies must also maintain an inventory of
classified NATO holdings, located with the actual material.

6. Handling. The reguirements, responsibilities, and
procedures to safely transmit, reproduce and mark NATO
classified information are described below:

a. Printing and reproduction of NATO classified material,
regardless of the classification, is prohibited without prior
approval from the HQMC NATO Control Point.

b. Classified material containing NATO information will be
marked, handled, and declassified in accordance with references
(a) and (1). NATO classified messages will be handled in the
same manner as NATO material of the same classification, in
accordance with references (a) and (e). Prior to any
disclosure, all NATO information must go through the HQMC NATO
Control Point to ensure proper record and continuous receipts
for custody are maintained.

c. Marking of NATO material must be accomplished in
accordance with the reference (d). Training is available
through the derivative classification training and further
instructions can be provided by the HQMC NATO Control Point.

d. Authority to hand-carry NATO classified material can
only be approved by the HQMC NATO Control Point. A continuous
chain of custody is required to record the movement of all NATO
material.

e. Agencies are not authorized to destroy NATO classified
material. NATO classified information can only be destroyed by
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the HQMC NATO Control Point. All destruction requires TPI by
appropriate personnel, cleared at the same level of the
information to be destroyed. Appendix Y must be used to
document destruction and will be forwarded to the Marine Corps
Sub-registry. Destruction certificates will be maintained on
file at the HQMC Control Point 5 years for NATO Secret and 10
years for Cosmic Top Secret and Atomal.

f. ©NATO Restricted information is to be treated as CUI with
the exception of storage. NATO Restricted must be stored in a
manner that would prevent unauthorized disclosure but is not
held to the same requirements as NATO Secret or NATO Cosmic Top
Secret.

g. NATO classified emails sent via SIPRNet must be properly
marked and stored (when printed) under the same guidelines as
other NATO classified documents. All equipment authorized to
process classified information (i.e. desktops, laptops and
servers) that process NATO Secret information must be labeled
with DD Form 2881 (refer to Appendix Z). NATO Restricted is not
authorized for transmission over the Non-classified Internet
Protocol Router Network (NIPRNet).

7. Compromise. Compromise may include disclosure, risk of

disclosure, physical loss, or risk of loss of NATO material to
unauthorized individuals.

a. All suspected or possible compromises involving NATO
classified information must be reported immediately to the HQMC
Security Manager, NATO Control Point, and local NCIS field
office (if required). The Marine Corps Sub-registry must be
notified within 24 hours of the suspected compromise of NATO
classified information.

b. To determine whether a compromise occurred, a Security

Inquiry will be conducted in the same manner as U.S. classified,
ensuring NATO requirements are met (i.e., NATO brief, Final U.S.
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Clearance). All Security Inquiries will be forwarded to the
Marine Corps Sub-registry.
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Appendix List

Appointment as Security Coordinator for Staff
Agency/Activity

Appointment as Assistant Security Coordinator for
Staff Agency/Activity

Appointment as the Top Secret Control Officer for
Staff Agency/Activity

Activity Security Checklist (SF 701)
Security Container Check Sheet (SF 702)
Security Container Information (SF 700)

Classified Material Destruction Report (OPNAV
5511/12)

USV Checklist
Agreement to Handcarry Classified Material
Classified Material Transfer of Custody

Classified Material Destruction Record (DD Form
2843)

Appointment to Conduct a Security Inquiry

Report of Security Incident Inquiry or
Investigation

Classified Information Non-Disclosure Agreement
(SF 312)

Alarmed Space Access Request (PFPA Form 79)
HOMC Security Briefing Sheet

Contract Security Classification Specification
(DD Form 254)

HQMC Command Debriefing
NATO Briefing Certificate
Security Termination Statement (OPNAV 5511/14)

ARS Security DoD Building Pass Request (NAVMC HQ
943)

Sponsorship for Pentagon and Pentagon
Reservation Access

Pentagon Access Acknowledgement Form
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Appendix List

Appendix X List of Acceptable Documents (Form I-9)

Appendix Y NATO Classified Material Control Form and
Destruction Report

Appendix Z NATO Secret Label (DD Form 2881)
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Appendix A

(LETTER HEAD)
5510
Date

From: Deputy Commandant/Director, Staff Agency/Activity
To: Individual Appointed

Subj: APPOINTMENT AS SECURITY COORDINATOR FOR
STAFF AGENCY/ACTIVITY

Ref  (a) DOD M-5200.01
(b) SECNAV M-5510.30
(c) SECNAV M-5510.36
(d) MCO 5510.18B
(e) HQMC IPSP SOP

1. In accordance with references. you are hereby appointed as the Staff Agency/Activity
Security Coordinator. You will be notified of any change 1n this appointment, when

necessary.

2. You are directed to familiarize yourself with the provisions of references (a) through

(e).

3. By return endorsement you will indicate that vou have assumed the duties as the
Security Coordinator.

Signature of Deputy Commandant/Director

FIRST ENDORSEMENT

From: Individual Appointed
To:  Deputy Commandant/Director, Staff Agency/Activity

Subj: APPOINTMENT AS SECURITY COORDINATOR FOR
STAFF AGENCY/ACTIVITY

1. Thave assumed the duties as the Security Coordinator and will familiarize myself with
the references.

Signature of Appointee
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Appendix B

(LETTER HEAD)
5510
Date

From: Deputy Commandant/Dhirector, Staff Agency/Activity
To:  Individual Appointed

Subj: APPOINTMENT AS ASSISTANT SECURITY COORDINATOR FOR
STAFF AGENCY/ACTIVITY

Ref:  (a) DOD M-5200.01
(b) SECNAV M-5510.30
() SECNAV M-5510.36
(d) MCO 5510.18B
(¢) HQMC IPSP SOP

1. In accordance with references, you are hereby appomnted as the Staff Apency/Activity
Security Coordinator. You will be notified of any change in this appointment, when

necessary.

2. You are directed to familianze yvourself with the provisions of references (a) through

(e).

3. By return endorsement you will imndicate that you have assumed the duties as the
Security Coordinator.

Signature of Deputy Commandant/Director

FIRST ENDORSEMENT

From: Individual Appointed
To: Deputy Commandant/Director, Staff Agency/Actvity

Subj: APPOINTMENT AS ASSISTANT SECURITY COORDINATOR FOR
STAFF AGENCY/ACTIVITY

1. T have assumed the duties as the Security Coordinator and will familiarize myself with
the references.

Signature of Appointee

Enclosure




HOMC IPSP SOP

Appendix C

(LETTER. HEAD)
3510
Date

From: Deputy Commandant/Director, Staff Agency/Activity
To: Individual Appointed

Subj: APPOINTMENT AS THE TOP SECRET CONTROL OFFICER FOR
STAFF AGENCY/ACTIVITY

Ref  (a) SECNAV M-5510.30
(b) DoD M-5200.1
(c) MCO 5510.18B
(d) HQMC IPSP SOP

1. In accordance with references. you are hereby appointed as the Top Secret Control
Officer for Staff Agencv/Activity. You will be notified of any change m this

appomtment, when necessary.

2. You are directed to familiarize yourself with the provisions of references (a) through

(d).

3. By return endorsement you will indicate that vou have assumed the duties as the Top
Secret Control Security Coordinator.

Signature of Deputy Commandant/Director

FIRST ENDORSEMENT

From: Individual Appoimnted
To: Deputy Commandant/Director, Staff Agency/Activity

Subj: APPOINTMENT AS THE TOP SECRET CONTROL OFFICER FOR
STAFF AGENCY/ACTIVITY

1. I have assumed the duties as the Top Secret Control Officer and will familiarize
myself with the references.

Signature of Appointee

Enclosure




HOMC IPSP SOP

Appendix D
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Appendix E

SECURITY CONTAINER CHECK SHEET

SECURITY CONTAINER CHECK SHEET

TO (if required)

THRU (if required)

FROM ROOM NO. BUILDING CONTAINER NO.

CERTIFICATION

CERTIFICATION

I CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER IN
ACCORDANCE WITH PERTINENT AGENCY REGULATIONS AND
QPERATING INSTRUCTIONS.

I CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER IN
ACCORDANCE WITH PERTINENT AGENCY REGULATIONS AND
OPERATING INSTRUCTIONS,

MONTHIYEAR MONTHIVEAR
] GUARD CHEC 5

a4 | OPENEDBY | CLOSEDBY | CHECKEDBY JL!EEJEETK 5 | OPENEDBY | CLOSEDBY | CHMECKEDBY Gﬁfiff"f‘f;f,”jp'{
T - — T —_—

E | INMTIALS | TIME | INITIALS | TIME | INITIALS | TIME | INITIALS | TIME E |INITIALS | TIME | INITIALS | TIME | INITIALS | TIME | INITIALS | TIME

-— — — —— —— —— —— ——343H 0704 - §3QI§ H1 08 40 38N TINd 404 3704 IS¥3IAIY - IyIHam@d —m ——™@M—™@M—/ @™ — — — ——

STANDARD FORM 702 (3-85) (EG)
Prescribed by GSANS00

32 CFR 2003

Designed using Perform Pro, WHSDIOR, Jul 84
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Appendix F
CMSSIWLEVEL .
SECURITY CONTAINER INFORMATION [ AREAORFGST 2. BUILDING 3. ROOM NO.
MSTRUCTIONS (i rouseec) (f o)
1. Complata Part 1 and Part 2A (on end of Rap). 3. ACTIVITY (Division, B h. Section or OWcs) 3 T

2. Detach Part 1 and sftach 10 the inside of the control
gmawar of the security container,

3. Mark Paris 2 and 2A with the highest classification
level stosed in this security containar. 8. MFQ. 4 CLASS OF

4. Detach Part 24, insent in envelopa (Part 2} and seal. CONTAINER

5. Sea Privacy Act Statement on revorsa.
B.MEGggBMI‘lON 10. PRINT NAME/ORGANIZATION SYMBOL WITH SIGNATURE OF PERSON MAKING CHANGE.

7. MFO. 4 LOCK MODEL | 8. BERIAL NO. OF LOCK

1. Immeoiistely notly one of ihe lofowing persons, I this contalner la found open and unefianded,
EMPLOYEE NAME HOME ADDRESS HOME PHONE

700-102 STANDARD FORM 700 (REV. 4-01
MSN 7540-01-214-5372 Prescribed by NARAAS
32 CFR 2003

1. ATTACHTO INSIDE OF SECURITY CONTAINER
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Appendix G

CLASSIFIED MATERIAL DESTRUCTION REPORT

TO:

CLASSIFICATION (indicate when title or
other identification is classified)

FROM (Name and address of activity)

The classified material described below has been destroyed in ac-
cordance with regulations established by the Department of the Nawy
Information Security program Regulation, OPNAY INSTRUCTION
5510.1E.

The purpese of this form is to provide activities with a record of
destruction of classified material. Also, copies may be utilized for
reports to activities originating material, where such reports are

NECcessary.

DESCRIPTION OF MATERIAL

SERIALILOG CRIGINATOR

DATE

COPY NO.

Loe! EMCLOSURES TOTAL
ROUTE {IDENT. & NO.) NO.
SHEET PAGES

OFFICER OR INDIVIDUAL AUTHORIZING DESTRUCTION (Signature, Rank/Rate/Grade)

DATE OF DESTRUCTION

WITNESSING OFFICIAL (Signature, Rank/Rate/Grade)

WITNESSING OFFICIAL (Signature, Rank/Rate/Grade)

OPMAY 551112 (Rev. 8-75)

Enclosure

(1)



HOMC IPSP SOP

Appendix H

05V CHECELIST

Lgency: Room #:

1. ARE ANY CCMPUTERS LEFT UNLCCEED AND UNATTENDED

(NIFENET/SIPRNET) ? YES HO
2. RRE ANY USER ID'S WITH PASSWORDS WRITTEM
DOWN UNDER EEYBOLRDS, MOUSE PADS, TOP OF DESE, UNDER
DESKETOP CRLENDARS ON WALLS CR BULLETIN BOARDS? YES HO
3. ARE ANY BUEM BAGS LEFT UNATTENDED WITHIN AN UNSECURED
SPLCE? YES HO
4. ARE ANY BUERM BAGS LOCATED WEXT TO TRASH RECEPTICLES? YES HO
5. ARE THEERE ANY UNSECURED, UNATTENDED COURIER CARDS,
COMMON ACCESS CARDS OR SIPENET TOEENS? YES HO
6. I3 EQUIPMENT DESIGHATED FOR REPRODUCTION AND OFFICE
LUTOMATION PROPERLY MARKED/LABELED? YES HO
7. ARE PERSONAL ELECTRCHIC DEVICES (FEDs) PROPEELY STORED? YES
N0
8. ARE SHREDDERS MAREED AND WOREING FROPERLY? YES HO
9. ARE 5F700, 701, 702 FOBRMS AFFIXED TO SECURITY
CONTAINERS/SECURED DOORS RND PROPERLY FILLED QOUT? YES HO
1¢. IS5 THERE AN EMERGENCY ACTION PLREN IN PLACE FOR THE
FROTECTION AND DESTRUCTION OF CLASSTIFIED MATERIAL? YES HO
11. DOES THE EMERGENCY ACTION PLAN COINCIDE WITH THE
CUBREENT VOLUME OF CLASSIFIED MATERIAL ON HAND FOR EXECUTICHN? YES HO
12. ARE RCCESS ROSTERS CURRENT AND POSTED? YES HO
13. ARE RDEQUATE WISITCE CONTROL PROCEDURES IN PLACE
(ROSTERS, LOGBOOES, ETC.)? IF 50, DO THEY REFLECT DATILY
VISITS FROM TRASH AND CLELANING PERSONMEL? YES HO
14, ARE WINDCWS COVERED COREBECTLY TO PROTECT THE
INADVERTENT DISCLOSURE OF CLASSIFIED INFCERMATION? YES HO
15. IS5 CLASSIFIED INFORMATION WITHIN 0555 LEFT OUT IN
S5UCH A WAY THAT IT WOULD BE DIFFICULT TO IMMEDIATELY DETECT
THEFT OR LOS5? YES HO
1. ARE OFEN AND CLOSE PROCEDURES POSTED? YES HO
Inspector Name: Date:

Enclosure (1)
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APPENDIX I
AGREEMENT TO HANDCARRY CLASSIFIED MATERIAL
BASIC POLICY

Individual’s hand carrying classified information or material, either within or outside of a command, must take every precaution to
prevent the unauthorized disclosure of that information or material.

HAND CARRYING WITHIN A COMMAND OR IMMEDIATE ENVIRONS
1. When classified material is being carried within the command or its immediate environs as part of normal duties, an individual
will take reasonable precautions to prevent inadvertent disclosure. Reasonable precautions include using a cover sheet or file

folder or whatever covering is needed to protect against casual observation of the classified information. The precautions are to
be taken when the movement is within a building, an elevator, or through public areas.

2. When classified material is being carried between buildings (i.e. between the Pentagon and the Naval Support Facility (NSF)),
the classified material will be double-wrapped. Use of large manila envelopes is authorized. A briefcase may be considered as a

second layer.

3. When classified material being carried, is actually being transferred to another command, the requirements of DoD M-5200.1
will be followed for wrapping, addressing, receipts, etc.

AUTHORIZATION TO HANDCARRY CLASSIFIED MATERIAL IN A TRAVEL STATUS

4. Because of the inherent security risk, hand carrying of classified material while in a travel status requires that approval be
granted judiciously and only when mission essential. Security Managers will authorize hand carrying only when:

a. The classified material is not available at the destination;
b. The classified material is needed urgently for a specific official purpose; and

c. There is specified reason that the material cannot be transmitted by other approved means to the
destination in sufficient time for the stated purpose.

Under no circumstances will the hand carrying of classified material involving overnight stops: be authorized, unless a secure storage
site at a U.S. Government activity or a cleared contractor facility has been arranged in advance.

PROTECTION DURING HANDCARRYING IN A TRAVEL STATUS
5. Before departure, a traveler authorized to hand carry classified material will be briefed as follows:

a. All classified material must be in your physical possession at all times, unless proper storage at a U.S. Government
activity or appropriately cleared contractor facility (Continental U.S. only) is available. Hand carrying classified
material on trips that involve an overnight stopover is not permitted without advance arrangements for proper overnight
storage on a government activity or cleared contractor facility. When you surrender any package containing classified
material for temporary storage (e.g. overnight or during meals) you must obtain a receipt signed by an authorized
representative of the contractor facility or Government installation accepting responsibility for safeguarding the
package.

b. You may not read, study, display, or use classified material in any manner on a public
conveyance or in a public place.

¢. When the classified material is carried in a private, public or government conveyance, you will not store it in any
detachable storage compartment such as an automobile luggage rack, aircraft travel pod or drop tank. YOU MAY
NOT LEAVE CLASSIFIED MATERIAL UNATTENDED UNDER ANY CIRCUMSTANCE.

d. A list of all classified material carried or escorted by you will be maintained by your command. UPON YOUR
RETURN, YOU MUST ACCOUNT FOR ALL CLASSIFIED MATERIAL.
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APPENDIX I

€. Whenever possible you should return the classified material to your command by one of the other approved
methods of transmission.

6. Knowing that hand carrying is generally discouraged, contractors are frequently reluctant to allow visitors to hand carry classified
material back to their duty stations. To resolve this problem, travel orders of visit requests to contractor facilities should state whether
the visitor is authorized to hand carry classified material.

**UPON DETACHMENT. PCA. PCS. OR REASSIGNMENT YOU MUST RETURN YOUR COURIER CARD TO YOUR
STAFF AGENCY/ACTIVITY SECURITY COORDINATOR.

Courier Card Type:

Print Name:

Signature:

Date:

Enclosure (1)
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Appendix J

CLASSIFI

iD MATERIAL TRANSFER OF CUSTODY

1. FROM: [OFFICIAL UNIT OR SECTION TITLE)

2. TQ: (OFFICIAL UNIT OR SECTION TITLE])

L

OFFICIAL MAILING ADDRESS FOR RECEIVING DESTINATICN (FOR MAIL CUT) 4. INSTRUCTIONS

Personnel submitting this form fior the purpese of transferming dassified material
are liabde for the accurate listing of all articles listed herein and their appropriate
dlassificalion markings. Mo form will be accepted unless completely filled out.

5. CONTACT PHOME NUMBER 6. FAX NUMBER (OPTIONAL) 7. DATE OF REPORT E. DATE OF TRANSACTION
9. UNCLASSIFIED DESCRIPTIONS (LE. TITLE, MAKE, MODEL) 10.4TY 11. SERIAL NUMBER (IF APPLICAELE) 12. CLASSIFICATION

REQUEST FINAL DESTINATION ORGAMNIZATION FILL OUT BOXES 20. 21 AND 22

14. SUBMITTED BY: [PRINTED RANKITITLE AND FULL NAME) 15. SIGNATURE 16. DATE SIGNED
17. fED B [PRINTED RANK/TITLE AND FULL NAME]) 13. SIGNATURE 15. DATE SIGNED
fED B (PRINTED RANK! TITLE AND FULL NAMENFIMAL DESTINATION) 21. SIGNATURE 27 DATE SIGNED

BELOW FOR COMMAND SECURITY MANAGER OFFICE USE ONLY (USED FOR MAILED MATERIAL)

METHOD OF TRANSMISSION REQUESTED (Check One)

REGISTERED DCERTIFIED DFEDE}(

PARCEL TRACKING NUMSER:

PREPARED BY: (RAMK AND FULL NAME & INITIALS)

SIGHATURE OF INVIDUAL WHO PREPARED MATERIAL FOR MAILOUT.

THIS FORM CREATED 2009M1 2/

UNCLASSIFIED Page ___ of
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Appendix K

FOR OFFICIAL USE ONLY

CLASSIFIED MATERIAL DESTRUCTION RECORD

1. DATE (YYYYMMDD) 2. MILITARY DEPARTMENT OR AGENCY NAME

3. OFFICE SYMBOL OR COMPONENT NAME 4. TELEPHONE NUMBER
fInclude Area Codel

NUMBER OF BAGS
(NOTE: There is a ten (10} pound weight limit per bag.)

(4]

a. NUMBER OF UNCLASSIFIED BAGS

b. NUMBER OF CONFIDENTIAL BAGS

c. NUMBER OF SECRET BAGS

d. NUMBER OF TOP SECRET BAGS

e. NUMBER OF SCI BAGS

f. TOTAL NUMBER OF BAGS 0

g. REMARKS

6. NAME OF DELIVERY PERSONI(S) (Delivery person be cleared at the same level of, or higher than the material
delivered.)

7. RECEIVED BY (Teo be completed by incinerator plant personnel/driver)

DEPARTMENT OF DEFENSE CLASSIFIED WASTE FACILITY TELEPHONE:
425 OLD JEFFERSON DAVIS HIGHWAY (703) 695-1828 or (703) 695-2265
ARLINGTON, VA 22202

DD FORM 2843, SEP 2001 FOR OFFICIAL USE ONLY Atobe Profesional 7.0
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APPENDIX L
(LETTER HEAD)
5527
XXX
Date

From: Staff Agency/Activity Name
To: Investigating Official

Subj: APPOINTMENT TO CONDUCT A SECURITY INQUIRY

Ref: (a) DoD M-5200.01 V3
(b) HQMC IPSP SOP

1. Per the references, you are appointed to conduct an inquiry as soon as practical into circumstances surrounding
the possible compromise of classified information that occurred at Staff Agency/Activity Name on Date of
Incident.

2. You are to investigate all the facts, circumstances, and the cause of possible compromise and provide
identification of all compromised information and any potential impact on national security. You should
recommend appropriate actions needed to prevent future violations of the type of investigated. No
recommendations should be made with regard to punitive action against the individual(s) responsible for the
violation. Particular attention should be given to enclosure (6), of reference (a).

3. Report your findings of fact, opinions, and recommendations by , unless an extension of time is
granted.

4. This appointment will remain in effect until you are formally relieved. By return endorsement, you will indicate
that you have assumed the duties associated with this appointment.

Signature

FIRST ENDORSEMENT

From: Investigating Official
To:  Staff Agency/Activity Name

1. I have assumed the duties outlined in the basic letter and have familiarized myself with the references.

Signature
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Appendix M

(LETTERHEAD)

5527
XXX
Date
From: Investigating Official
To: Deputy Commandant/Director, Staff Agency/Activity
Appointed By
Subj: REPORT OF SECURITY INCIDENT INQUIRY OR INVESTIGATION

Ref: (a) DoD M-5200.01 V3
(b) HQMC IPSP SOP

Encl: (1) (If any)
1. INCIDENT: Per reference (a), on Date of the Incident a inquiry was
conducted into the possible loss or compromise of classified information at
Location of the Incident.
2. Statement of facts:
a. Identification of information or equipment lost or compromised:
(1) CLASSIFICATION:
(2) IDENTIFICATION/SERIAL NO(S):
(3) DATE:
(4) ORIGINATOR:
(5) OCA(S):
(6) SUBJECT OR TITLE:
(7) DOWNGRADING/DECLASSIFICATION INSTRUCTIONS:
(8) NUMBER OF PAGES OR ITEMS OF EQUIPMENT INVOLVED:
(a) PAGES:
(b) EQUIPMENT:
(9) COMMAND POINT OF CONTACT AND PHONE NUMBER
(10) UIC CUSTODIAL COMMAND: 54008.
b. Assessment of likelihood of loss or compromise:

c. Notification of local NCIS office:

d. Circumstances surrounding the incident:
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Appendix M

Subj: REPORT OF SECURITY INCIDENT INQUIRY OR INVESTIGATION
(1) NARRATIVE:
(2) INTERVIEWS CONDUCTED:
e. Individuals responsible: (If any)
f. Determination of Security Weakness(es) or Vulnerability(ies).

3. Conclusion:

4. Corrective measures taken as a result of the incident:
a.
b.
5. Further action: No further action is required.
SIGNATURE

Dissemination List: HQMC, DCI, IID
(As required)
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Appendix N

CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

AN AGREEMENT BETWEEN AND THE UNITED STATES

(Name of Individual - Prinfed or typed)

1. Intending to be legally bound, | hereby accept the obligations contained in this Agreement in consideration of my being granted
access to classified information. As used in this Agreement, classified information is marked or unmarked classified information,
including oral communications, that is classified under the standards of Executive Order 13526, or under any other Executive order or
statute that prohibits the unauthorized disclosure of information in the interest of national security; and unclassified information that
meets the standards for classification and is in the process of a classification determination as provided in sections 1.1, 1.2, 1.3 and
1.4(e) of Executive Order 13526, or under any other Executive order or statute that requires protection for such information in the
interest of national security. | understand and accept that by being granted access to classified information, special confidence and
trust shall be placed in me by the United States Government.

2. | hereby acknowledge that | have received a security indoctrination concerning the nature and protection of classified information,
including the procedures to he followed in ascertaining whether other persons to whom | contemplate disclosing this information have
heen approved for access to it, and that | understand these procedures.

3. 1 have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of classified information by me
could cause damage or irreparable injury to the United States or could be used to advantage by a foreign nation. | hereby agree that |
will never divulge classified information to anyone unless: (a) | have officially verified that the recipient has been properly authorized by
the United States Govemment to receive it; or (b) | have been given prior written notice of authorization from the United States
Government Department or Agency (hereinafter Depariment or Agency) responsible for the classification of information or last granting
me a security clearance that such disclosure is permitted. | understand that if | am unceriain about the classification status of
information, | am reguired to confirm from an authorized official that the information is unclassified before | may disclose it, except to a
person as pravided in (a) or {b), above. | further understand that | am obligated to comply with laws and regulations that prohibit the
unauthorized disclosure of classified information.

4.1 have been advised that any breach of this Agreement may result in the termination of any security clearances | hold; remaoval from
any position of special confidence and frust requiring such clearances; or termination of my employment or other relationships with the
Departments or Agencies that granted my security clearance or clearances. In addition, | have been advised that any unauthorized
disclosure of classified information by me may constitute a violation, or violations, of United States criminal laws, including the
provisions of sections 641, 793, 794, 798, *052 and 1924, fitle 18, United States Code; *the provisions of section 783(b}, title 50,
United States Code; and the provisions of the Intelligence |dentities Protection Act of 1982_ | recognize that nothing in this Agreement
constitutes a waiver by the United States of the right to prosecute me for any statutory viclation.

5. I hereby assign to the United States Government all royalties, remunerations, and emoluments that have resulted, will result or may
result from any disclosure, publication, or revelation of classified information not consistent with the terms of this Agreement.

6. | understand that the United States Government may seek any remedy available to it to enforce this Agreement including, but not
limited to, application for a court order prohibiting disclosure of information in breach of this Agreement.

7. | understand that all classified information to which | have access or may obiain access by signing this Agreement is now and will
remain the property of, or under the control of the United States Government unless and until otherwise determined by an authorized
official or final ruling of a court of law_ | agree that | shall retum all classified materials which have, or may come into my possession or
for which | am responsible because of such access: (a) upon demand by an authorized representative of the United States
Government; (b) upon the conclusion of my employment or other relationship with the Depariment or Agency that last granted me a
security clearance or that provided me access to classified information; or (c) upon the conclusion of my employment or other
relationship that requires access to classified information. If | do not return such materials upon request, | understand that this may be
a violation of sections 793 and/or 1924, title 18, United States Code, a United States criminal law.

8. Unless and until | am released in writing by an authorized representative of the United States Government, | understand that all
conditions and obligations imposed upon me by this Agreement apply during the time | am granted access to classified information,
and at all times thereafter.

9. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforceable, all other
provisions of this Agreement shall remain in full force and effect.

10. These provisions are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations, rights, or
liabilities created by existing statute or Executive order relating to (1) classified information, (2) communications to Congress, (3) the
reporting to an Inspecior General of a violafion of any law, rule, or regulation, or mismanagement, a gross waste of funds, an abuse of
authority, or a substantial and specific danger to public healih or safety, or (4) any other whistleblower protection. The definitions,
requirements, obligations, rights, sanctions, and liabilities created by controlling Executive orders and statutory provisions are
incorporated info this agreement and are controlling.

{Continue on reverse.)

MSM T540-01-280-5420 STANDARD FORM 312 (Rev. 7-2013)
Previous edition not usable. Prescribed by ODNI
32 CFR PART 2001.80 E.O. 13526
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11. These resfrictions are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations, rights, or
liabilities created by Executive Order No. 13526 (75 Fed. Reg. 707), or any successor thereto section 7211 of title 5, United States
Code (govemning disclosures to Congress); section 1034 of fitle 10, United States Code, as amended by the Military Whistieblower
Protection Act (goveming disclosure to Congress by members of the military); section 2302(b) (8) of title 5, United States Code, as
amended by the Whistleblower Protection Act of 1989 (goveming disclosures of illegality, waste, fraud , abuse or public health or
safety threats); the Intelligence |dentities Protection Act of 1982 (50 U.5.C. 421 et seq.) (governing disclosures that could expose
confidential Govemment agents); sections 7(c) and 8H of the Inspector General Act of 1978 (5 U.5.C. App.) (relating to disclosures to
an inspector general, the inspectors general of the Intelligence Community. and Congress); section 103Hig){3) of the National Security
Act of 1847 (50 U.S.C. 403-3h{g)(2) (relating to disclosures to the inspector general of the Intelligence Community); sections 17(d)(5)
and 17{e)(3) of the Cenfral Intelligence Agency Act of 1949 (50 U.5.C. 403g(d)(5) and 403q(e)(3)) (relating to disclosures to the
Inspector General of the Cenfral Intelligence Agency and Congress); and the statutes which protect against disclosure that may
compromise the national security, including sections 641, 793, 794, 798, *952 and 1924 of title 18, United States Code, and *section 4
(b} of the Subversive Activities Control Act of 1950 (50 U.S.C. secfion 783{b)). The definitions, requirements, obligations, rights,
sanctions, and liabilities created by said Executive Order and listed statutes are incorporated into this agreement and are controlling.

12. | have read this Agreement carefully and my guestions, if any, have been answered. | acknowledge that the briefing officer has
made available to me the Executive Order and statutes referenced in this agreement and its implementing regulation (32 CFR Part
2001 , section 2001 .80(d)(2) ) so that | may read them at this time, if | so choose.

*NOT APPLICABLE TO NON-GOVERMMENT PERSONMEL SIGMING THIS AGREEMENT.
SIGNATURE DATE SOCIAL SECURITY NUMBER (See Notice below)

ORGANIZATION (IF CONTRACTOR, LICENSEE, GRANTEE OR AGENT, PROVIDE: NAME, ADDRESS, AND, IF APPLICABLE, FEDERAL SUPPLY CODE
NUMBER) (Type or print)

WITNESS ACCEPTANCE
THE EXECUTION OF THIS AGREEMENT WAS WITNESSED THE UNDERSIGNED ACCEPTED THIS AGREEMENT
BY THE UNDERSIGNED. ON BEHALF OF THE UNITED STATES GOVERNMENT.
SIGNATURE DATE SIGNATURE DATE
MAME AND ADDRESS  (Type or print) MAME AND ADDRESE  (Type or print)

SECURITY DEBRIEFING ACKNOWLEDGEMENT

| reaffim that the provisions of the espionage laws, other federal criminal laws and executive orders applicable to the safeguarding of classified
information have been made available to me; that | have returned all classified information in my custody; that | will not communicate or fransmit
classified information to any unauthorized person or organization; that | will promptly report to the Federal Bureau of Investigation any attempt by an
unauthorized person to solicit classified information, and that | (have) (have not) (sirike out inappropriate word or words) received a security debriefing.

SIGNATURE OF EMPLOYEE DATE

MAME OF WITMESS (Type or print) SIGNATURE OF WITNESS

MOTICE: The Privacy Act, 5 U.S5.C. 552a, requires that federal agencies inform individuals, at the time information is solicited from them, whether the
disclosure is mandatory or voluntary, by what authority such information is solicited, and what uses will be made of the information. You are hereby
advised that authority for soliciting your Social Security Number (SSHN) is Public Law 104-134 {(April 26, 1996). Your SSN will be used to identify you
precisely when it is necessary to cerlify that you have access to the information indicated above or to determine that vour access to the information
indicated has been terminated. Fumishing your Social Security Number, as well as other data, is voluntary, but failure to do so may delay or prevent you
being granted access to classified information.

STANDARD FORM 312 BACK (Rev. 7-2013)
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PFPA - Security Services Directorate
Alarmed Space Access Request Form

Privacy Act Statement

Anthority: 10 U.S.C. 2674; DeDD 5105.68; Dol 5200.08-F.; OSD Al 30 and E.O. 9397 (S5N). as amended.

Principle Porpose: To provids swipe access to Pentagon Facility office space.

Rounfime Uses: Information may be furmizhed to Federal, state or local agencies for regulatory and law enforcement purposes

Disclosure: Volontary; however, refusal to firnish reguested information may result in the inability to approve requested swipe

acoess

1. ALARMED SPACE INFORMATION

3 Buildine Kame:

h. Buildine Sddness:

o By

= Ronmizl Bsoscted-

£ Roomis] Number Beouested [oontinuation|r

E. Room Contact Telephone Kumber,

h. Room Alternate Contact Telephone Number:

MNOTE: Room Contoct # is o phone that nngs within the orotected aneg

Z. SECURITY MAMAGERS INFORMATION

a Security Manager [Lest. First Middle Anitiall:

b. Security Manaser Teleghone Mumber:

c. Aternate Sacurity Manager (Lost. First Migols Inigial|:

d. Afternate Sanurity Manager Telephone Number,

3. ALARMED SPACE — DUTY/OPERATING HOURS

a Modified/ Changed/ Updated [JYe= [JMNo
Maonday Tuesday Wecnesday Thursday Friday Satuwrday Sunday Holiday

Open-Clase Open-tose Open-Close Oper-Close Open-Cose Open-Clase Open-Cose Open-Clase
4. EMERGENCY POINTS OF CONTACT [DURING DUTY AMD MON-DUTY HOURS)
Acd Delete | Mame [Lest, First M) Duty Hours Telephone Number MNon-Duty Hours Telephone Number
5. PERSONNEL AUTHORIZATIONS
ADD {Add Employes) DEL (Delete Enmleyes) PIN/E (PD 2 for Foom Eniry)
PINS mxﬂmmmm A (Gram Swipe Arress)

ADD DEL PIM/E| PIM/S | ACS MName {Last. First Mi) Dol 1D Mumber
PFPA FORM 75, March 2016 FREVIOUS ARE OBSOLETE.
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PFPA - Security Services Directorate

Alarmed Space Access Request Form
6. ADDIEN.’-‘«[ PERSONNEL AUTHORIZATIONS
ADD (Add Employee) DEL (Delete Employee) PIN/E (PIN # for F.oom Entry)
PIN/S (PIN # for Foom Enfry, Am & Disarm Foom) ACS (Grant Swipe Access)

ADD DEL PIN/E PIN/S ACS Name {Last, First M} DaD 1D Number

PFPA FORM 79, March 2016 PREVIOUS EDITIONS ARE OBSOLETE.
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HEADQUARTERS U.S. MARINE CORPS (HQMC)

SECURITY BETEFTHG SHEET

(Reference: SECHAVINST-5510.30C)

Hame : Ranlk : Agency,/Div:

Per the reference, provide vour initials indicating
confirmation:

{ i I have completed the HOMC Security Orientation Training
brief.

{ ) I will attend the HQMC Counterintelligence Awareness and
Beporting brief within 90 days of on-boarding.

{ ) I have read the North Atlantic Treaty Organization
(HATO) Briefing. (Mote: If MATO Access is required,
forward completed HATO Briefing Certificate to
Security Office.)

i ] I hawve read the Authorization to Handecarry Classified
Material (Meote: BRead if Courier Card is regquired. Mark
“"H/A" if not applicable.)

(N/AD I have read and signed Section I of the Cryptographic
Access Certification and Termination, 3D form 572
(Hote: Bead if Cryptographic Access is reguired. Mark
"H/4" if not applicable.)

Signature Date

Debriefing

{ i I have the read the HOMC Command Debriefing.

Signature Date

HOTE: RETATHN ON FILE TWO YEARS AFTER DEFPARTURE

Enclosure
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CLASSIFICATION {When filed in): [
DEPARTMENT OF DEFENSE OMB No. 0704-0557
CONTRACT SECURITY CLASSIFICATION SPECIFICATION OMB approval expires:
(The requirementa of the National Industrial Security Program (MISF) apply to aif security aspects of this effort involving clasaified information.) October 31, 2020

The public reparting burden for his collection of Information, 0704-0557, |5 estimated fo average 70 minutes per respanse, Including the ime for reviewing Insiructions, searching exlsting data sources, gathering
and maintzining the data neaded, and completing and raviewing the coliection of Information. Send comments regarding this burden estimate or any other aspect of this collecfian af Information, Inciuding
suggestions for reducing the burden, 1o the Depariment of Defense, Washington Headquariers Sendcss, at whe.me-alex esd.mb.od-dod-) liecions@mall.ml. Resp should be Fware that
notwithstanding any ather provision of law, no person shall be subject to any penalty for falling to comply with a collection of Information If It does not display a curmently valld OME conbrol numiber.

RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUCTIONS.

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b. LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION/
(Ses Inatructions) MATERIAL REQUIRED AT CONTRACTOR FACILITY
[ [
2. THIS SPECIFICATION IS FOR: (X and complefe as applicable.} 3. THIS SPECIFICATION IS: (¥ and complete a= applicable.)
a. PRIME CONTRACT NUMBER (See instructions.) DATE (Y¥¥¥MUDD)
D D a. ORIGINAL (Complete date in all cases)
b. SUBCONTRACT NUMBER b. REVISED (Supersedes all previous specifications. )
[ D REVISION NO. DATE (¥YYYMMDD)
¢. SOLICITATION OR OTHER NUMBER DUE DATE (¥¥YYMMDD)
D D ¢. FINAL (Compiete ffem 5 in all cases.) DATE (YYYYMMDD)
4,15 THIS A FOLLOW-ON CONTRACT? |—| No [ ] Yes If yes, complete the following:
Classified material received or generated under (Preceding Gonfract Number) is transferred to this follow-on contract.
5.15 THIS A FINAL DD FORM 2547 [[IHo []Yes  ifyes complete the following:
In response to the contractor's request dated , retention of the classified material is authorized for the period of:
6. CONTRACTOR (include Gommercial and Govemment Entity (GAGE) Gode)
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c¢. COGNIZANT SECURITY OFFICE(S) [CSO)

{Name, Addrass, ZIP Gode, Telephone required; Email Adaress apfiona)

7. SUBCONTRACTOR(S) (Click buffon if you chocse to add or list the subconiractors
— but will 24T require 2 separate DD Fom 254 jssued by a prime confracior o each subcontractor) oo I [EanE e I DEE L T
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | ¢ COGNIZANT SECURITY OFFICE(S) (CSO)

(Name, Addrezs, ZIF Code, Telephone required; Email Address opdionai)

8. ACTUAL PERFORMANCE (Click butfon fo add more locations.) Add Row Remove last Row Delete All Rows
a. LOCATION(S) {For actual perfarmance, see inatructions.) b. CAGE CODE | c¢. COGNIZANT SECURITY OFFICE(S) [CSO)
(W appwcabie, (Name, Addrezs, ZIF Code, Telephone requined, Email Address opfionai)
s8e Instructions. |

9. GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT

DD FORM 254, APR 2018 Page 1 of 3
54, . PREVIOUS EDITION IS OBSOLETE.
CLASSIFICATION (When filed in): ’ ¢
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CLASSIFICATION (When filled in): |E|

10. CONTRACTOR WILL REQUIRE ACCESS TO: (X ail that apply. Provide details in Blocks 13 or 14 a2 et forth in the instructions.)

[] a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION [ ] f. SPECIAL ACCESS PROGRAM [SAP) INFORMATION
g. NORTH ATLANTIC TREATY ORGANIZATION
|—I b. RESTRICTED DATA |—I (NATO) INFORMATION

D c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION {CHWDI)
{If GNWDN appiies, RESTRICTED DATA must aiso be marked.)

[] d. FORMERLY RESTRICTED DATA nk m—gg:m}';ﬁﬁfﬁgﬁ“ﬂmm CONTROL MEASURES

[] h. FOREIGN GOVERMENT INFORMATION

. j. CONTROLLED UNCLASSIFIED INFORMATION {CUI)
e. NATIONAL INTELLIGENCE INFORMATION: " see instructions.)

[] (1) Sensitive Compartmented Information (SCI) ["] k. OTHER (Specify) (See insfructions )

|| {2) Non-SCI

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (X all that apply. See instructions. Frovide details in Blocks 13 or 14 as set forth in the instructions.)

a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE
ANOTHER CONTRACTOR'S FACILITY OR A GOVERNMENT |_| TECHNICAL INFORMATION CENTER (DTIC) OR OTHER
|—| ACTIVITY SECONDARY DISTRIBUTION CENTER
(Applicable only if there iz no aceees or sforage required af confracior f@cility.
See inafructions.) |—] h. REQUIRE A COMSEC ACCOUNT
D b. RECEIVE AND STORE CLASSIFIED DOCUMENTS OMLY D i. HAVE A TEMPEST REQUIREMENT
c. RECEIVE, STORE, AND GENERATE CLASSIFIED |_] j- HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS

O
INFORMATION OR MATERIAL [ ] k. BE AUTHORIZED TO USE DEFENSE COURIER SERVICE

[] d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE I. RECEIVE, STORE, OR GENERATE CONTROLLED UNCLASSIFIED
O INFORMATION (CUI).
(DoD Components: refer to DoDM 520001, Volurme € only for spesific CUT

[] m. OTHER (Specify) (See instructions.)

|—] e. PERFORM SERVICES OMLY

f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION QUTSIDE
[] THEU.S.PUERTO RICO, U.S. POSSESSIONS AND TRUST
TERRITORIES

12. PUBLIC RELEASE

Any information (classified or unclassified) pertaining to this confract shall not be released for public dissemination except as provided by the National
Industrial Security Program Operating Manual (MISPOM) or unless it has been approved for public release by appropriate U.S. Government authority.
Proposed public releases shall be submitted for review and approval prior to release to the appropriate government approval authority identified here with at
least office and phone contact information and if available, an e-mail address. (See insfruchions)

|—] DIRECT |—] THROUGH (Specify beiow) Public Release Authority:

13. SECURITY GUIDANCE Add Signature Remove last Signature I Delete All Signatures

The security classificafion guidance for classified information needed for this effort is identified below. If any difficulty iz encountered in applying this
guidance or if any other confributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide
recommended changes; to challenge the guidance or the classification assigned to any information or material fumizhed or generated under this contract;
and to submit any guestions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be
handled and protected at the highest level of classification assigned or recommended.

(Al in 32 appropriate for the clasaified efforf. Aftach, ar forward under separafe comespondence, any documentsguides/extracts referenced herein. The field will expand as fext
iz added. When removing any expanded texf ares, use delefe key or backspace key, then ciick out of the text field for it fo shrink affer the fext has been deleted. Also allows for
up fo & internal reviewers fo digifally sign.  See insfruckions for sdditional guidance or vae of the filable PDF)

List of Attachments (All Files Must be Attached Prior to Signing, i.e., for any digital signature on the form)

Add Attachment I View Selected Attachment Remove Selected Attachment

DD FORM 254, APR 2018 Page 2 of 3
54, ~ PREVIOUS EDITION IS OBSOLETE. .
CLASSIFICATION (When filed in):
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CLASSIFICATION (When filed in): El

NAME & TITLE OF REVIEWING OFFICIAL SIGNATURE
|~

14. ADDITIONAL SECURITY REQUIREMENTS

Requirements, in addition to NISPOM requirements for classified information, are established for this contract.
i Yes, identify the perfinent confraciual clauses in the contract document iteelf, or provide an appropriafe statement which identifies the additional
requirements. Provide a copy of the requirements fo the CS0. The field will expand as text iz added or you can also use ifem 13. When removing any

expanded fext area, use delefe key or bachspace key, then click out of the fext field for it fo shrink affer the fext haa been delefed.
(See instructions for addifional guidance or uee of the fillable POF.)

[TMe []ves

15. INSPECTIONS
Elements of this contract are outside the inspection responsibility of the CS0.
No Yes ¥ Yes, explain and identify specific areas and govermnmment acfivify responsibie for inspecfionzs. The field will expand sz fexf iz added or you can afzo use item|
|_| |_| 13. When removing any expanded fext area, use delefe key or backapace key, then click ouf of the fext field for i fo atwink affer the texf has been delefed.
(See inatructions far sddifional guidance or use of the fifable PDF.)

16. GOVERNMENT CONTRACTING ACTIVITY (GCA) AND POINT OF CONTACT (POC)

a. GCA NAME c. ADDRESS (include ZIP Code) d. POC NAME

€. POC TELEPHONE (include Area Code)

b. ACTVITY ADDRESS CODE (AAC) OF THE
CONTRACTING OFFICE (See instructians) f. EMAIL ADDRESS (Se= J ionz)

17. CERTIFICATION AND SIGNATURES

Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified
effort. All questions shall be referred to the official named below. Upon digitally signing Item 17h, no changes can be made as the form will be locked.

a. TYPED NAME OF CERTIFYING OFFICIAL (Last, First, Middle [nitial) d. AAC OF THE CONTRACTING OFFICE h. SIGNATURE
(See Instructions) {See Insfrucfions) [—
b. TITLE e. CAGE CODE OF THE PRIME CONTRACTOR
(See Instructions.)
c. ADDRESS (lnclude ZIP Code) f. TELEPHONE (inciude Area Gods) i. DATE SIGNED
(See Instructions)
g. EMAIL ADDRESS [See insfructions)

18. REQUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL

f. OTHER AS NECESSARY (if more room iz needed, continue in fem 13 oron
. CONTRACTOR - ; !
[a O plipdemseschody
b. SUBCONTRACTOR

| | ¢. COGHIZANT SECURITY OFFICE FOR PRIME AND
SUBCONTRACTOR

D d. .S, ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY
ADMINISTRATION

[] e. ADMINISTRATIVE CONTRACTING OFFICER

DD FORM 254, APR 2018 Page 3 of 3
54, ~ PREVIOUS EDITION IS OBSOLETE. -
CLASSIFICATION (When filled in):
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Lact Updeind: Kov 20LE

HEADQUARTERS U.5. MARINE CORPS FORM RESET

COMMAND DEBRIEFING
(Reference: SECNAV M-3510.30 Chapter 4-11)

This Command Debriefing is given as a result of the following condition(s) (check all that apply):

Transferring from this command to another

Terminating active military service or dvilian employment

Temporarily separating for a period of 60 days or more

Expiration of a Limited Access Authorization

Inadvertent substantive access to information which subject is not eligible to receive
Security clearance eligibility revocation

Administrative withdrawal of access

Administrative withdrawal or suspension of security clearance for cause

ODODODOoODOoDO

Per the reference, provide your initials indicating confirmation:
f } I have returned all classified material in my possession.
| } 1am no longer eligible for access to classified material at Headquarters Marine Corps.

f } lunderstand | am relieved of all COMSEC duties, have returned all COMSEC Equipment in my possassion,
signed section 2 of the 50 572, and forwarded to HOMC COMSEC Manager. (Mark “MN/A” if not applicable)

{ J Twill comply with the provisions of the Classified Nondisclosure Agreement (SF312) requiring me to never
divulge classified information, verbally, or in writing, to any unauthorized person or in judicial, quasi-judicial, or in
administrative proceedings without first receiving written permission of DUSM (P).

f } lunderstand there are severe penalties for disclosure.

f ) Twill report to the NCIS (or to the FBI or nearest DoD component if no longer affiliated with the DON), without
delay, any attempt by an unauthorized person to solicit classified information.

f | have read and understand the provisions of the Espionage Act of 7 May 1918 (printed on the reverse side of this
form or the second page of this document).

f } I have read and understand the provisions of the DEPSECDEF Memo for Departing DoD Personnel dtd 21 Oct 13
{provided to me).

{ } lunderstand that if | am transferring to the Fleet Marine Corps Reserve (FMCR) and will be entitled to receive
retainer pay, | remain subject to the Uniform Code of Military Justice until | have reached my retirement date. (Mark
“NfA" if not applicable)

{ | | hawve surrendered my Official U.S. Passport to the DoD Passport Office located at the
Pentagon (Room 2B289). (Mark “N/A" if not applicable)
Reasen individual checked out improperly:

Date

Print full name i )

Secunty Coordinator's
Signature:

Signature

FORM RESET
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1.5, Espionagze Act, 15 June 1917; Amended Mav 7, 1918

Section 1

That:

(a) whoever, for the purpose of obtaining information respecting the national defense with intent or reason to believe that the infor mation
to be obtained is to be used to the injury of the United States, or to the advantage of anv foreizn nation, oes upon, enters, flies over, or
otherwise obtains information, concerning any vessel, aireraft, work of defense, navy vard, naval station, submarine base, coaling station,
fort, battery, torpedo stadon, dockvard, canal, railroad, arsenal, camp, factorv, mine, telegraph, telephone, wireless, or signal station,
building, office, or other place connected with the national defense, owned or constructed, or in progress of construction by the United
States or under the control or the United States, or of any of its officers or agents, or within the exclusive jurisdiction of the United States,
or anv place in which any vessel, aircraft, arms, munitions, or ether materials or instruments for use in time of war are being made,
prepared, repaired. or stored, under any contract or agreement with the United States, or with anv person on behalf of the United States,
or otherwise on behalf of the United States, or anv prohibited place within the meaning of section six of this title; or

(b) whoever for the purpose aforesaid, and with like intent or reason to believe, copies, takes, makes, or obtains, or attempts, or induces or
aids another to copy. take, make, or obtain, anv sketch, photograph, photographic negative, blue print, plan, map, model, instrument,
appliance, document, writing or note of anvthing connected with the national defense; or

(c) whoever, for the purpose aforesaid, receives or obtains or agrees or attempts or induces or aids another to receive or obtain from any
other person, or from any source whatever, any document, writing, code book signal book, sketch, photograph, photographic negative,
blue print, plan, map, model, instrument, appliance, or note, of anvthing connected with the national defense, knowing or having reason to
believe, at the time he receives or obtains, or agrees or attempts or induces or aids another to receive or obtain it, that it has been or will
be obtained, taken, made or disposed of bv any person contrary to the provisions of this title; or

(d) whoever, lawfully or unlawfully having possession of, access to, control over, or being entrusted with anv document, writing, code
book, signal book, sketch. photograph, photographic negative, blue print, plan, map, model, instrument. appliance, or note relating to the
national defense, willfully communicates or transmits or attempts to communicate or transmit the same and fails to deliver it on demand
to the officer or emplovee of the United States entitled to receive it: or

(&) whoever. being entrusted with or having lawful possession or control of anv document, writing, code book. signal book, sketch,
photograph, photographic negative, blue print, plan, map, model, note, or information, relating to the national defense, through gross
neglizence permits the same to be removed from its proper place of custody or delivered to anyone in violation of his trust, or to be list,
stolen, abstracted, or destroved, shall be punished by a fine of not more than 310,000, or by imprisonment for not more than two vears, or
both.

Section 1

Whoever, with intent or reason to believe that it is to be used to the injurv or the United States or to the advantage of a foreign nation,
commuuicated, delivers, or transmits, or attempts to, or aids, or induces another to, communicate, deliver or transmit, to any foreign
government, or to any faction or partv or militarv or naval force within a foreign country, whether recognized or unrecognized by the
United States, or to anv representative, officer, agent. emplovee, subject, or citizen thereof, either directly or indirectly and document,
writing, code book. siznal book, sketch, photograph, photographic nezative, blue print, plan, map, model, note, instrument, appliance, or
information relating to the national defense, shall be punished bv imprisonment for not more than twentv vears: Provided, That whoever
shall violate the provisions of subsection:

(a) of this section in time of war shall be punished by death or by imprisonment for not more than thirty vears: and

(b) whoever, in time of war, with intent that the same shall be communicated to the enemy, shall collect, record, publish or communicate,
or attempt to elicit anv information with respect to the movement, numbers, description, condition, or disposition of any of the armed
forces, ships, aircraft, or war materials of the United States, or with respect to the plans or conduct, or supposed plans or conduct of any
naval of militarv operations, or with respect to any works or measures undertaken for or connected with, or intended for the fortification
of anv place, or any other information relating to the public defense, which might be useful to the enemy, shall be punished by death or by
imprisonment for not more than thirty vears.

Section 3

Wheever, when the United States is at war, shall willfully make or convey false reports or false statements with intent to interfere with the
operation or success of the military or naval forces of the United States, or to promote the success of its enemies, or shall willfully make or
convey false reports, or false statements, or say or do anvthing except by way of bona fide and not disloval advice to an investor... with
intent to obstruct the sale by the United States of bonds... or the making of loans by or to the United States. or whoever, when the United
Stares is at war, shall willfullv caunse... or incite... insubordination, dislovalty, mutiny, or refusal of duty, in the military or naval forces of
the United States, or shall willfully obstruct... the recruiting or enlistment service of the United States, and whoever, when the United
States is at war, shall willfully utter, print, write, or publish any disloval, profane, scurrilous, or abusive language about the form of
government of the United States, or the Constitution of the United States, or the military or naval forces of the United States, or the flaz...
or the uniform of the Army or Navy of the United States, or any language intended to bring the form of government... or the
Constitution... or the military or naval forces... or the flag... of the United States into contempt, scorn, contumely, or disrepute... or shall
willfullv display the flag of anv foreign enemy, or shall willfully... urge, incite, or advocate anv curtailment of production in this country of
anvthing or things... necessary or essential to the prosecution of the war... and whoever shall willfully advecate, teach. defend, or suggest
the doing of anv of the acts or things in this section enumerated and whoever shall by word or act support or favor the cause of any
country with which the United States is at war or by word or act oppose the cause of the United States therein, shall be punished by a fine
of not more than $10,000 or imprisonment for not more than twenty vears, or both...."
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BRIEFING/REBRIEFING/DEBRIEFING CERTIFICATE

SECTION A - GENERAL

1. HAME:

2. DUTY POSITION: 3. PHOMNE NUMBEE:

4. ORGANIZATION: 5. ADDRESS:

SECTION B - BETEFING

6. Icenify that I have (read and been granted access to) @ (been briefed) and fully understand the
[procedures fnr handling [ (COSMICICT (ATOMAL) [ (MATO SECRET) C1(MATO CONFIDENTIAL)
rnaterial and am aware of my responsibibity for safeguarding such information and that T am liable to
prosecution under Sections 793 and 794 of Title 18, U.S.C.. if either by infent or neslipence I allow it to pass

nto unauthorzed hands.

7. SIGNATURE OF INDIVIDTUTAL: DATE:

DATE:

8. SIGNATURE OF BRIEFER:

SECTION C - ATOMAL REBRIFFING
9. Icernfy that I have been rebnefed and fully understand the procedures for handlimz ATOMAT material

and am aware of my mpoblbﬂln to safepuard such mformat
#= FILL OUT GNLY FOR imm ACCEST#*%

SIGHATURE AMD DATE SIGMATURE AND DATE

AL

SECTION I - DEBRIEFING

10, Ihave been debrefed for[] (COSMICIO] (ATOMAL) ] (MATO SECRET) C(NATO CONFIDEMNTIAL)
and I understand that I must not disclose any classified mformation which I kave obtamed m oy assignment to
this organization or m connection thevewith. I also understand that I mmst not make any such classified
information availzble to the public or to any person not lawfully entifled to that information. I firther understand
that any unauthonzed disclosure of such classified mformation, whether public or povate, mtentional or
unintentional will subject me to prosecution under applicable laws.
., =
SIGHATURE OF INDIVIDUAL: DATE:

SIGHATURE OF CONTR.OL OFFICER: DATE:

Lt Fawiaad X5 00T 23
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Appendix T

SECURITY TERMINATION STATEMENT

COMMANDANT OF THE MARINE CORPS
3000 MARINE CORFPS PENTAGON
WASHINGTON., DC 20350-3000

1. THEREBY CERTIFY that I have returned to the Department of the Navy (DON) all classified
material which I had in my possession in accordance with the directions contained in the DON
Information and Personnel Security Program Regulations SECNAVINST 5510.36, the EKMS-1, CMS
Policy and Procedures for Navy Electronic Kev Management Svstem Tiers 2 and 3, and EKMS-1
Supplement 1, CMS Policy and Procedures for Navy Electronic Kev management System Legacy
Accounts/Tier 285.

2.IFURTHER CERTIFY thatI no longer have any material containing classified information in my
possession.

3. I shall not hereafter communicate or transmit classified information to any person or agency. I
understand that the burden is upon me to ascertain whether or not information is classified and I
agree to obtain the decision of the Chief of Naval Operations (CNO) or the CNO’s authorized
representative, on such matters prior to disclosing information which is or may be classified.

4. I will report to the Federal Bureau of Investigation or to the local Naval Criminal
Investigative Service office without delay any incident wherein an attempt is made by an unauthorized
person to solicit classified information.

5. I have heen informed and am aware that Title 18 U.S.C. Sections 641, 793, 794, 798, 952 and 1924,

as amended, and the Internal Security Act of 1950 prescribe severe penalties for unlawfully divulging
information affecting the National Defense. I have been informed and am aware that the making of a
willfully false statement herein renders me subject to trial as provided by Title 18 U.5.C. 1001.

6. I have/have not received an oral debriefing.

Signature of Witness: Signature of Emplovee or Military Member:

-
Tvpe or Print (Legibly) - Rank and Full Tvpe or Print (Legibly) first, middle and last name
Name of Witness: of emplovee or service member. Include civilian

grade or military rank/rate:

Tvpe or Print (Legibly) - Emplovee or Military
Member’s DoD EDI Number:

DATE: DATE:

Security Termination Statement
OPNAV 5511/14 (Rev. 9-05)
0107-LF-126-9000
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Appendix U

ARS SECURITY DoD BUILDING PASS REQUEST Print Form |
NAVMC HQ 943 (REV. 11-12)

FOUOQ - Privacy sensitive when filled in.

PRIVACY ACT STATEMENT

In accordance with the Privacy Act of 1974 (Public Law 93-579), thiz notice informs you of the purpose for collection of information on this form.
Please read it before completing the form.

AUTHORITY: 5 U.S.C. 301, Deparimental Regulations; DoD 5105.68, Pentagon Force Protection Agency; and E.O. 9397 (SSN).

PRINCIPAL PURPOSE: To maintain a listing of personnel who are autherized a DoD Pentagon Building Pass. The information ceollected on this form will
bbe filed within a Privacy Act Systems of Records collection govemned by Privacy Act System of Records Notice DPFPA-D1 which can be downloaded at
hitp:iprivacy defense. govinotices/osd/DPFPADT .shiml.

RETENTION AND SAFEGUARDS: Records are maintained in secure, limited access, or monitored areas. Database is monitored and access is password
protected. Physical enfry by unauthorized persons is restricted through the use of locks, guards, passwords, or other administrative procedures. Access to
personal information is limited to those individuals who require the records to perform their official assigned duties. Records in this system will be refrieved
by individual's name, Social Security Mumber (SSN) and pass number. Destroy pass three months after retum to issuing office.

ROUTINE USES: To various officials outside the Department of Defense specifically identified as a Routine Use in Privacy Act System of Records Notice
DPFPA-D1 for the stated specific purpose in addition to those =&t out in the blanket routine uses established by the Department of Defense Privacy Office
and posted at hitp:fwww.defenselink.mil/privacy/notices/blanket-uses. frfmi.

DMSCLOSURE: Providing information on this form is voluntary. However, refusal to fumish requested information may result in ability to verify essential
perscnal information and approve requested building pass application.

DATE CHECKONE: |[]  IMITIAL REQUEST [] RENEWAL
LAST NAME FIRST NAME M

RANKI AGENCY

GRADE OFFICE CODE

BUILDING ACCESS:
PHONE NUMBER ] PENT (PENTAGON)

CHECK ONLY ONE

[] NCR (NATIONAL CAPITAL REGION)
[] ESCORT [] 24HOURS

[ NOESCORT [] BUSINESS HOURS

JUSTIFICATION
FOR NCR

JUSTIFICATION
FOR CAC

MIL EMAIL ADDRESS:

CONTRACTOR CAC
REQUIRED: [] ves [] no

SECURITY REPRESENTATIVE
SIGNATURE

*FOR RENEWAL PURPOSES, SECURITY MANAGERS MUST ENSURE
REQUESTERS" BILLET REQUIRES SAME TYPE OF DoD BADGE.

FOR OFFICIAL USE ONLY

Adobe LiveCycle Designer 8
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Appendix V

(LETTERHEAD)
5512
XXX
Date

From: Security Coordinator, Staff Agency/Activity Name
To:  Security Programs and Information Management Branch (ARS)

Subj:  SPONSORSHIP FOR PENTAGON AND PENTAGON RESERVATION ACCESS

1. The below listed individual(s) require Pentagon and Pentagon Reservation access via
(circle one):

DoD common access Card (CAC)
Placement on the Visitor Access Roster

Placement on the Pentagon Visitor Access Roster
2. The following information is submitted in support of this request:

Last Name:

First Name:
Middle Initial:

Full SSN:

Date of Birth:
Place of Birth:
Citizenship:
Investigation Type:
Investigation Date:
Duration of Visit:

*Not to exceed 1 year for PFAC
*Not to exceed 6 months for placement on the Visitor Access Roster

3. If you have any questions regarding this request, please contact Motivated Marine at (XXX)
XXX-XXXX or motivated.marine@usmc.mil.

SIGNATURE

Enclosure (1)
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Appendix W

Pentagon Access Acknowledgement Form

In accordance with the Privacy Act of 1974 (Public Law 93-579), this notice informs you of the purpose for
collection of information on this form Please read it before complefing the form

AUTHORITY: 10 US.C. 5041, Headquarters. Marine Corps;

PRINCIPAL PURPOSE: Information collected by this form will be used for sponsorship of access to the Pentagon and
Pentagon Reservation.

RETENTION: The cellected information will be mamtained in the files of the HQMC Secunity Office. Issued Department of
Defense (DoD)) credentials are destroved three months after return to 1ssuing office. Fecords of sponsorships are destroved two
vears after final entry or two years after date of document, whichever 1s later. Becords m this file system will be retrieved by
visitor name only.

ROUTINE USES: None other than the blanket routine uses established by the DoD Privacy Office and posted at
hetp:deww. defenselink. milprivacy/metices/blan kef-uses. tml.

DISCLOSURE: Providing mformation on this form is voluntary. However, failure to provide may result in deny of Pentagon
and Pentagon Feservation access.

Principal Purpose

To ensure that DoD and non-DoD personnel are informed of the Headguarters 1.5, Marine Corps (HQMC)
eligibility requirements and conditions associated with access to the Pentagon and Pentagon Reservation under

HOMC sponsorship.
General

In accordance with DoD} Administrative Instruction 30 (Force Protection of the Pentagon Reservation), you are
being granted access to the Pentagon and Pentagon Reservation because an appropriate HQMC Staff Agency/
Activity has chosen to sponsor you for access. In accepting this sponsorship, your signature on this document
indicates your understanding that you have been granted access to the Pentagon and Pentagon Reservation for the
sole purposes of conducting, participating in or facilitating official U.S. Government business.

Misuse

Using your access to the Pentagon and Pentagon Reservation or any part thereof and to engage in activities outside
the scope of the official business for which vour access was granted, is grounds for the immediate confiscation of
DoD credentials, withdrawal of HQMC sponsorship, and demal of continmed and future access to the Pentagon and
Pentagon Reservation.

Control

DoD credentials are U.S. Government property. The transfer or lending of your DoD credential to another
individual or the alteration thereof is a violation of 18 United States Code section 499 and may result in prosecution
or adverse admimstrative action.

Acknowledgement

I . have read. understand. and will comply with
the provisions of this document and with the terms of DoD Admimistrative Instruction (AI) 30. Any questions I may
have about this document or DoD AI 30 have been answered.

Signature Date

Enclosure
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Appendix X

Form I-9, Employment Eligibility Verification

LISTS OF ACCEPTABLE DOCUMENTS

You may provide a document from List A which establishes both identify and emplovment eligibility of you may provide a
document from List B (establishing your identity) and a document from List C (establishing your employment eligibility).

LISTA

Documents that Establish Both
Identity and Employment
Eligibility

LISTB
Documents that Establish

Identity
OR

LISTC

Documents that Establish
Employment Eligibility

AND

=

U_S. Passport (unexpired or expired)

1. Driver's license or ID card issued by
a state or outlying possession of the
United Stafes provided it confains a
photograph or information such as
name, date of birth, gender, height.
eye color and address

1. T7.S. Social card issued by the
Social Security Administration
{other than a card stating it is not
valid for employment)

o

Permanent Resident Card or Alien
Registration Receipt Card (Form
[-551)

[E]

. ID card issued by federal, state or
local government agencies or
enfities, provided it contains a
photograph or information such as
name, date of birth, gender, height.
eye color and address

2. Certification of Birth Abroad
ssued by the Department of State
(form F5-543 or Form D5-1350)

. An unexpired foreign passport with a

temporary [-351 stamp

3. School ID card with a photograph

3. Original or certified copy of a birth
certificate 1ssued by a state,
county, municipal authority or
outlying possession of the United
Stafes bearing an official seal

. An unexpired Employment

Authonization Document that
contains a photograph
(Form I-766, 1-688, I-688A. I-688B)

4. Voter's registration card

4. Native American tribal document

5. U.S. Military card or draft record

5. U.5. Citizen ID Card (Form I-197)

. An unexpired foreign passport with

an unexpired Armival-Departure
Record, Form I94. bearing the same
name as the passport and containing
an endorsement of the alien’s
noninumigrant status, if that status
authorizes the alien to work for the
emplover

6. Military dependent’s ID card

7. U.S. Coast Guard Merchant Mariner
Card

6. ID Card for use of Resident
Citizen in the Umited States (Form
-179)

8. Native American tribal document

9. Driver's license issued by a Canadian
government authority

7. Unexpired emplovment
authorization document issued by
DHS (other than those listed under
List )

For persons under age 18 who
are unable to present a
document listed above:

10. School record of report

11. Clinic, doctor, or hospital record

12. Daycare or nursery school record

Enclosure
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Appendix Y

NATO CLASSIFIED MATERIAL CONTROL FORM & DESTRUCTION REPORT

(A SEPARATE SHEET AND CONTROL NUMBER SHOULD BE ISSUED FOR EACH INDIVIDUAL DOCUMENT OR COPY THERECF)

CONTROL NUWEER: CLASSIFICATION OF THIS SHEET, ONLY: CLASSIFICATION OF ATTACHED MATERIAL:
UNCLASSIFIED
ORIGNATOR: DATE cf DOCUMENT: WUMEER OF COFIES RECENED:
T DATE DOCUMENT RECEIVED TOFY NUMBER
SUBJECT or TITLE (WARNING: ENTRY OF CLASSIFIED SUBJECT DR TITLE WILL RECUIRE CLAGSIFICATICN OF THIS FORM AND ALL TILES) ENCLOSURES RECENED:
RECORD OF CUSTODY
TO [PRINTED NAME) RANK NITIALS DATE QUT SIGNATURE RETURN DATE

I've been briefed and understand
my recpongibilifes in the
protection of this

material Revd by CP:

I've been briefed and understand
my respongibilifes in the
protection of this

material Revd by CP-

I've been briefed and understand
my recponsibilites i the
protection of this

material Revd by CP:

I've been briefed and understand
my recpongibilifes in the
protection of this

material Rovd by CP-

I've: been briefed and understand
my responsibilifes in the
protection of this

material Fovd by CP:

I've been briefed and understand
my responsibilifies in the
protection of this

material Fevd by CP-

I've been briefed and understand
my recpongibilifes i the
protection of this

material Revd by CP:

Naote: When the above lines are filled, generate 2 new form with identical header information and aftach to original form, kesping both forms together for the Be of the matenal and
associated documentation.

REMARKS

DESTRUGTION REPORT: The classified material described abowe has been destroyed in acoordanor with regulations established by the U.S, Security Anthority for SMATC Affairs (USSAN) 168, 1
April 1982, subject: 1.5, Implementation of MATO Security Procedures. This form may be used to provide activities with a record of destraction of classified material. Alsa, copies may be utilized for
TepOrts t Sctivities originating material where such reports ane recessary.

OFFICER. or INDIVIDUAL AUTHORIZING DESTRUCTION (Siguature, Provted mame, Rate, Grade, Tikle) Date of Destruction: TOTAL ¥ of PAGES:
WITNESSING OFFICIAL | Signature) WITNESSING OFFICIAL (Sigmature)
WITNESSING OFFICIAL (Printed nowe, grade, position) WITNESSING OFFICIAL (Printed name, grade, position)

NOTE: Reproduction of NATO material regardless of the classification is NOT authorized. Requests for additional copies
must be completed through the HQMC NATO Control Point.
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Appendix Z

This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM 2B81, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, MATO

security briefing, and need-to-know authorization.

DD FORM ZEEL, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, MATO

security briefing, and need-to-know authorization.

DD FORM 2B81, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM ZEEL, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM 2881, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM 2881, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM 2B81, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM ZEEL, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, MATO

security briefing, and need-to-know authorization.

DD FORM 2B81, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM ZEEL, MAY 2004

Thizs medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM 2BE1, MAY 2004
Thizs medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.

DO FORM ZBEL, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM 2BE1, MAY 2004
Thizs medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.

DO FORM ZBEL, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM 2881, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM 2881, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.

DO FORM ZBE1, MAY 2004
Thizs medium is approved for

NATO SECRET

Information.
Users require NATD security clearance, NATO

security briefing, and need-to-know authorization.

DO FORM ZBEL, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM 2BE1, MAY 2004
Thizs medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.

DD FORM ZEBL, MAY 2004

This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.
DD FORM 2881, MAY 2004

This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.
DD FORM 2BB1, MAY 2004

This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.
DD FORM 2881, MAY 2004

This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.
DD FORM ZBB1, MAY 2004

This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing. and need-to-know authorization.
DD FORM 2BB1, MAY 2004

This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, NATO

security briefing, and need-to-know authorization.
DD FORM 2881, MAY 2004

This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.
DD FORM 2881, MAY 2004

This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.
DD FORM 2BB1, MAY 2004

This medium is approved for

NATO SECRET

Information.
Users require MATO security clearance, NATO
security briefing, and need-to-know authorization.
DD FORM 2881, MAY 2004
This medium is approved for

NATO SECRET

Information.
Users require NATO security clearance, NATO

security briefing, and need-to-know authorization.
DD FORM ZBB1, MAY 2004
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