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1.  Purpose.  To publish policies and procedures directing the 
management of Headquarters, U.S. Marine Corps (HQMC) Information, 
Personnel, and Industrial Security Programs (IPSP).  This Standing 
Operating Procedures (SOP) represents the minimum requirements for 
program management and is published under the cognizance of the HQMC 
Security Manager.  Commands and Staff Agency/Activity heads may impose 
more stringent requirements within their command or staff 
agency/activity if desired, but not more lenient.    
 
2.  Cancellation.  HQMC IPSP SOP dtd 6 Aug 13.  
 
3.  Background.  The protection of our personnel and classified 
information continues to be a growing challenge.  Proper access, 
control, and accountability of classified information enhance HQMC’s 
ability to decrease the possibility of compromise.   
 
4.  Applicability.  Applicable to Commands and HQMC Staff 
Agencies/Activities (hereafter, “agencies”).  For the purposes of this 
SOP, Agencies herein refers to Marine Corps agencies aboard the 
Pentagon and Arlington Service Center (ASC). Commands are identified 
as Henderson Hall (HH), Manpower and Reserve Affairs Department (MRA), 
and Marine Corps Recruiting Command (MCRC) aboard Marine Corps Base 
Quantico. 
 
5.  Authority   
 
    a.  The Director, Marine Corps Staff (DMCS) is the principal 
assistant and advisor to the Commandant and Assistant Commandant, and 
effectively and efficiently coordinates HQMC staff processes and 
actions. On behalf of the DMCS, the Director, Administration and 
Resource Management Division (AR) provides sound policies, timely 
guidance, expert program management, and integrated service support 
enabling its customers to effectively execute their mission. 
 
     b.  AR Division’s Branch Head for Security Programs and 
Information Management (ARS) is designated as the senior Security 
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Official for HQMC agencies.  ARS is responsible for ensuring that HQMC 
has an effective IPSP and for complying with all directives issued by 
higher authority. 
 
6.  Action.  All military, civilian, and government contractor 
personnel permanently or temporarily assigned to agencies as noted in 
paragraph 4 (hereafter, “covered personnel”), will comply with the 
provisions of this SOP.  This SOP does not address every conceivable 
circumstance that may arise in day-to-day operations.  Should a 
situation occur that is not addressed in this SOP, the basic 
principles of security management, coupled with sound judgment, 
guidance from appointed security personnel, and common sense should be 
exercised. 
 
7.  Though not all encompassing, this SOP provides implementing 
guidance geared toward the successful management of security programs 
within HQMC, agencies.  Questions regarding this SOP should be 
directed to HQMC, ARS, at 703-614-3609 or by e-mail at 
smb.hqmc.security@usmc.mil. 
 
 
                    

   C. C. WRIGHT 
   By direction 

mailto:smb.hqmc.security@usmc.mil
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Chapter 1 
 

Systems Support 
 
ARS uses a variety of systems and databases to implement the 
HQMC IPSP. 
 
1.  Electronic Security Services Request Portal (ESSRP).  ESSRP 
is a SharePoint site used for security program management and 
requesting services such as check-ins, background 
investigations, access to classified information, building 
access, contractor Common Access Card (CAC), and swipe access.  
ESSRP is also used to document required security training for 
HQMC personnel.   
 
2.  Classified Document Control Catalog (CDCC).  The CDCC is a 
SharePoint site used by HQMC personnel with access to classified 
information to manage inventory, transfer, itemization, and 
destruction of classified material.  Classified hard disk drives 
(HDD) and media created by the “write-to-removable media” 
function will be managed using the CDCC.  
 
3.  Notification of Foreign Travel Portal (NFTP).  The NFTP is a 
SharePoint site used to document foreign travel (unofficial or 
official) for all military, civilian, and Department of War 
(DoW) contractor personnel.  Additionally, NFTP ensures 
travelers are prepared for particular security and safety 
concerns that foreign travel may introduce. The system also 
provides the HQMC Security Manager and Special Security Officer 
(SSO) the ability to pull reports for the Continuous Evaluation 
and Insider Threat programs. 
 
4.  Defense Information System for Security (DISS).  DISS is the 
DoW personnel security clearance and access database.  It 
facilitates personnel security program management for the 
Adjudication and Vetting Service (AVS) and security management 
officials. DISS is the system of record for personnel security 
adjudication, clearance, and verification history.  DISS 
interfaces with Defense Counterintelligence and Security Agency 
(DCSA) AVS and the Office of Personnel Management (OPM) to 
populate personnel security investigation data.  DoW commands 
are required to use DISS to record all access determinations, 
temporary access, upgrades, downgrades, suspensions, continuous 
evaluation reports, and visit requests.      
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5.  Mission Partner Identity, Credential, and Access Management 
(MP ICAM).  MP ICAM is a web-based system used to sponsor 
contractor personnel for issuance of a CAC via Defense 
Enrollment Eligibility Reporting System (DEERS).  The CAC is 
used by military, government civilians, and eligible contractors 
to gain access to the Marine Corps Enterprise Network and DoW 
installations. 
 
6.  National Background Investigation Services (NBIS).  The NBIS 
system is a web-based system that facilitates the processing of 
standard investigative forms used when conducting background 
investigations for security clearance, suitability, fitness, and 
credentialing purposes via electronic application (eApp).  NBIS 
eApp allows the user to electronically enter, update, and 
transmit their personal investigative data over a secure 
internet connection to a requesting agency.    
 
7.  Electronic Vetting Request Portal (EVRP). EVRP is a 
SharePoint site used for submitting and tracking background 
investigation and security clearance requests for pending 
civilian applicants.  
 
8.  Access Management Portal (AMP). AMP is a web-based system 
used by ARS to grant and manage the swipe access to Marine Corps 
spaces throughout the Pentagon. AMP facilitates access control. 
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Chapter 2 
 

Command Security Management 
 

1.  Responsibilities   
 
    a.  The HQMC Security Manager and the Assistant Security 
Manager, per references (a) and (b), are the principal advisors 
for information, personnel, industrial security, security 
education, and play a critical role in developing and 
administering the IPSP.  The HQMC Security Manager and the 
Assistant Security Manager are responsible for:   
 
        (1) The management, formulation, implementation, and 
enforcement of security policies and procedures for the 
protection of classified information originated by or under the 
cognizance of HQMC, HH, and MCRC in connection with the duties 
outlined in references (a) and (b); 
 
        (2) Developing basic policy and procedures for the 
classification, dissemination, transmission, control, 
accounting, storage, and protection of classified information at 
HQMC, HH, and MCRC; 
 
        (3) Serving as a member of the Director Marine Corps 
Special Staff; 
 
        (4) Coordinating with the heads of all agencies to 
ensure that personnel who handle classified information have the 
proper security clearance and that requests for personnel 
security investigations are properly prepared and submitted;   
 
        (5) Providing advice to the heads of all agencies on 
Information, Personnel, and Industrial Security Program matters;   
 
        (6) Conducting both announced and unannounced security 
visits on all agencies to evaluate the effectiveness of the 
security program and ensure the agency is in compliance with 
this SOP and higher directives;   
 
        (7) Establishing a HQMC Security Education Program; 
 
        (8) Coordinating the HQMC Continuous Vetting (CV) 
Program (CVP); 
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        (9) Maintaining liaison and coordinating security 
matters of common concern with SSO, Information Security System 
Manager (ISSM), and Insider Threat Program (ITP). 
 
    b.  The ARS Information Security Specialist is responsible 
for the day-to-day Information Security Management operations 
for HQMC with a focus on implementing DoW information security 
policies throughout the HQMC, HH, and MCRC.  The Information 
Security Specialist will:  
 
        (1) Enforce policy and procedures related to information 
security in accordance with reference (c) through (e); 
 
        (2) Manage the implementation of and compliance with 
information security policy to include security 
training/education and security awareness; 
 
        (3) Serve as the HQMC North Atlantic Treaty Organization 
(NATO) Alternate Control Officer; 
 
        (4) Advise and coordinate with agency Security 
Coordinators and Security Assistants on matters related to the 
security of classified information; 
 
        (5) Ensure agencies are in compliance with Executive 
Orders, DoW, Secretary of the Navy, and Marine Corps policy 
decisions regarding Information Security;  
  
    c.  ARS Security Specialists are responsible for technical 
and helpdesk support in areas of Personnel, Information and 
Industrial Security as determined by the HQMC Security 
Manager/Assistant Security Manager.  Security Specialists will: 
 
        (1) Process requests for personnel security 
investigations and conduct fingerprints via Secure Web 
Fingerprint Transmission (SWFT);  
 
        (2) Process requests for building access; 
 
        (3) Issue and account for courier cards and letters;  
 
        (4) Process CAC requests for contractor personnel; 
 
        (5) Process requests for swipe and pin access to 
controlled and restricted areas; 
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        (6) Process security verification letters; 
 
        (7) Process personnel check-in and check-outs. 
 
    d.  The HQMC Top Secret Control Officer (TSCO) is 
responsible for the receipt, custody, accounting, reproduction, 
and disposition of Top Secret information received or originated 
by this Headquarters, with the exception of sensitive 
compartmented information (SCI), which is controlled by the SSO 
per references (a) and (b).   
 
    e.  Heads of agencies are directly responsible for the 
control and safekeeping of classified information and shall:   
 
        (1) Publish an agency SOP specifying how the 
requirements of this SOP, and other security directives 
affecting the agency will be implemented.  The contents of the 
instruction must be understood by all agency personnel and fully 
executable.  The successful execution of the SOP may require 
consideration of manpower and fiscal constraints.  
 
        (2) Develop an emergency plan for the protection, 
removal, or destruction of classified information in case of 
fire, natural disaster, civil disturbance, terrorist activities 
or enemy action.  Plans that are developed will contain the 
following precautionary measures which can be taken prior to an 
emergency: 
         
            (a) Secure ALL classified and NATO material at the 
end of each workday in a GSA approved security container.  
Leaving classified information or NATO material out overnight in 
an Open Storage Secret (OSS) area increases the risk of loss.  
 
            (b) Limit the volume of classified and NATO material 
held to the minimum amount necessary for operations. 
 
            (c) Ensure all documents, file folders, and binders 
are clearly and properly marked according to their contents.  

 
        (3) Appoint an individual in writing to serve as the 
Security Coordinator for their agency refer to Appendix A, for a 
sample letter.  Assistant Security Coordinators may be appointed 
if required, to assist the Security Coordinator in the 
performance of his/her duties.  Refer to Appendix B, for a 
sample letter.  However, ultimate responsibility for the agency 
security program resides with the Security Coordinator.  The 
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Security Coordinator may be assigned as a full-time, part-time 
or collateral duty.  The person designated must be an officer, 
staff non-commissioned officer, or a civilian employee (General 
Schedule [GS]-7 or above). Regardless of rank/grade, he or she 
must have sufficient authority and staff to manage the program.  
The Security Coordinator/Assistant Security Coordinator must be 
a U.S. citizen and have a favorably adjudicated Tier 3 (T-3) or 
equivalent (or higher) National Security Investigation. 
 
        (4) Appoint an individual in writing to serve as the 
Agency Top Secret Control Officer (ATSCO) for the receipt, 
control, reproduction, destruction, transmission, and inventory 
of Top Secret material held or maintained.  The Security 
Coordinator may also be designated as the ATSCO.  Personnel 
designated as the ATSCO must be an officer, staff non-
commissioned officer, or a civilian employee (GS-7 or above).  
Refer to Appendix C, for sample letter.  The ATSCO must be a U.S. 
citizen with a favorably adjudicated Tier 5 (T-5) or equivalent 
investigation.  He or she must have access to Top Secret 
information and be thoroughly familiar with the requirements for 
its protection and the duties described in reference (e). 
 
        (5) Establish procedures to report questionable or 
unfavorable information to the HQMC Security Manager regarding 
personnel who have been granted access to classified 
information, who have access to classified information, or are 
assigned to sensitive duties.   
     
    f.  The Security Coordinator and the Assistant Security 
Coordinator are the principal Information and Personnel Security 
Program advisors to the agency head.  Security Coordinators will 
implement the security programs within their agency and must: 
 
        (1) Be appointed by their agency head. 
 
        (2) Complete the HQMC Security Manager Course 
prerequisites within 30 days of appointment. 
 
        (3) Have direct access to the agency head (or a 
designee, such as the Executive Assistant) to ensure all issues 
concerning security program management are addressed. 
 
        (4) Serve as a liaison between the HQMC Security Manager 
and personnel under their cognizance. 
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        (5) Upon assignment, provide to ARS, the rank, name, and 
billet for all instructors selected for duties in connection 
with formal programs involving the education and training of 
military or civilian personnel within their agency. 
 
        (6) Promote security awareness within their agency and 
ensure all personnel understand the procedures for protecting 
classified information per reference (b). 
 
        (7) Utilizing the most current Inspectors General 
Functional Area Checklist, IPSP (5510.3); conduct agency 
Security Self-Assessment(s) to ensure the security program is 
compliant with all policies and regulations. 
 
        (8) Contact ARS to obtain user accounts for the 
following systems: 
 
            (a) ESSRP 
 
            (b) CDCC 
 
            (c) DISS 
 
        (9) Ensure all personnel under their cognizance are 
complying with the references and this SOP. 
 
        (10) Enforce classified information control by means of 
receipt, distribution, inventory, reproduction, and disposition, 
including use of CDCC as noted in Chapter 1.  
 
        (11) Ensure personnel who create, process, or handle 
classified information are fully trained on the requirements to 
properly mark classified information. 
 
        (12) Ensure the HQMC Security Manager is notified of 
all:  
         
            (a) Instances involving suspected or possible loss 
or compromise, of classified material. 
 
            (b) Information Technology (IT) System spillages 
(classified information introduced to an unclassified or lower 
level classified system).  Notify the HQMC SSO when information 
is identified as SCI.  Refer to Chapter 4 for guidance on 
reporting procedures. 
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        (13) Establish visitor control procedures to accommodate 
visits to their agency involving access to, or disclosure of 
classified information.  At a minimum, these procedures will 
include verification of identity, validation of personnel 
security clearance (eligibility and access, as recorded in 
DISS), and a need-to-know determination. 
 
        (14) For areas designated as OSS, ensure that all 
personal and government mobile devices, that transmit, store, or 
record data are stored in daily-use storage containers in 
accordance with reference (f). 
 
        (15) Ensure that only appropriately cleared, authorized, 
and briefed personnel transmit, transport, escort, or hand carry 
classified information. 
 
        (16) Ensure that personnel have the appropriate security 
clearance eligibility for their billet, the need-to-know, and 
have completed all required security briefs/trainings before 
requesting access to classified information. 
 
        (17) Brief new personnel on local security practices to 
include physical security procedures in the OSS and providing 
them with a copy of the agency security procedures and this SOP. 
 
        (18) Notify the HQMC Security Manager regardless of 
circumstances: 
 
            (a) When an incident or situation occurs that could 
affect the continued eligibility to access classified 
information for personnel under their cognizance; 
 
            (b) When the status of personnel under their 
cognizance changes to any of the following statuses:  
Unauthorized Absentees, Deserters, and Absent Without Leave 
(AWOL). 
 
        (19) Ensure personnel under their cognizance complete 
all required security training.  

 
        (20) Submit visit requests (to outside agencies) via 
DISS for personnel under their cognizance. 
 
        (21) Ensure the current agency OSS Accreditation Letter 
is on file for review by ARS. 
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        (22) Ensure access rosters that identify personnel 
authorized to enter a controlled access area in performance of 
their duties are posted according to Chapter 4 of this SOP. 
 
        (23) Review swipe access rosters for controlled access 
areas every 6 months to ensure only authorized personnel have 
access.  
 
        (24) Establish procedures for end of the day security 
checks, utilizing Appendix D and Appendix E, to ensure that all 
areas which process classified information are properly secured. 

        (25) Ensure all combinations have been changed and 
recorded utilizing Appendix F, according to Chapter 4 of this 
SOP. 
 
        (26) Establish an industrial security program if the 
agency engages in the purchase of a system, technology, or 
information that is classified, or when cleared DoW contractors 
operate within areas under their direct control. Refer to 
Chapter 6 for guidance. 
 
    g.  The HQMC Contracting Officer Security Representative 
(COSR).  The COSR shall ensure that the industrial security 
functions specified below are accomplished when classified 
information is provided to industry for performance on a 
classified contract.  Per references (a) and (b), the COSR will: 

 
        (1) Review and validate Statement of Work (SOW) to 
ensure that access to or receipt and generation of classified 
information is required for contract performance.  Ensure the 
SOW and the DD 254 Contract Security Classification 
Specification document are prepared properly.  
 
        (2) Ensure that all industrial security functions and 
requirements are accomplished when classified information is 
provided to industry for performance on a classified contract.      
 
        (3) Verify the Facility Clearance Level (FCL) and 
storage capability prior to release of classified information. 
 
    h.  The HQMC Security Manager has been identified as the 
HQMC Mission Partner Affiliation Sponsor Manager (MPASM) for MP 
ICAM, Site ID 476689.  The MPASM will be responsible for: 
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        (1) Troubleshooting MP ICAM questions and issues for 
their site. 
     
        (2) Managing site Mission Partner Affiliation Sponsor 
(MPAS) to include requests for additional Sponsors. 
 
        (3) Training all site MPAS operating MP ICAM. 
 
        (4) Ensuring positive identification of all site MPAS. 
 
        (5) Ensuring all Contractor personnel requiring issuance 
of CAC have at a minimum been the subject of a favorable 
adjudicated T-1 National Security Investigation [(formerly 
National Agency Check with Written Inquires Investigation 
(NACI)]. 
 
        (6) Ensuring Contractor MP ICAM Re-verifications are 
completed in accordance with MP ICAM requirements.   
 
        (7) Ensuring CACs are revoked when contractor personnel 
are no longer assigned to HQMC or are not meeting the 
investigative requirement for issuance. 
 
2.  Records Disposition.  The following documents must be 
retained by the agency as noted below: 
 
    a.  Appointment Letters.  Appointment letters for agency 
Security Coordinators, TSCO, and the assistants will be retained 
for a period of two years after the individual assignment has 
been terminated. 
 
    b.  Inquiries and Investigations.  Reports of completed 
Inquiries and Investigations will be retained for 5 years.  This 
includes, but is not limited to, documents pertaining to 
security violations, infractions, incidents, hazards, or 
deficiencies in the agency.  
 
    c.  Destruction Records.  A record of destruction is 
required for Top Secret information, see Appendix G.  
Destruction records for Top Secret information must be retained 
for 5 years and a PDF copy must be provided to ARS via email.  
Records of destruction are not required for Secret and 
Confidential information.   
 
    d.  Emergency Action Plans.  Copies of emergency action 
plans for HQMC, HH, and MCRC which address the handling of 
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classified material will be retained for 2 years following 
revision or cancellation.  
 
    e.  Access Rosters.  Superseded Access Rosters will be 
retained for a period of two years. 
 
    f.  Inventories.  Completed inventory reports/records will 
be retained for a period of five years from the date of 
completion. 
 
3.  Agency Standard Operating Procedure.  Agencies are required 
to publish, and keep current, a written SOP regarding internal 
security procedures.  Internal security procedures will include, 
at a minimum, the following actions: 
 
    a.  Requesting access to classified information; 
 
    b.  Accounting for personnel attached to HQMC, HH, and MCRC 
and control of visitors; 
 
    c.  Accounting and controlling of Top Secret material; 
 
    d.  Establishing procedures that facilitate the oversight of 
classified information by addressing: 
 
        (1) Accounting for classified material on hand and 
personnel with authorized access; 
 
        (2) Limiting reproduction of classified material to the 
bare minimum necessary for the mission or to comply with 
applicable statutes or directives; 
 
        (3) Destroying classified information when appropriate, 
by authorized means and appropriately cleared personnel;  
 
        (4) Ensuring that safeguarding measures and controls are 
prescribed to protect classified information;  
 
        (5) Reviewing of classified information for proper 
classification markings, downgrading, and declassification; 
 
    e.  Reporting of all possible Security Violations and 
Infractions; 
 
    f.  Providing security education to their personnel. 
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4.  Unannounced Security Visits (USV).  The USV is a valuable 
tool in mitigating the risks associated with the storage and 
handling of classified material.  As a security awareness tool, 
USVs are intended to reduce the number of security violations 
within HQMC, HH, and MCRC. Appendix H is a USV Checklist that is 
available for use.  ARS Security personnel will conduct USVs 
during normal working hours (0800-1630 Monday through Friday).   
 
5.  Security Assessments.  This program is designed to ensure 
compliance with regulatory requirements and increase security 
awareness.  The security assessment will review procedures, 
inventory documents, and ensure that all security issues are 
addressed.  The most recent Inspector General (IG) checklist 
will be used.  
 
6.  Unauthorized Device Inspections 
 
    a.  Pentagon Force Protection Agency (PFPA) conducts 
inspections of secure spaces for prohibited devices such as 
cellular phones and camera-or microphone-enabled smart watches, 
and other Bluetooth capable devices that pose significant risks 
to national security. 
 
    b.  Any individual found with a prohibited device during the 
inspection will have a security incident report submitted in 
DISS for adjudication by the DCSA. 
 
7.  Security Coordinator Meetings.  The HQMC Security Manager 
will hold quarterly security coordinator meetings to highlight 
significant changes in security regulations and call attention 
to problem areas.  Security Coordinators or their assistants 
must attend these meetings. Suggested agenda items should be 
submitted to the HQMC Security Manager prior to the meeting. 
 
8.  Security Coordinator of the Year (SCOTY) Award Program.   
This award program will recognize Security Coordinators of a 
large agency (50 or more personnel) and a small agency (49 or 
fewer personnel) who have demonstrated exceptional performance 
managing their security program.  Recipients of the award will 
receive an award plaque and a 3-star letter signed by the DMCS. 
The award will be based on the following criteria: 
 
    a.  No incidents involving IT Spillages for the entire 
fiscal year; 
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    b.  No Communication Security Violations for the entire 
fiscal year; 
 
    c.  No Physical Security Violations for the entire fiscal 
year; 
 
    d.  No violations or infractions involving the conduct of an 
Inquiry or Investigation for the entire fiscal year;  
 
    e.  Received a “Mission Capable” during the annual Security 
Assessment; 
 
    f.  Promoting Security Awareness to include CVP within their 
respective agency;  
 
    g.  Ensured all assigned personnel completed their required 
security training; 
 
    h.  Received zero violations during USV; 
 
    i.  Agency representation at all Security Coordinator 
Meetings; 
 
    j.  Submission of the Semi-Annual Classified Hard Disk Drive 
Inventory.  
  
9.  Security Notes.  The HQMC Security Manager will periodically 
disseminate Security Notes concerning new or modified security 
information, changes in procedures, problem areas, or to direct 
attention to specific matters.  Security Notes carry the same 
weight as formal directives.    
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Chapter 3 
 

Security Education 
 
1.  Basic Policy.  Per references (a) and (b), the HQMC Security 
Education, Training, and Awareness Program (SETAP) provides the 
necessary fundamentals to enable quality performance of security 
program management.  The program instills and maintains a 
continuous awareness of security requirements and familiarizes 
personnel with requirements to protect classified information 
from exposure to unauthorized persons, persons without a valid 
need to know, and reporting requirements listed in the 
references.  All briefs, forms, and websites mentioned in this 
SOP will be provided by ARS. 
 
2.  Requirements. The minimum requirements of the SETAP are 
outlined as follows: 
 
    a.  Initial Orientation Brief.  The protection of government 
assets, people, and property are the responsibility of all 
personnel.  An Initial Orientation Brief will be given to all 
military, civilian, and contractor personnel upon arrival to 
HQMC.  The Security Coordinator will fulfill this requirement 
when personnel check-in.  Access to classified material will not 
be granted until this briefing has been completed.  Completion 
of this orientation will be recorded in ESSRP by the Security 
Coordinator and the completion certificate maintained for the 
duration of the individual’s assignment.  
 
    b.  Security Awareness Bulletins.  The purpose of a Security 
Awareness Bulletin is to promote security awareness and 
compliance with security procedures.  These bulletins address 
security developments, threats, training aids, and resources as 
they emerge.  The increased awareness is intended to help 
improve the overall security posture.  Security Awareness 
Bulletins are sent from HQMC Security Manager to the Security 
Coordinators via email. 
 
    c.  Annual Training and Briefings 
    
        (1) Annual Refresher Brief.  The Annual Security 
Refresher Brief must be completed by all covered personnel to 
enhance security awareness.  This brief reinforces the policies 
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and procedures covered in the initial orientation brief.  
Completion of the refresher brief will be recorded in ESSRP by 
the Security Coordinator and the completion certificate 
maintained for the duration of the individual’s assignment.   
 
        (2) Counterintelligence Awareness and Reporting (CIAR) 
Training.  The CIAR training covers foreign intelligence threats 
and methods (including use of the internet and social networking 
services), insider threats, reportable information, behavior 
indicators, and reporting procedures. In accordance with 
reference (g), ARS will facilitate Counterintelligence Awareness 
and Reporting training to all covered personnel within 30 days 
of initial assignment, or employment, and every 12 months 
thereafter. When an appropriate Counterintelligence Agent is not 
available to provide such training in person, ARS may authorize 
web-based training to meet this requirement. Training dates and 
location will be published by ARS via separate correspondence.  
 
        (3) Unauthorized Disclosure (UD) Training.  The UD 
training identifies and discusses an employee’s responsibilities 
for safeguarding classified information and controlled 
unclassified information against unauthorized disclosures.  The 
training also outlines the criminal and administrative sanctions 
which can be imposed for an unauthorized disclosure. 
 
        (4) Controlled Unclassified Information (CUI).  The CUI 
training covers identifying, safeguarding, marking, 
disseminating, and destroying CUI. 
    
3.  Special Trainings and Briefings.  Special training and 
briefings are occasionally required for select personnel and may 
include the following: 
 
    a.  Original Classification Authority (OCA) Training.  OCAs 
receive training regarding the proper classification and 
declassification of classified national security information 
with an emphasis on the avoidance of over-classification.  
Training for newly appointed OCAs shall be provided prior to 
exercising his/her authority and each OCA shall receive training 
annually thereafter.  In coordination with the HQMC Security 
Manager, the OCA will certify in writing that the training has 
been received.   
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    b.  Derivative Classifier Training.  Derivative classifier 
training shall be completed and documented initially for anyone 
within a command who has been granted access to classified 
information and annually thereafter for as long as the 
individual has access to classified information.  If refresher 
training is not completed within 12-months, access to classified 
information will be suspended until the training is completed.  
Completion of the derivative classifier training will be 
recorded in ESSRP by the Security Coordinator and the completion 
certificate maintained for the duration of the individual’s 
assignment. 
 
    c.  NATO Brief.  All personnel who require access to NATO 
classified information and/or have been indoctrinated with SCI 
based on need-to-know, shall receive a security briefing and 
sign an acknowledgement of their responsibilities for the 
protection of NATO information.  At no time will access be 
granted for “just in case” purposes.  When requesting access to 
NATO classified information, a completed NATO Briefing 
Certificate will be submitted via ESSRP by the Security 
Coordinator.  The Security Coordinator will maintain the 
completion certificate for the duration of the individual’s 
assignment. 
 
    d.  Foreign Travel Brief.  Prior to conducting foreign 
travel (personal or business), all covered personnel must 
complete a Notification of Foreign Travel (NFT) Form and the 
Foreign Travel Briefing.  Personnel must contact their Security 
Coordinator to obtain access to the NFT Portal.   
 
    e.  Hand-Carry Brief.  Appropriately cleared personnel may 
request to escort, or transport classified material between 
locations when other means of transmission cannot be used.  
Personnel authorized to hand-carry classified material must be 
informed of the security responsibilities and executing an 
agreement, utilizing Appendix I, given by their Security 
Coordinator.  The agreement will be kept and maintained by the 
Security Coordinator for the duration of the individual’s 
assignment to HQMC.  
 
    f.  HQMC Security Manager In-Call Brief.  The agency 
Security Coordinators and Assistant Security Coordinators are 
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the principal IPSP advisors to the agency head.  All newly 
appointed Security Coordinators will meet with the HQMC Security 
Manager for an “In-Call” to review policy, address 
responsibilities, and to ensure Security Coordinators are 
provided with the necessary skill sets and knowledge to manage 
the IPSP proficiently.   
 
    g.  USMC Security Management Course.  This is the primary 
course for Security Management in the Marine Corps.  The course 
is open to all positions in command security management 
programs.  For additional information and course requirements, 
contact ARS. 
 
    h.  Security Professional Education Development Program 
(SPēD).  The SPēD Certification Program is intended to ensure 
that there is a common set of competencies among DoW security 
practitioners that promote interoperability, facilitates 
professional development and training, and develops a workforce 
of certified security professionals.  Additional information on 
the SPēD certification program can be found on the Center for 
Development of Security Excellence site. 
 
    i.  Termination Statement.  The Termination Statement 
informs individuals of their continuing security 
responsibilities after access and assignment to the DoW has 
terminated (e.g. retirement or separation).  A Termination 
Statement must be completed on the individual’s last day of work 
or when access to classified information is no longer required.  
The Security Coordinator will conduct the termination briefing 
and submit the completed Termination Statement via ESSRP.         
 
    j.  Sensitive Compartmented Information (SCI).  The Special 
SSO is responsible for briefing those individuals requiring 
access to SCI.  To schedule a briefing, contact the HQMC SSO at 
(703) 614-3350. 
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Chapter 4 
 

Information Security 
 

1.  Basic Policy.  Heads of agencies shall ensure that all 
classified material entrusted to them is protected per the 
provisions of this SOP and the references. 
 
    a.  Personnel shall not be granted access to classified 
material unless appropriately cleared according to references 
(a), (e), and Chapter 5 of this SOP. 
 
    b.  A need-to-know determination shall be made by the agency 
head prior to requesting access to classified material. 
 
    c.  At no time shall rank and position be the sole 
considerations for granting access. 
 
    d.  Classified material shall be stored only in GSA approved 
security containers, in approved areas, on accredited IT 
systems, and under conditions which prevent unauthorized persons 
from gaining access.  At all times, classified material not 
under the direct control of an appropriately cleared person must 
be secured in approved equipment or facilities. 
 
        (1) Areas designated as an OSS shall also be designated, 
in writing, by ARS, as restricted areas following the completion 
of a Physical Security Survey (PSS) conducted in accordance with 
reference (h).  
 
        (2) All personnel shall comply with the need-to-know 
policy for access to classified material. 
 
    e.  All classified material is the property of the U.S. 
Government. 
 
        (1) All covered personnel who resign, retire, or 
otherwise separate from government service shall return all 
classified material in their possession to their agency. 
 
        (2) All courier cards and hand-carry authorization 
letters shall be returned to ARS via the Security Coordinator, 
prior to departing or separating, or when expired. 
 
    f.  All agencies authorized to possess, receive, and store 
classified material must develop a Classification Management 
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Program that includes the creation, marking, control, storage, 
dissemination, and destruction of classified material in 
accordance with references (c), (d), and (e). 
 
2.  Original Classification. Original classification is the 
initial decision that an item of information could be expected 
to cause damage to the national security if subjected to 
unauthorized disclosure.  This decision shall be made only by an 
Original Classification Authority (OCA) who has been 
specifically delegated the authority to do so, has received 
training in the exercise of this authority, and has program 
responsibility or cognizance over the information. 
 
    a.  OCAs are designated by virtue of their position. 
Original classification authority is not transferable. In 
instances where the OCA is absent for extended periods of time 
and an emergent need requires that the authority be exercised 
prior to the OCA’s return, it may be judiciously exercised by an 
individual officially designated to act in the OCA’s absence.  
Per reference (i), HQMC has two OCAs: Commandant of the Marine 
Corps (CMC) and Deputy Commandant for Plans, Policy and 
Operations (PP&O).    
 
    b.  OCAs must issue and disseminate classification guidance 
for classified elements of information within each system, plan, 
program, project, or mission under their authority to facilitate 
the proper and uniform derivative classification of information. 
All original classification decisions must be incorporated into 
a security classification guide (SCG) and each SCG must be 
approved in writing by the appropriate OCA. 
 
    c.  All OCAs, and the individual officially designated to 
act in their absence, shall be trained in the fundamentals of 
security classification, the limitations of their classification 
authority, and their OCA duties and responsibilities. This 
training is a prerequisite for an OCA to exercise this 
authority. Training shall consist of a review of the pertinent 
Executive Orders, statutes, regulations, and directives. OCAs 
and individuals designated to act in their absence must also 
have annual refresher training on these responsibilities.  For 
continuity, this refresher training may be given in conjunction 
with other annual security training requirements described in 
chapter 3.  Such training is provided in the HQMC OCA training 
binder. 
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    d.  The OCA process can be found in references (i).  
Commands and agencies that require original classification of a 
document or creation of an SCG or Alternate Compensatory Control 
Measures (ACCM) for a system, plan, program, project, or mission 
involving classified information must contact ARS. 
 
3.  Derivative Classification.  Derivative classification is the 
incorporating, paraphrasing, restating, or generating in new 
form information that is already classified, and the marking of 
newly developed information consistent with the classification 
markings that apply to the classified source.  This includes 
classification based on an SCG or other authorized source. 
 
    a.  The majority of classification actions are derivative in 
nature.  Any person with security clearance eligibility and 
approved access may act as a derivative classifier.  To support 
this authority, reference (c) establishes several requirements 
to ensure a better process. 
 
    b.  Derivative Classifier training shall be conducted and 
documented in accordance with Chapter 3 of this SOP. 
  
4.  Classification Challenges. Authorized holders of classified 
information are encouraged and expected to challenge the 
classification of information that they, in good faith, believe 
to be improperly classified. When reason exists to believe 
information is improperly classified, contact ARS or the OCA of 
the information to resolve the issue. 
   
5.  Marking.  Per reference (d), the proper marking of a 
classified document is the specific responsibility of the 
original or derivative classifier.  Although markings on 
classified documents are intended primarily to alert holders 
that classified information is contained in a document, they 
also serve to warn holders of special access, control or 
safeguarding.  The following requirements must be met:  
 
    a.  All personnel who conduct derivative classification by 
means of reproducing, extracting, or summarization of classified 
information, or who apply classification markings derived from 
source material, or as directed by classification guide shall: 
 
        (1) Be identified by name and position or by personal 
identifier on the “Classified By” line, in a manner that is 
immediately apparent for each derivative classification 
performed. 
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        (2) Observe and respect original classification 
decisions.  

 
        (3) Carry forward to any newly created documents the 
pertinent classification markings.  For information derivatively 
classified based on multiple sources, the derivative classifier 
shall carry forward: 
 
            (a) The date or event for declassification that 
corresponds to the longest period of classification among the 
sources.  
 
            (b) A listing of the source materials. 
 
            (c) Receive training in the proper application of 
the derivative classification principles, with an emphasis on 
avoiding over classification, as outlined in Chapter 3 of this 
SOP.  
 
    b.  All classified information shall be clearly marked with 
the date and office of origin, the appropriate classification 
level and all required “associated markings”.  “Associated 
markings” include those markings that identify the source of 
classification (or for original decisions, the authority and 
reason for classification); downgrading and declassification 
instructions; warning notices, intelligence control markings and 
other miscellaneous markings.  Refer to reference (c) for 
guidance on the placement of associate markings. 
 
    c.  Marking is required on all IT systems and electronic 
media, including removable components that contain classified 
information.  IT systems include any equipment, interconnected 
system or subsystem that is used in the automatic acquisition, 
storage, manipulation, management, movement, control, display, 
switching, interchange, transmission or reception of data.  
Examples of such media include, but are not limited to, CD, DVD, 
Tape, removable hard disk drives, etc.  IT systems that process 
classified data, in forms other than traditional documents, such 
as weapon, navigation, and communication systems also require 
appropriate marking. 
 
6.  Control Measures.  Classified material shall be afforded a 
level of control commensurate with its assigned security 
classification level.  This policy encompasses all classified 
material regardless of storage location or media (e.g., 
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removable or removed classified hard disk drives, external hard 
drives, computers, disks, documents, etc.). 
 
    a.  Top Secret Information.  All Top Secret information, to 
include working papers, copies originated or received by HQMC 
shall be continuously accounted for, individually serialized, 
and entered into the CDCC. 
 
        (1) Internal and external movement of Top Secret 
material will be documented utilizing Appendix J.  
 
        (2) Top Secret information shall be physically sighted 
and accounted for at least annually and more frequently as 
circumstances warrant (e.g., change of TSCO, or upon report of 
loss or compromise).  Commands and agencies receiving new Top 
Secret documents will contact the HQMC TSCO (ARS) to ensure 
information is properly documented in the CDCC. 
 
    b.  Secret/Confidential Information.  Agencies shall 
establish administrative procedures for the control of their 
Secret/Confidential information, based on an assessment of the 
threat, and the location and mission.  These procedures shall be 
used to protect Secret/Confidential information from 
unauthorized disclosure by access control and compliance with 
the marking, storage, receipt, transmission, and destruction 
requirements of reference (c) and this SOP. 

 
    c.  Working Papers. Secret and Confidential working papers 
such as classified notes from a training course or conference, 
research notes, rough drafts, and similar items that contain 
Secret or Confidential information shall be: 
 
        (1) Dated when created; 
 
        (2) Conspicuously marked centered top and bottom of each 
page with the highest overall classification level of any 
information they contain along with the words “Working Paper” on 
the top left of the first paragraph in letters larger than the 
text; 
 
        (3) Protected per the assigned classification level; and 
 
        (4) Destroyed, by authorized means, when no longer 
needed. 
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    d.  Agencies shall establish procedures to control and mark 
all Secret and Confidential working papers in the manner 
prescribed for a finished document when retained more than 180 
days from the date of creation or official release outside the 
organization.  A document transmitted over a classified IT 
system is considered a finished document.  
 
7.  Controlled Unclassified Information (CUI). Per reference (j) 
CUI is information that requires safeguarding or dissemination 
beyond unclassified information and it replaces ad hoc markings 
that were applied by other agencies. These ad hoc markings were 
inconsistent, unclear, and restrictive policies that created 
impediments to information sharing across different agencies. 
Some of those ad hoc controls were: FOUO (FOR OFFICIAL USE 
ONLY), SBU (SENSITIVE BUT CLASSFIED), and LES (LAW ENFORCEMENT 
SENSITIVE). CUI now removes those controls and condenses them 
into CUI categories and sub-categories found in the DoD CUI 
registry. 
 
    a.  The holder of CUI has the final responsibility for 
determining whether an individual has a valid need-to-know for 
access to the information. 
 
    b.  FOUO and other CUI may NOT be posted to 
publicly accessible internet sites and may NOT be posted to 
sites whose access is controlled only by domain (e.g., limited 
to .mil and/or .gov) as such restricted access can easily be 
circumvented.  At a minimum, posting CUI to a website requires 
certificate-based (e.g., common access card) or password and ID 
access as well as encrypted transmission using hypertext 
transfer protocol secure (https) or similar technology. 
 
    c.  During working hours, reasonable steps shall be taken to 
minimize the risk of access by unauthorized personnel (e.g., 
utilizing cover sheets, not reading, discussing, or leaving CUI 
unattended where unauthorized personnel are present).  After 
working hours, CUI may be stored in unlocked containers, desks, 
or cabinets if Government or Government-contract building 
security is provided.  If such building security is not provided 
or is deemed inadequate, the information shall be stored in 
locked desks, file cabinets, bookcases, locked rooms, etc. 

 
    d.  Destruction.  CUI documents may be destroyed by any of 
the means approved for the destruction of classified information 
or by any other means that would make it difficult to recognize 
or reconstruct the information.  
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    e.  Marking.  The primary marking for all CUI is the “CUI” 
Banner Marking, which appears at the top of each page of any 
document that contains CUI.  This marking is MANDATORY for all 
documents containing CUI. 
 
        (1) Document Marking 

 
            (a) Banner Marking. The content of the CUI Banner 
Marking must be inclusive of all CUI within the document and 
must be the same on each page. 
 
                1.  The Banner marking should appear as bold 
capitalized black text and be centered when feasible. 
 
                2.  The CUI Banner Marking may include up to 
three elements: 
 
                   a.  The CUI Control Marking (mandatory) may 
consist of either the word “CONTROLLED” or the acronym “CUI.” 

 
                   b.  CUI Category or Subcategory Markings 
(mandatory for CUI Specified).  These are separated from the CUI 
Control Marking by a double forward slash (//).  When including 
multiple categories or subcategories in a Banner Marking, they 
must be alphabetized and are separated by a single forward slash 
(/). 
                   c.  Limited Dissemination Control Markings.  
These are preceded by a double forward slash (//) to separate 
them from the rest of the CUI Banner Marking. 

 
           (b) Designation Indicator (DI) Block. The document 
must contain a DI Block. Example provided below: 

 
Controlled by: Name of Agency/Department 
Controlled by: Name of Organization or office 
Category: (List of related category/ies) 
LDC: (Select LDC) Limited Dissemination 
POC: (Phone or email) 

 
        (2) Email Marking 

 
            (a) Banner Marking. CUI must be marked within the 
body of the email at the beginning (Top) of the email prior to 
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starting the email and under the signature box (Bottom)of the 
email. Marking must be bold, capitalized, and centered. 
 
            (b) Designation Indicator Block. Sender’s signature 
block must contain DI Block (see below). 
 

Controlled by: Name of Agency/Department 
Controlled by: Name of Organization or office 
Category: (List of related category/ies) 
LDC: (Select LDC) Limited Dissemination 
POC: (Phone or email) 

 
            (c) Encryption. All emails containing CUI, to 
include those with attachments, must be encrypted. 
 
            (d) Attachments. Attachments should include “CUI” in 
the naming of the attachment (e.g. “Document_CUI.pdf”) 
 
            (e) Email subject must specify that document is CUI. 
Subject may consist of “CUI” or “Contains CUI”. 
 
            (f) CUI can ONLY be transmitted on CUI accredited 
networks. 
 
8.  Classified Hard Disk Drive (HDD).  Classified HDDs shall be 
inventoried and controlled in accordance with reference (a) and 
HQMC Secret Internet Protocol Router Network (SIPRNet) Inventory 
Control Program.  Each agency is responsible for ensuring their 
SIPRNet HDDs are accounted for, and the asset is assigned to 
their organization in the CDCC.  Additionally, Security 
Coordinators are required to conduct a 100% semiannual inventory 
of their classified HDDs.  
         
9.  Daily Control Measures  
 
    a.  Classified information or material will be used only 
where there are facilities or conditions adequate to prevent 
unauthorized persons from gaining access to the information.  
The exact nature of security requirements will depend on a 
thorough security evaluation of local conditions and 
circumstances.  Security requirements must allow for the 
accomplishment of essential functions, while affording 
classified information the appropriate security.  The 
requirements specified in this SOP represent the minimum 
acceptable standards. 
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    b.  Persons in possession of classified material are 
responsible for safeguarding the material at all times.  An 
office space that is not authorized for “open storage” requires 
classified material to be secured in a GSA approved security 
container whenever the material is not in use, or not in the 
custody of authorized personnel, or during after-hours to 
prevent inadvertent disclosure.  Procedures must be followed to 
ensure classified information is not disclosed, discussed within 
the hearing of, or uncovered within the presence of unauthorized 
persons.  

 
    c.  Individuals will not remove classified material from 
designated offices or work areas except in the performance of 
their official duties and under the conditions required by this 
SOP.  Approval will be granted only when there is an overriding 
need, the physical safeguards including approved storage are 
provided, and a list of the material removed is kept at the 
agency.  Approval to remove classified material will not include 
permission for overnight storage in any location other than a 
secure Government or cleared contractor facility. 
 
    d.  Agencies storing classified information will ensure 
adequate security measures are in place to prevent unauthorized 
persons from gaining access to classified information.  Security 
measures must also prevent persons outside the building or 
spaces from viewing or hearing classified information.  To 
preclude exposure to those not having a valid need-to-know, 
agencies should establish compartmentalization within their 
offices or facilities, as appropriate.  The following should be 
done to prevent such occurrences: 
 
        (1) Sanitize all office spaces where classified material 
is stored, processed, or discussed when un-cleared personnel are 
performing repairs, routine maintenance, or cleaning.  Un-
cleared persons must be escorted at all times and agency 
personnel must be alerted to their presence.   
 
        (2) The room perimeter is protected 24 hours a day, 7 
days a week by access control devices.  Personnel must ensure 
that all external doors of this room shall remain closed at all 
times.  

 
        (3) Ensure that adequate controls are established to 
prevent unauthorized individuals from being exposed or gaining 
access to areas where classified material is used or stored. 
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        (4) Keep extraneous material (such as unclassified 
papers, and publications), office equipment and personal items 
off the tops of security containers to prevent inadvertent 
intermingling of classified with unclassified material, deter 
any suspicious tampering and eliminate any hidden compromise of 
the container. 

 
        (5) To prevent inadvertent and inappropriate disposal, 
do not place classified material burn bags adjacent to trash 
receptacles. 

 
10.  Classified Military Information (CMI). CMI processed by 
Marine Corps computer-based systems must be properly safeguarded 
against unauthorized accidental or intentional disclosure, 
modification, or destruction.  Safeguards will be applied so 
that such information is accessed only by authorized persons, is 
used only for its intended purpose, retains its data integrity, 
and is properly marked as required.  The following measures will 
be in place to prevent access by unauthorized persons: 
 
    a.  Classified documents removed from storage must remain 
within the possession of authorized persons at all times.  
Classified Material Cover Sheets for Top Secret (SF 703), Secret 
(SF 704) and for Confidential (SF 705) will be used as a 
covering for the top page of a classified document. A cover 
sheet will be used on an exterior folder containing classified 
material when it is hand delivered from one person or office to 
another. 

 
    b.  Discuss classified information only when unauthorized 
persons cannot overhear the discussion and only in approved 
areas.  Take particular care when there are visitors or workers 
present.  Escorts should alert fellow workers, announcing their 
presence when uncleared personnel are in a classified area. 

 
    c.  Protect preliminary drafts, carbon sheets, plates, 
stencils, stenographic notes, worksheets, and all similar items 
containing classified information either by destruction after 
they have served their purposes, or by giving them proper 
classification and safeguarding per reference (c) and this SOP. 
 
    d.  All offices, unless open storage, with classified 
material out of the safe or in an unlocked safe, are required to 
have a cleared person with rightful access to the material 
present at all times.  Locking the office door with classified 
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material left unsecured, and then leaving the area, constitutes 
a security violation. 
 
11.  Reproduction of Classified Information.  The proliferation 
of reproduction machines throughout HQMC has compounded the 
problems associated with reproducing classified information.  
Unless restricted by the originating agency, Top Secret, Secret, 
and Confidential information may be reproduced, including by e-
mailing, scanning, and copying, to the extent operational needs 
require. 
 
    a.  Copying on a machine not designated/authorized for the 
level of the material is considered a spillage and may result in 
a security violation. 
 
    b.  Top Secret information reproduced shall be added to the 
agency Top Secret control inventory within the CDCC. 
 
    c.  Records shall be maintained for a period of 2 years to 
show the number and distribution of all reproductions of Top 
Secret, Secret, and Confidential documents marked with special 
dissemination and reproduction limitations. 
 
    d.  Controlled areas for classified reproduction shall be 
established.  At a minimum, the reproduction equipment 
authorized for reproducing classified material shall be 
specifically designated and signs shall be prominently displayed 
on or near the equipment to advice users. 
 
        (1) Machines authorized for reproduction of classified 
information will be identified with a “red” background and 
“white” lettering, stating “SECRET”. 
 
        (2) Machines NOT authorized for reproduction of 
classified information will be identified with a “green” 
background and “white” lettering, stating “UNCLASSIFIED”. 
 
        (3) Reproduction machines shall be located in areas that 
are easily observable to ensure that only authorized copies are 
being made and the number of copies is kept to a minimum. 
 
    e.  Agencies shall establish procedures that facilitate 
oversight and control of the reproduction of classified 
information and the use of equipment for such reproduction, 
including controls that ensure: 
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        (1) Reproduction is kept to a minimum consistent with 
mission requirements. 
 
        (2) Personnel reproducing classified information are 
knowledgeable of the procedures for classified reproduction, are 
aware of the risks involved with the specific reproduction 
equipment being used, and of appropriate countermeasures that 
are required to be taken. 
 
        (3) Reproduction limitations, special controls and 
special categories of information observed fully and carefully. 
 
        (4) Reproduced material is placed under the same 
accountability and control requirements that are applied to the 
original material.  Extracts of documents will be marked 
according to content and may be treated as working papers if 
appropriate. 
 
        (5) Reproduced material is conspicuously identified as 
classified at the applicable level and copies of classified 
material are reviewed after the reproduction process to ensure 
that the required markings exist.      
 
        (6) Waste products generated during reproduction are 
protected or destroyed as required. 
 
        (7) Classified material is reproduced only on approved, 
designated systems. 
 
        (8) Foreign Government Information (FGI) is reproduced 
and controlled pursuant to guidance and authority granted by the 
originating government. 
 
    f.  Reproduction equipment approved and designated for 
processing classified information to include copiers; facsimile 
machines; computers, and other IT equipment, and peripherals; 
display systems, and electronic typewriters, shall be identified 
with the proper classification level of the information being 
processed.  Agency security procedures shall prescribe the 
appropriate safeguards to: 
 
        (1) Ensure equipment repair procedures do not result in 
unauthorized dissemination of, or access to classified 
information. 
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        (2) Replace and destroy equipment parts in the 
appropriate manner when classified information cannot be 
removed.  The products list that meets National Security Agency 
(NSA) performance requirements for sanitizing, destroying, or 
disposing of equipment containing sensitive or classified 
information. The list can be found by visiting the NSA website. 
 
        (3) Ensure that appropriately cleared and knowledgeable 
personnel inspect equipment and associated media before the 
equipment is removed from the protected area.   
 
        (4) Ensure classification markings and labels are 
removed from sanitized equipment and media after inspection and 
prior to removal from the protected area.      
 
12.  Annual Review of Classified Material Holdings 
 
    a.  Agencies must complete an annual review of classified 
material and report compliance to HQMC Security Manager no later 
than 31 December of the current year per reference (a).  The 
purpose of this mandatory review of classified holdings is to 
reduce the inventory of classified documents to “what is 
absolutely essential.”  This tasking can be satisfied by 
conducting an annual “Clean Out” day.  
 
    b.  All agencies must continually strive to reduce the 
amount of classified material on-hand.  This active reduction 
effort will reduce the potential of security violations.  
Moreover, it will decrease the man-hours required to maintain 
classified holdings. 
 
    c.  As directed by the HQMC Continuity of Operations Plan 
(COOP) Order, all agencies are required to annually review 
classified holdings held at their Alternate Headquarters. 
 
    d.  Report compliance to the HQMC Security Manager via the 
organizational mailbox at SMB.HQMC.SECURITY@USMC.MIL, stating 
that the “clean out” has been completed, providing the number of 
documents reviewed, number of documents destroyed, and number of 
documents retained.  Documentation of this completion will be 
reviewed during the Security Assessment Program.  
 
13.  Storage  
 
    a.  Classified information shall be secured under conditions 
adequate to deter and detect access by unauthorized persons.  
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Classified information not under the personal control and 
observation of an authorized person shall be locked in a GSA-
approved security container with metal tag affixed, vault/secure 
room, or open storage area. 
 
    b.  There shall be no external mark revealing the level of 
classified information held in a given container or vault, or 
indicating the priority assigned to the container for emergency 
evacuation and destruction.  This does not preclude placing a 
mark or symbol (e.g., a bar code) on the container for other 
purposes (e.g., identification and/or inventory purposes) or 
from applying decals or stickers the Director National 
Intelligence (DNI) requires for containers and equipment used to 
store or process intelligence information.  If a GSA container 
or vault door recertification is required, such labels and 
markings must be removed but may be reapplied as needed after 
recertification. 
 
    c.  The requirements specified by reference (e) represent 
acceptable security standards.  Do not store weapons or items 
such as funds, jewels, or precious metals in the same container 
used to safeguard classified information.  Additionally, placing 
items on top of the security container is prohibited.   
 
    d.  Top Secret information shall be stored under one or more 
of the following conditions:  
 
        (1) In a GSA-approved security container with one of the 
following supplementary controls:  
 
            (a)  An employee cleared to at least the Secret 
level shall inspect the security container once every 2 hours.  
 
            (b)  The room must be protected by an Intrusion 
Detection System (IDS) with a personnel response time of no more 
than 15 minutes from the alarm annunciation.  
 
            (c)  In a GSA-approved security container equipped 
with a lock meeting Federal Specification FF-L-2740 (Locks, 
Combination, and Electromechanical), provided the container is 
located within an area that has been determined to have 
security-in-depth as defined by reference (e).  
 
        (2) In an open storage area (also called a secure room) 
constructed according to reference (e) and equipped with an IDS 
and a response time of 15 minutes or less if the area has been 
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determined to have security-in-depth.  Without a security-in-
depth determination, IDS response time must be 5 minutes or 
less.  
 
        (3) In a vault, or GSA-approved modular vault, meeting 
the requirements of Federal Standard (FED-STD) 832 and the 
physical security standards outlined in reference (e).   
 
    e.  Secret information shall be stored by one of the 
following methods:  
 
        (1) In the same manner as prescribed for Top Secret 
information.  
 
        (2) In a GSA-approved security container or vault built 
to FED-STD 832 specifications, without supplementary controls.  
 
        (3) In an open storage area meeting the requirements of 
reference (c), provided ARS has determined in writing that 
security-in-depth exists, and one of the following supplemental 
controls is utilized:  
 
            (a)  An employee cleared to at least the Secret 
level shall inspect the open storage area once every 4 hours.  
 
            (b)  An IDS meeting the requirements of reference 
(e) with an IDS response time of 30 minutes or less.  
 
    f.  Confidential information shall be stored in the same 
manner as prescribed for Top Secret or Secret information except 
that supplemental controls are not required.  
 
    g.  Security Container Information.  Security Coordinators 
will coordinate with ARS’s Physical Security Specialist to 
ensure the following: 
 
        (1) Combinations of security containers are given only 
to personnel who possess the appropriate security clearance and 
need-to-know. 
 
        (2) Combinations are changed when first placed in use, 
when an individual knowing the combination no longer requires 
access, unless other sufficient controls exist to prevent that 
individual’s access to the lock or when the combination has been 
subjected to compromise.  
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        (3) Utilize Appendix F to maintain a record for each 
security container, showing the location of each, the names, 
home addresses, and home telephone numbers of the individuals 
having knowledge of the combinations and who are to be contacted 
in the event the security container is found unattended.   
 
        (4) Part 1 of SF 700 is not classified but contains 
personally identifiable information (PII) that shall be 
protected by sealing Part 1 in an opaque envelope (not provided 
as part of the SF 700) conspicuously marked “Security Container 
Information” and stored in accordance with SF 700 instructions. 
If the information must be accessed during non-duty hours and a 
new opaque envelope is not available to replace the opened one, 
the original envelope should be temporarily resealed, to the 
extent possible, until Part 1 can be placed in a new envelope 
the next working day. 
 
        (5) Part 2 of SF 700, when completed, is classified at 
the highest level of classification authorized for storage in 
the security container.  It shall be sealed and stored in 
accordance with SF 700 instructions.  The classification 
authority block shall state “Derived From: 32 CFR 
2001.80(d)(3),” with declassification upon change of 
combination. Part 2 of the SF 700 will only be stored by HQMC 
Physical Security. 
 
        (6) A security violation may be issued if classified 
information is secured in a security container that does not 
have a proper SF 700 on record with ARS. 
 

NOTE: Only the HQMC/ARS Physical Security Specialist is 
authorized to change combinations. 

 
    
14.  Security Checks. A security check will be conducted at the 
end of the working day, ensuring all classified material is 
properly secured. Appendix D will be used to ensure that the 
following actions have been taken: 
 
    a.  All classified material is stored in the manner 
prescribed. 
 
    b.  The contents of wastebaskets have been checked for 
classified material. (NOTE: Burn bags and wastebaskets should 
not be adjacent to each other). 
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    c.  Classified notes, rough drafts, and similar items are 
properly secured or destroyed. 
 
    d.  Security containers have been locked by the responsible 
custodians.  Appendix E will be used as a record of security 
container locking and double checks to ensure they are locked.  
(The dial of combination locks must be rotated at least four 
complete times in the same direction when securing safes). 
 
    e.  SF 701s and 702s may be destroyed 30 days after the last 
entry unless they are used to support an ongoing security 
inquiry or investigation. 
 
15.  Residential Storage 
 
    a.  Classified information may not be removed from 
designated areas for work at home, or any other reason not 
identified in section 17 “Transmission” of this chapter, unless 
authorized by DMCS. 
 
    b.  Residential storage will not be considered unless a 
critical operational requirement exists.  When an agency 
preliminarily determines that an operational requirement exists, 
a formal request for residential storage must be routed to the 
DMCS (via ARS and AR for endorsement) for approval.  The DMCS 
decision to approve residential storage will be based on the 
following: 
 
        (1) A critical operational requirement exists.   
 
        (2) Classified security information will be stored in a 
GSA approved container.   
 
    c.  A physical security survey must be conducted to 
determine if the residence meets the physical security standards 
for the storage and processing of classified information. 
 
    d.  Agencies shall develop, maintain, and disseminate 
written instructions outlining protection procedures for the 
classified information.  These instructions must include the 
following: 
 
        (1) Authorized personnel must maintain control of the 
information at all times when it is not secured in the GSA-
approved security container. 
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        (2) Maintain a record of the classified information that 
has been authorized for residential storage.  Provide a copy of 
this record to classified information recipient and ARS.  The 
words “RESIDENTIAL” should be annotated on this document.      
 
        (3) Reporting procedures in the event of a compromise of 
classified security information. 
 
        (4) Courier acknowledgement and responsibilities during 
the transportation of the classified information.    
 
    e.  Removal of classified information for residential 
storage or use without prior approval from the DMCS constitutes 
a Security Violation and will warrant suspension of access and a 
Security Inquiry.        
 
16.  Dissemination 
 
    a.  Classified information may be disseminated to other U.S. 
government entities without the consent of the originator as 
long as the following conditions apply:  
 
        (1) The criteria for access as outlined in Chapter 5 are 
met.  
 
        (2) The classified information is NOT marked as 
requiring prior authorization for dissemination to another 
department or agency.  For example, the marking “Originator 
Controlled”, or “ORCON,” is used to identify information that 
requires authorization from the originator prior to 
dissemination beyond the original recipient.  
 
        (3) The document was created ON or AFTER 27 June 2010, 
the effective date of Part 2001 of Title 32, Code of Federal 
Regulations.  
 
        (4) Documents created BEFORE 27 June 2010 may not be 
disseminated outside of the Department of Defense without the 
originator’s consent.  Additionally, documents created on or 
after 27 June 2010, whose classification is derived from 
documents created prior to that date, and where the date before 
27 June 2010 of the classified source(s) is readily apparent 
from the source list, shall not be disseminated outside of the 
Department of Defense without the originator’s consent.  
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        (5) Classified information originating in, or provided 
to or by, the Department of Defense may be disseminated to a 
foreign government or an international organization of 
governments, or any element thereof, pursuant to Executive Order 
(EO) 13526, “Classified National Security Information”, Part 
2001 of Title 32, Code Federal Regulations, and DoD Directive 
5230.11, “Disclosure of Classified Information to Foreign 
Governments and International Organizations”. 
 
        (6) Dissemination of classified information to state, 
local, tribal and private sector officials pursuant to EO 13549 
“Classified National Security Information Program for State, 
Local, Tribal and Private Sector Entities” shall be in 
accordance with implementing guidance issued by the Department 
of Homeland Security.  
  
    b.  Foreign Disclosure.  Classified information may only be 
shared with foreign governments when there is a clearly defined 
benefit to the U.S. Government.  Disclosure of such information 
can be made only by a Designated Disclosure Authority (DDA) or 
in accordance with a Delegation of Disclosure Authority Letter 
(DDL) issued in support of a specific international agreement. 
 
        (1) Foreign Visitors must have either a Foreign Visit 
System (FVS) request submitted through their embassy or be on 
Invitation Travel Orders (ITO) and vetted accordingly before 
access can be given.  Official visits include one-time, 
recurring, and extended visits.  Upon receipt of a foreign visit 
request, Security Coordinators will ensure their agency can 
support the visit and that it will not conflict with other 
scheduled functions or operational activities.  In addition, 
Security Coordinators will ensure a U.S. Contact Officer/Escort 
has been identified within the receiving agency.  Identify the 
expected level of CMI or CUI to be disclosed or released in 
conjunction with the visit.  Conduct verification of 
identification (ID) credentials to include physically viewing a 
photo ID of the visitor.  The ID must contain an ID number, date 
of birth, and nationality.  A foreign passport is the preferred 
form of official ID, but any other form of official ID which 
contains the above specified information is acceptable.     
 
        (2) Foreign Disclosure and release actions are conducted 
in accordance with reference (k).  For questions regarding 
foreign disclosure contact DC, PP&O, International Affairs 
Branch (PLU) at (703) 692-4342. 
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    c.  Security Review of DoW Information Intended for Public 
Release 
 
        (1) Per reference (c) must maintain liaison with the 
HQMC Public Affairs Office (PAO) Information System Security 
Manager (ISSM), and Operations Security (OPSEC) Officer to 
ensure that proposed press releases and information intended for 
public release are subjected to a security review. 
 
        (2) Per DoD Instruction 5230.09 “Clearance of DoD 
Information for Pubic Release”, “Any official DoD information 
intended for public release that pertains to military matters, 
national security issues, or subjects of significant concern to 
the DoW will undergo a prepublication review before release.” 
Information intended for placement on publicly accessible 
websites or computer servers is considered “release” and 
requires the same prepublication review.  Documents proposed for 
public release shall first be reviewed at the agency level as 
required by SECNAVINST 5720.44B “Public Affairs Policy and 
Regulation” and may or may not be found suitable for public 
release without higher level consideration. 
 
        (3) The following actions will be taken before the 
release of DoD information to the public:  
 
            (a) Agencies are authorized to publically release 
information that is entirely within the agency’s misson and 
scope.  Each agency is responsible for conducting a review of 
material proposed for public release. 
 
            (b) Once the information has been indentified to be 
released to the public, it must be forwarded to the Director, 
Public Affairs Division, Media Branch for review.  This review 
is part of an overall public release process and is coordinated 
by ARS in consultation with command subject matter experts. 
 
17.  Transmission.  Agencies shall ensure that only 
appropriately cleared personnel (or authorized carriers) mail, 
transmit, transport, escort, or hand-carry classified 
information.  The selected means of transportation should 
minimize the risk of a loss or compromise while permitting the 
use of the most cost-effective mode of conveyance. Secure, 
electronic channels (SIPRNet and Joint Worldwide Intelligence 
Communications System [JWICS]) are the absolute preferred method 
of transmitting classified information out of the building. 
Professional carriers such as Defense Courier Service, USPS, 
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FedEx ®, and UPS ® are the second preference. Non-professional 
(cleared personnel with courier authorization) are generally the 
least preferred method. 
 
    a.  Any agency considering mailing classified information 
must bring the material to ARS for a review.  The following 
guidelines apply: 
 
        (1) Provide ARS with three address labels (not affixed 
to the envelopes) for the destination organization. Provide the 
name and phone number of the cleared individual who will receive 
the package at the destination. 
 
        (2) When the package has been mailed, ARS will notify 
the sender and provide the tracking number. 
 
        (3) Internal messenger envelopes (guard mail) ARE NOT 
authorized for the transmission of classified material.  Do not 
use guard mail envelopes as the outer envelope when transmitting 
classified material by any means.  Security Coordinators must 
ensure that all personnel are aware of this prohibition. 
 
        (4) All incoming registered mail must be sent to the 
following address: COMMANDANT OF THE MARINE CORPS HQMC (CODE 
ARS) 3000 Marine Corps Pentagon, Room 2A288A, Washington, DC 
20350-3000 
 
        (5) If classified mail arrives to an address other than 
the above address, that mail must be promptly delivered to ARS, 
room 2A288A, for accountability. 
 
        (6) Further guidance can be obtained by contacting ARS 
at (703) 614-3609.   

 
    b.  Telephone.  Classified information can only be discussed 
or transmitted on approved secure phones such as Secure 
Telephone Equipment (STE), Secret-Voice over Internet Protocol 
(S-VoIP), and Sectera vIPer phone.  

 
    c.  Hand-Carry.  Appropriately cleared and briefed personnel 
may be authorized to escort or carry classified information 
between locations only when all other means of transmission or 
transportation cannot be used.  Agencies shall establish 
procedures to ensure that hand-carrying of classified material 
is minimized to the greatest extent possible and does not pose 
an unacceptable risk to the information.   



HQMC IPSP SOP 
 

 
Enclosure (1) 

 
4-22 

 

 
        (1) All personnel that courier COMSEC material and 
equipment must be designated in writing and receive specific 
written instructions for the safeguarding of the COMSEC material 
and equipment entrusted to them.  Courier personnel must comply 
with all storage, safeguarding, transmission and transportation 
requirements.  Contact the HQMC EKMS manager (in ARS) for 
additional instructions for transporting of COMSEC material.   
 
        (2) Classified material may not be removed from the 
Pentagon, ASC, or Marsh Center without a proper courier card and 
without proper packing and protection. Furthermore, no material 
may be carried outside of an office space unless it is properly 
covered and safeguarded, per the daily control measures outlined 
in section 9 of this chapter.   
 
        (3) Hand-carrying may be authorized only when:  
 
            (a) The information is not available at the 
destination and operational necessity requires it.  
 
            (b) The information cannot be sent via a secure e-
mail, facsimile transmission or other secure means.  
 
            (c) Arrangements have been made for secure storage 
of the classified information at a U.S. Government or cleared 
U.S. contractor facility.  
 
        (4) Requests for Courier Authorization Cards, DD Form 
2501, (military and civilian) and Courier Letters (DoW 
Contractor) are submitted through the Security Coordinator to 
ARS via ESSRP.  Security Coordinators will verify security 
clearance information using DISS prior to submission of the 
request.  The DD Form 2501 will be issued for no more than 2 
years at a time, and the courier letter will be issued to 
contactor personnel for no more than one year.  The requirement 
for authorization to hand-carry classified information shall be 
reevaluated upon expiration and a new card/letter issued, if 
appropriate.  Requests to hand-carry SCI must be routed through 
HQMC SSO.  
 
        (5) All personnel authorized to hand-carry classified 
information must read and sign the agreement (refer to Appendix 
I).  
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        (6) Preparation of Material.  When mailing or hand-
carrying classified information, it shall be enclosed in two 
opaque, sealed envelopes, wrappings, or containers, durable 
enough to properly protect the material from accidental exposure 
and facilitate detection of tampering.   
 
            (a) Prepare, package, and securely seal classified 
material in ways that minimize risk of accidental exposure or 
undetected deliberate compromise.  To minimize the risk of 
exposure of classified information, pack the documents so that 
classified material is not in direct contact with the inner 
envelope or container (e.g., fold so classified material faces 
together or use a coversheet).  
  
            (b) When classified material is hand-carried outside 
an activity, a locked briefcase or pouch may serve as the outer 
wrapper.  The locked briefcase or zippered pouch must be made of 
canvas or other heavy-duty material and having an integral key-
operated lock.  Pouches or Briefcases can be purchased through 
the local Supply Chain utilizing HQBN Supply or locally through 
the VIB Store located inside the Pentagon. 
 
        (7) Hand-Carrying or Escorting Classified Information on 
Commercial Aircraft.  Though reference (e), written in 2012, 
stipulates requirements for hand-carrying classified material 
aboard domestic and international flights, ARS prohibits this 
practice. As noted above, numerous other methods of secure 
transmission are currently available.  Commercial airline travel 
by non-professional couriers presents an unacceptable level of 
risk.  If an agency Chief of Staff, Executive Assistant, or 
equivalent, determines that a mission imperative requires hand-
carrying on commercial aircraft, a request for authorization must 
be sent via SIPRNet to the HQMC Security Manager for 
consideration.  Final authority resides with the DMCS. 
 
18.  Destruction.  Classified documents and material identified 
for destruction shall be destroyed completely, to prevent anyone 
from reconstructing the classified information, according to 
procedures and methods outlined in reference (e).  Methods and 
equipment used to routinely destroy classified information 
include burning, crosscut shredding, wet pulping, mutilation, 
chemical decomposition or pulverizing.  Methods used for 
clearing, sanitization or destruction of classified IT equipment 
and media include overwriting, degaussing, sanding, and physical 
destruction of components or media. 
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    a.  Documents and other material identified for destruction 
shall continue to be protected as appropriate for their 
classification until actually destroyed.  
 
    b.  Only equipment on an evaluated products list (EPL) 
issued by National Security Agency (NSA) may be used to destroy 
classified material.  EPLs for paper shredders, punched tape 
destruction devices, optical media destruction devices [for 
compact discs (CDs) and digital video discs (DVDs)], degaussers 
(for magnetic media sanitization), and disintegrators (for paper 
and punched tape material) may be obtained by calling (410) 854-
6358, or found on the NSA website. 
 
        (1) Unless determined otherwise by NSA, equipment 
removed from the EPL may be used for destruction of classified 
information for up to six years from the date of its removal 
from the EPL. 
  
        (2) When equipment needs to be replaced or otherwise 
requires a rebuild or replacement of a critical assembly (e.g., 
shredder blade assembly), the unit must be replaced with one 
listed on the appropriate EPL. 
 
    c. Destruction Procedures.  Agencies shall establish 
procedures to ensure that all classified information intended 
for destruction is only destroyed by authorized means and 
appropriately cleared personnel.  
 
        (1) Classified information shall be controlled in a 
manner designed to minimize the possibility of unauthorized 
removal and/or access.  A burn bag may be used to store 
classified information awaiting destruction within a classified 
office space.  Seal and safeguard each burn bag per this SOP 
until destroyed.     
 
    d.  Records of Destruction. A record of destruction is not 
required for Secret and Confidential information except for 
special types of classified information in accordance with 
reference (e). For Top Secret the following procedures will be 
followed: 
 
        (1) Two-Person Integrity (TPI) is required for the 
destruction of Top Secret material.  Both witnesses must sign 
when the Top Secret material is placed in a burn bag or actually 
destroyed (refer to Appendix G). 
 



HQMC IPSP SOP 
 

 
Enclosure (1) 

 
4-25 

 

        (2) Records of destruction for the Top Secret material 
will be documented in the CDCC, attaching the completed OPNAV 
5511/12 to the CDCC record.  A copy of the OPNAV 5511/12 will be 
provided to ARS.   
 
    e.  Classified HDDs. Classified HDDs will be destroyed in 
accordance with reference (e) and the HQMC SIPRNET Inventory 
Control Program. 
 
    f.  Burn Bags. Burn Bags must be marked and safeguarded in 
accordance with the highest classification level of the 
information contained within.  In the Pentagon, burn bags can be 
delivered (hand-carried in accordance with paragraph 17.c. 
above) for destruction to room 1E286.  Hours for collection are 
posted on the door.  At the ASC, burn bags are collected every 
Thursday from 0815-0830, at the building #12 loading dock.  A 
completed destruction record must accompany the bags (refer to 
Appendix K).  Each bag must adhere to the following guidelines: 
 
        (1) Weigh less than 10 pounds.  

 
        (2) Filled not more than 3/4 full (so the top of the bag 
can be folded and stapled close). 
 
        (3) The following information must be annotated on the 
outside of the bag: organization, phone number, and highest 
classification of material in the bag. 

 
        (4) Burn bags that contain media other than paper (i.e., 
cds, dvds, etc.), must be separated and marked as “SPECIAL 
BURN”. 
 
        (5) Do not use burn bags for garbage or anything other 
than classified material for destruction.  Any burn bag found 
containing unauthorized material will be returned. 
 
19.  Access Rosters 
 
    a.  Access rosters identify personnel authorized to enter a 
controlled access area in the performance of their duties and 
must be signed by the Commanding Officer, Deputy 
Commandant/Director, or designated representative.  Rosters must 
be posted on a wall inside the space, near the main entrance, 
and not visible from the exterior.  
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    b.  Unaccompanied access rosters identify those persons 
authorized to open/close a controlled access area utilizing a 
PIN.  Unaccompanied access is limited to persons for essential 
operations and requires those persons to be cleared and/or 
screened prior to access being granted.  These rosters will be 
signed by the Commanding Officer, Security Coordinator, agency 
Deputy Commandant/Director, or By Direction Authority of the 
functional area. Rosters will be posted on the interior wall of 
a designated space adjacent to the main entry point and will not 
be visible from the exterior.   
 
20.  Hosting Classified Meetings.  Meetings and conferences 
involving classified information present special vulnerabilities 
to unauthorized disclosure.  The Head of the agency shall 
establish specific requirements for protecting classified 
information at sponsored meetings and conferences, to include 
seminars, exhibits, conferences, conventions, training classes, 
workshops, or other such gatherings, during which classified 
information is disseminated.  
 
    a.  Agencies hosting a classified meeting in support of a 
conference, seminar or working group are required to use spaces 
in DoD cleared facilities whenever possible.  The use of these 
cleared spaces helps reduce the risk associated with classified 
sessions such as, unauthorized disclosure, or loss or compromise 
of classified information.  The guidance below is provided to 
aid those responsible for the coordination of such meetings and 
provides instruction for such cases when DoW facilities are 
inadequate or unavailable.  
 
    b.  The term “visitor” is defined as any person not 
permanently attached to the hosting command.  The Defense 
Information System for Security (DISS) is the application used 
for Visitor Requests.   
 
        (1) All visiting personnel who are scheduled to attend a 
sponsored classified meeting or conference must have command 
sponsored visit requests submitted through DISS to the 
appropriate command Security Management Office (SMO) Code. 
 
        (2) Visit requests must list a start and end date, POC 
for the meeting, the level of classification, and reason for the 
visit.  Prior to gaining access into the meeting, visit requests 
must be verified in DISS by the hosting agency.  
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        (3) In situations where meetings or conferences will 
contain both classified and unclassified briefs, there must be a 
distinct separation between the two.  Those individuals that do 
not possess the proper clearance level must be removed from the 
briefing before discussion of any classified information is 
conducted.  The briefer must be aware of the specific time each 
classified period will begin. 
 
        (4) Ensure that attendance is limited to U.S. Government 
personnel and/or cleared DoD contractor employees.  Any 
participation by foreign nationals or foreign representatives 
must be approved, in writing, by the HQMC Foreign Disclosure 
Officer prior to attendance to ensure the information has been 
authorized for foreign disclosure.  The HQMC Foreign Disclosure 
Officer, DC, PP&O, PLU can be reached at (703) 692-4342. 
  
    c.  Notes taken during classified sessions must be treated 
as classified information and protected as outlined in section 
17 of this chapter.  Note taking should be restricted during the 
classified portions of the brief.  Individuals attending the 
brief, who wish to obtain the classified portion, may contact 
the briefer and request the information be sent via SIPRNet, 
mailed or faxed via secure means.  If note taking is allowed, 
these working papers must be dated and marked at the top and 
bottom with the overall classification of the information and 
destroyed or converted into a final product within 180 days.  
 
    d.  A security brief is required at the beginning of each 
meeting day to remind those in attendance of their individual 
responsibilities to protect classified information which 
includes: 
 
        (1) Discussions of classified information disclosed at 
the meeting are only authorized in any areas designated at the 
same level of the information to be discussed. 
 
        (2) Ensure attendees do not allow personnel through the 
door if not recognized and no perimeter guard is present. 
 
        (3) All electronic devices that have radio frequency, 
wireless, video camera and storing capabilities must be powered 
off and stored externally during classified briefings. 
 
        (4) After any classified session, the hosts must ensure 
the area has been thoroughly searched for classified material 
left in the room.  Burn bags or other appropriate destruction 
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equipment should be available in the event classified 
information is discovered. 
 
        (5) An information package should be provided to each 
participant before the brief commences, to inform individuals of 
Department of the Navy and Marine Corps security policies and 
procedures. 
 
    e.  Handling, Safeguarding and Storage 
 
        (1) Discourage briefers from hand carrying classified 
material (printed documents or removable media) for the brief.  
Instead, encourage them to send all briefs via SIPRNet or mail.  
If someone must hand carry classified information, coordinate 
with the briefer for storage of the material once he/she has 
arrived.  Stress that no information is to be left in 
automobiles or hotels to include safes and ensure courier 
authorization has been issued in card or letter form by the 
Security Manager. Section 17, “Transmission”, of this SOP 
applies. 
 
        (2) Distribution of classified material is discouraged.  
If briefs or media will be handed out to participants, these 
items must be numbered (1 of xx) and collected upon the 
conclusion of the classified portion.  Classified information 
should be distributed over the SIPRNet whenever possible. 
 
        (3) Classified information moving throughout a DoW 
cleared facility must bear a Standard Form cover sheet, (e.g., 
SF 703 Top Secret, 704 Secret, and 705 Confidential).  If 
leaving the DoD cleared facility, the information must be double 
wrapped, and courier authorization must be carried at all times.  
Further guidance on the proper procedures to safeguard and 
transport classified information is outlined in section 17 
above. 
     
21.  Compromise and Other Security Violations.  Protection of 
classified information is essential to maintaining security and 
achieving mission success at HQMC.  Security incidents must be 
promptly reported, especially those involving classified 
information.  The incident must be thoroughly investigated, and 
necessary actions taken to negate or minimize any adverse 
effects to national security. The agency’s security education 
and awareness program should be tailored to accordingly to 
prevent reoccurrence.  In cases where compromise has been ruled 
out and there is no adverse effect on national security, a 
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commonsense approach to the early resolution of an incident at 
the lowest appropriate level is encouraged.  All security 
incidents involving classified information shall involve a 
security inquiry, a security investigation, or both. 
 
    a.  The terms associated with security incidents are: 
 
        (1) Practices Dangerous to Security (PDS).  Certain 
practices dangerous to security, while not reportable as 
security incidents, have the potential to jeopardize the 
security of classified information and material if allowed to 
continue. 
 
            (a) Examples of PDS include: 

 
                1.  Placing a paper recycling box next to a 
classified copier or placing burn bags next to unclassified 
trash containers. 
  
                2.  Stopping at a public establishment to 
conduct personal business while hand-carrying classified 
information. 
 
                3.  Failing to change security container 
combinations promptly when required. 
 
                4.  Failing to both arm the IDS and properly 
secure the exterior door combination lock to a secure space.   
 
                5.  An authorized person allowing an 
unauthorized person to follow them into a restricted or secure 
area (commonly referred to as “piggybacking” or “tailgating”).  
 
            (b) These practices must be promptly addressed by 
security management so that appropriate actions can be taken to 
ensure the security of classified NSI. 
 
        (2) Infraction.  An infraction is a security incident 
that is not reasonably expected to, or does not, result in the 
loss or compromise of classified information. An infraction may 
be unintentional or inadvertent.  While it does not constitute a 
security violation, if left uncorrected it can lead to security 
violations or compromises.  An infraction requires an inquiry to 
facilitate immediate corrective action but does not require an 
in-depth investigation.  
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        (3) Violation.  Violations are security incidents that 
indicate knowing, willful, and negligent disregard for security 
regulations, and result in, or could be expected to result in, 
the loss or compromise of classified information.  Security 
violations require an inquiry and/or investigation.  
 
            (a) Compromise.  A compromise is a security 
violation that resulted in an unauthorized disclosure of 
classified information.  
 
            (b) Loss.  A loss occurs when classified information 
cannot be physically located or accounted for (e.g., classified 
information/equipment is discovered missing during an audit and 
cannot be immediately located).  
  
        (4) Inquiry.  An inquiry is a fact-finding and analysis 
conducted to determine whether there was a loss of classified 
information or whether unauthorized personnel had, or could have 
had, access to the information.  The inquiry identifies the 
facts, characterizes the incident as an infraction or a 
violation, and identifies, if possible, the cause(s) and 
person(s) responsible.  The inquiry must also recommend 
corrective actions and identify if a more in-depth investigation 
is necessary.   Generally, inquiries are initiated and conducted 
at the lowest echelon possible. 
  
        (5) Investigation.  An investigation is conducted for a 
security violation when the incident cannot be resolved via 
inquiry or for incidents where an in-depth and comprehensive 
examination of the matter is appropriate. 
 
    b.  Anyone finding classified information out of proper 
control shall, if possible, take custody of and safeguard the 
material, notify their Security Coordinator, who will inform 
ARS.  Secure communications (e.g., in person in a secure area or 
via email on a classified network) must be used for notification 
to prevent further compromise. 
 
    c.  Agencies must immediately notify ARS of all instances 
involving loss, compromise, or potential compromise of 
classified information.  ARS may then conduct a preliminary 
inquiry (PI) to confirm the reported facts and circumstances of 
the possible unauthorized disclosure or incident. 
 
    d.  Security Inquiries (SI).  When an incident is confirmed, 
ARS will notify the head of the agency to initiate an SI to 
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promptly determine the facts and circumstances of the incident, 
and to characterize the incident as an infraction or a 
violation.  The following procedures will be followed for each 
security inquiry: 
 
        (1) Agency heads will appoint in writing an inquiring 
official (IO). The IO must not be the Security Coordinator, or 
anyone involved with the incident. The IO must have a security 
clearance eligibility and access commensurate to the 
classification level of the information involved.  The IO must 
also be of sufficient rank or paygrade to effectively conduct 
the SI. A copy of the appointment letter will be provided to 
ARS. Refer to Appendix L for a sample letter. 
 
        (2) The inquiry shall be initiated and completed within 
10 working days upon initial discovery of the incident, as 
directed by reference (a).  If completion of the inquiry will be 
delayed beyond the 10 days, the agency or IO must request an 
extension from the HQMC Security Manager. Refer to Appendix M 
for a template. 
 
        (3) The IO must make every effort to keep the SI report 
unclassified.  In concluding the report, the SI must make 
recommendations for additional actions.  The report must 
accurately identify the classified information, material, or 
equipment that was lost or compromised. 

 
        (4) Completed SI reports must be endorsed by the agency 
head and forwarded to the Branch Head of ARS. The endorsement 
must state concurrence or non-concurrence with the 
recommendations of the inquiry and if additional action is 
warranted. 
 
        (5) ARS will review the inquiry and provide additional 
guidance as needed to the agency.     
 
        (6) If an individual is found responsible for the 
incident, ARS will submit an incident report in DISS for that 
individual.  Additional actions may be warranted (i.e., 
Suspension of Network Access, Suspension of Access to Classified 
Information, Issuance of Non-Punitive Letter of Caution, Letter 
Reprimand, or Letter of Suspension). 
 
    e.  Security Investigations.  If the circumstances of an 
incident require further investigation (following, or in lieu of 
an inquiry), either the head of the agency or the HQMC Security 
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Manager will appoint an investigating officer (IO) to conduct 
that investigation and, as appropriate, provide recommendations 
for any corrective or disciplinary actions.  
 
        (1) The IO shall be sufficiently senior in rank/grade, 
commensurate with the seriousness of the incident; have an 
appropriate security clearance; have the ability to conduct an 
effective investigation; and shall be someone unlikely to have 
been involved (directly or indirectly) with the incident.  
 
        (2) As an investigation may lead to administrative or 
disciplinary action, the evidence developed should be 
comprehensive in nature and gathered in such a manner that it 
would be admissible in a legal or administrative proceeding. 
Consult local legal counsel as needed for procedural guidance on 
conduct of the investigation. 
 
        (3) The investigation should be completed promptly 
following appointment of the IO.  Sections (2) through (6) of 
paragraph d. “Security Inquiries” are applicable.   
 
    f.  Spillage   
 
        (1) For the purposes of this SOP, a spillage (or 
“electronic spillage”) occurs when data is placed on an IT 
system lacking sufficient information security controls to 
protect the data at the required classification level.  
Spillages are considered and handled as a possible compromise of 
classified information until the inquiry/investigation 
determines whether an unauthorized disclosure did or did not 
occur.  
 
        (2) In the event of a spillage, the Security Coordinator 
will immediately inform ARS and HQMC Network Defense, 
Information Systems Branch (ARI). 
 
        (3)  The Security Manager will work in coordination with 
the Security Coordinator to review the possible spillage and 
confirm classification level, to determine follow-on actions, if 
required. 
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Chapter 5 
 

Personnel Security 
 

1.  Basic Policy.  Requests for Personnel Security 
Investigations (PSIs) shall only be submitted in cases where a 
bona fide requirement exists for access to classified 
information or assignment to a sensitive position or position of 
trust. 
 
    a.  This must be substantiated by: 
 
        (1) Billet/MOS requirements 
 
        (2) Current directive 
    
        (3) Position Description (PD) 
 
        (4) Billet Identification Code (BIC) 
 
        (5) Permanent Change of Station/Permanent Change of 
Assignment (PCS/PCA) orders 
 
        (6) Individual Augmentee (IA) billet orders 
 
        (7) Public law or other policy manual 
 
    b.  PSIs shall not be submitted based on the following: 
 
        (1) Individual desire 
 
        (2) Convenience 
 
        (3) Prior investigation 
 
        (4) To support infrequent facility access where an 
escort is feasible.  
 
    c.  No individual shall be given access to classified 
information or be assigned to sensitive duties unless a 
favorable personnel security determination has been made 
regarding their loyalty, reliability, and trustworthiness.  A 
PSI is conducted to gather information pertinent to these 
determinations.  Exceptions to this requirement are outlined in 
reference (b).  PSI requirements and definitions are as follows:  
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        (1) Tier 1 (T-1) (formerly NACI).  The T-1 is the basic 
Executive Order (EO) 10450 investigative standard for Federal 
Government Civil Service Employment suitability determinations.  
The T-1 is also used for suitability determinations under 
Homeland Security Directive-12 (HSPD-12) for the issuance of CAC 
to DoW contractor personnel.  A T-1 consists of a NAC plus 
Written Inquires from former employers and supervisors to 
references, and to schools covering the previous five years.  A 
T-1 is insufficient for determining eligibility levels for 
personnel security clearances for access to classified 
information or assignment to sensitive duties.  
   
        (2) Tier 3 (T-3) (formerly National Agency Check with 
Local Records Check (NACLC/Access National Agency Check with 
Inquires (ANACI).  T-3 is the basic EO 12968 standard for 
determination of eligibility to access to Confidential and 
Secret classified national security information.  The T-3 meets 
the investigative requirement civilian appointment to non-
critical sensitive positions and military suitability 
determinations for Navy and Marine Corps enlisted members and 
officers.   
   
        (3) Tier 5 (T-5) (formerly Single Scope Background 
Investigation (SSBI).  The T-5 is the EO 12968 investigative 
standard for determinations of eligibility to access Top Secret 
classified national security information and SCI access 
eligibility determinations.  The T-5 is also the basis for 
determinations of eligibility to occupy critical-sensitive or 
special-sensitive national security positions.   
 
    d.  If an agency determines that the duties and access 
requirements of a billet have changed (a clearance upgrade or 
downgrade), a Table of Organization and Equipment Change Request 
(TOECR) is required. 
 
    e.  Only the HQMC Security Manager (ARS) is authorized to 
request PSIs on personnel assigned to HQMC, HH, and MCRC.  The 
scope of the investigation will be commensurate with the 
position sensitivity and level of access required for the 
position.  Only the minimum investigation to satisfy known 
requirements will be requested. 
 
    f.  Only U.S. citizens are eligible for a security 
clearance.  Security clearance eligibility for access to 
classified information will be based on a PSI prescribed for the 
level of classification. 
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    g.  Per reference (l), an updated Standard Form 86 (SF 86) 
must be submitted every 5 years to maintain requirements for the 
continuous vetting program. To ensure HQMC, HH, and MCRC 
Headquarters personnel maintain a current SF86 and eligibility, 
the following procedures will be followed: 
 
        (1) HQMC Security Office will send a notification e-mail 
30 days prior to the 5-year renewal date of the SF 86.  This 
email will allow personnel time to gather information and 
prepare all documents necessary for completion of the SF 86 
through the Electronic Application (eApp) system.  Security 
Coordinators are notified of the requirement to aid in a timely 
submission, not extending beyond 30 days.   
 
       (2) Personnel have 30 days to submit their SF86 upon 
receipt of the initial notification email and are required to 
complete the initial login within 7 days upon receipt. Failure 
to comply for reasons that cannot be supported with proper 
documentation (i.e. TAD, extended leave, etc.) will result in 
the following: 
   
            (a) Termination of the investigation request process 
and incident report submission to DCSA for failure or refusal to 
complete the required personnel security questionnaire within 
the prescribed timeframe. 
  
            (b) Denial of request or removal of access to 
classified information and assignment to sensitive duties. 
 
            (c) Suspension of swipe access to classified office 
spaces. 
 
        (3) The provisions of reference (b) mandate that the 
submission of the SF 86 is sufficient to maintain access based 
on previously assigned eligibility.  Submission of the SF 86 
allows the subject to self-report information that may not have 
been identified by CV. 
 
2.  Access.   
 
    a.  Knowledge or possession of classified information is 
authorized only for those whose duties require access. Personnel 
will not be allowed knowledge or possession of classified 
information unless the following conditions have been met:   
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        (1) Have a “need to know” (with written justification if 
the BIC is not coded for the level of access requested) at a 
particular level (Top Secret, Secret, Confidential) in order to 
perform officially appointed duties, as certified by the Command 
and the agency Security Coordinator and verified by the HQMC 
Security Manager. 
 
        (2) Personnel have executed a Standard Form 312 (SF 312) 
(refer to Appendix N) as a condition of access to classified 
information. 
 
        (3) Has been granted a security clearance eligibility 
(either temporary or final) commensurate with the level of 
access required. 

 
        (4) Has completed the HQMC Security Orientation Brief. 
 
        (5) Has completed Derivative Classification Training 
within 30 days of check-in. 
 
        (6) Read the NATO Brief, to facilitate potential access 
to NATO classified information. 
 
        (7) Access for contractors should be made according to 
the requirements of the DD 254 and guidance from the Commanding 
Officer or Deputy Commandant/Director- NOT based on the access 
granted by the contractors employing company. 

 
    b.  Agencies are responsible for ensuring all the above 
conditions are met prior to requesting access to classified 
information.  Personnel should not have access to classified 
information solely because of rank or position. 
 
3.  Temporary Access   
 
    a.  Formerly known as “Interim Access” to classified or 
sensitive information, temporary access may be granted to an 
individual whose background investigation is not complete or is 
pending eligibility adjudication.   
 
    b.  Granting temporary access is a risk management decision 
and as such requires a favorable review of all available local 
records (e.g., personnel, legal, security, base/military police, 
etc.) and the questionnaire for national security positions with 
no significant derogatory information.  Significant derogatory 
information is information that could, in itself, justify an 
unfavorable administrative action or an unfavorable security 
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determination (e.g. DUI, criminal, financial).  Personnel will 
receive a signed letter stating temporary access has been 
granted.  This letter is valid for up to one year and must be 
retained, until a favorable adjudication has been rendered. A 6-
month extension may be made, if applicable. 
 
    c.  The ultimate decision to grant temporary access will 
reside with the HQMC Security Manager.  Temporary access will 
not be granted in DISS until the investigation is received and 
opened at the Defense Counterintelligence Security Agency 
(DCSA).  
 
    d.  Temporary access will be immediately withdrawn if a 
Statement of Reason (SOR) is received from the DoW adjudication 
or vetting authorities.  
 
4.  Suspension of Access.  When questionable or unfavorable 
information concerning a covered individual is received, the 
following will take place:  
 
     a.  The Commanding Officer or agency head will make a 
recommendation to the HQMC Security Manager to suspend or limit 
an individual’s access to classified information or reassign the 
individual to non-sensitive duties pending a final eligibility 
determination by the DoD CAS.   

 
    b.  For military personnel, the CO, HQSVCBN, HH will make 
the final decision and issue letter of suspension within 10 
days. 

 
    c.  For civilian personnel, the DirAR will make the final 
decision and issue a letter of suspension within 10 days. 

 
    d.  For DoW contractor personnel, the HQMC Security Manger 
will make the final decision to deny contractor personnel access 
to areas and information for cause.  However, suspension or 
revocation of contractor security clearances can only be 
affected through DCSA.   
 
    e.  The HQMC Security Manager will report the information to 
DoD CAS via DISS and suspend access to classified information. 
 
    f.  Agency Security Coordinators will: 
 
        (1) Remove the individual’s name from all local access 
rosters and notify all co-workers of the suspension.  Special 
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care must be taken to protect the individual’s right to privacy 
and due process – provide only the name.  
 
        (2) Ensure that the combinations to classified storage 
containers to which the individual had access are changed unless 
sufficient controls exist to prevent access to the lock. 
 
        (3) Submit a request utilizing Appendix O, to ARS 
requesting to have the individual’s swipe access to Open Storage 
Secret (OSS) areas terminated. 
 
        (4) Cancel or hold in abeyance any PCS orders in 
accordance with reference (a). 
 
    g.  After suspension of access, if DoD CAS adjudicates 
favorably, that particular information may no longer be used as 
the basis for continued suspension of access.   
 
5.  North Atlantic Treaty Organization (NATO) Access.  Chapter 7 
of this SOP outlines the process for the granting of NATO 
access.   
  
6.  Continuous Vetting (CV).  A personnel security determination 
(adjudication) requires an examination of a sufficient amount of 
information regarding an individual to determine whether the 
individual is an acceptable security risk. It is not possible to 
establish with certainty if an individual will remain eligible 
for access to classified information.  In order to ensure that 
all covered individuals remain eligible for their security 
clearance, continuous vetting and evaluation is required.  When 
questionable or unfavorable information concerning a covered 
individual becomes known, the agency head or Security 
Coordinator must report it to the HQMC Security Manager. 
 
    a.  Individuals are ultimately responsible to report to 
their supervisor or security coodinator and seek assistance for 
any incident or circumstance that could affect their continued 
elgilibity for access to classified information.   
 
    b.  Co-workers have an obligation to advise their supervisor 
or agency Security Coordinator when they become aware of 
information with potenatial security clearance significance. 
 
    c.  Supervisors and managers play a critical role in 
ensuring the success of the CEP.  The goal is early detection of 
an individual’s adverse circumstance.  Supervisors must react 
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appropriately to ensure balance is maintained regarding the 
individual’s needs and national security requirements.  
 
    d.  The following types of information must be reported: 
           
        (1) Involvement in activities or sympathetic association 
with a person who unlawfully practices or advocates the 
overthrow or alteration of the United States Government by 
unconstitutional means. 
 
        (2) Foreign influence concerns and close personal 
association with foreign nationals or nations. 
 
        (3) Foreign citizenship (dual citizenship) or foreign 
monetary interest. 
 
        (4) Sexual behavior that is criminal or reflects a lack 
of judgment or discretion. 
 
        (5) Personal conduct involving questionable judgment, 
untrustworthiness, unreliability, or unwillingness to comply 
with rules and regulations, or unwillingness to cooperate with 
the security clearance process. 
 
        (6) Unexplained affluence or excessive indebtedness. 
 
        (7) Alcohol abuse. 
 
        (8) Illegal or improper drug use/involvement. 
 
        (9) Apparent mental, emotional or personality 
disorder(s). 
 
        (10) Criminal conduct. 
 
        (11) Noncompliance with security requirements. 
 
        (12) Engagement in outside activities which could cause 
a conflict of interest. 
 
        (13) Misuse of Information Technology Systems. 
 
    e.  Keys to a successful CEP are security education and 
positive reinforcement of reporting requirements in the form of 
management supporting confidentiality, and employee assistance 
referrals. 
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7.  Check-ins.  All personnel (military, civilian, and 
contractor) assigned to HQMC, HH, and MCRC who receive security 
service support, must check-in with ARS via ESSRP.  Personnel 
who do not have security clearance eligibility to access 
classified information (as noted in paragraph 3 of this chapter) 
are not authorized to work in areas where classified information 
is processed or stored.  Security Coordinators will ensure that 
during the check-in process, all personnel acknowledge 
completion of the required security briefings as outlined in 
Chapter 3 of this SOP, by initialing and signing the HQMC 
Security Briefing Sheet (refer to Appendix P).  Additionally, 
all contractor check-ins must be accompanied with a copy of the 
current signed contract to include Statement of Work (SOW), 
Visitor Authorization Request (VAR), and Contract Security 
Classification Specification (DD Form 254) (refer to Appendix 
Q), if the contractor requires access to classified information. 
  
8.  Check-out/Debriefings.  All covered personnel must complete 
a security check-out prior to departing.  The HQMC Security 
Manager has granted Security Coordinators the authority to 
complete the final security checkout of covered personnel 
assigned to their agency.  To ensure this process works 
effectively, Security Coordinators will ensure that all 
checkouts are submitted to ARS via ESSRP the same day the 
individual departs.  The holding of check-outs impedes the 
check-in process for personnel at their new command.  
Additionally, the following procedures must be followed: 
 
    a.  Military Personnel.  Read and sign the HQMC Command 
Debriefing Form (refer to Appendix R), the NATO Briefing 
Certificate (refer to Appendix S, if applicable), the Security 
Termination Statement (refer to Appendix T), if retiring or 
separating, and surrender the Courier Card (if applicable).  
 
    b.  Civilian Personnel.  Read and sign the HQMC Command 
Debriefing Form (refer to Appendix R), the NATO Briefing 
Certificate (refer to Appendix S, if applicable), the Security 
Termination Statement (refer to Appendix T), if retiring or 
separating, surrender the Courier Card (if applicable), and the 
CAC (if retiring or leaving DoW). 
 
    c.  Contractor Personnel.  Read and sign the HQMC Command 
Debriefing Form (refer to Appendix R), the NATO Briefing 
Certificate (refer to Appendix S, if applicable), surrender the 
Courier Card Letter (if applicable), and the CAC. 
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    d.  Upon completion of the security checkout, the Security 
Coordinator will deliver all DoW credentials and Courier 
Card/Courier Letter (if applicable) to ARS, room 2A288A.         
 
    e.  Security Coordinators will retain a copy of the Security 
Debriefings Forms for two years from date of checkout.  Security 
debriefing forms are subject to inspection during Security 
Assessments and Unannounced Security Visits.  
 
    f.  Agencies that fail to comply with the provisions of this 
SOP may forfeit the privilege of conducting internal security 
checkouts.  Covered personnel must then report to ARS for 
checkout with an escort provided by the agency.    
 
    g.  Covered personnel will be debriefed when one of the 
following conditions occurs: 
 
        (1) Prior to termination of active military service or 
civilian employment, temporary separation for 60 days or more, 
including sabbaticals and leave without pay.   
 
        (2) At the conclusion of the access period when a 
Limited Access Authorization has been granted. 
 
        (3) When a security clearance is revoked for cause. 
 
        (4) When access is administratively withdrawn. 
 
        (5) When a Marine or civilian transfers, executes PCS 
orders, or otherwise permanently departs HQMC, HH, or MCRC and 
no longer requires access to classified material. 
 
        (6) A debriefing will also be given, and a Security 
Termination Statement signed, when a covered individual was 
inadvertently exposed to information which that person was not 
eligible to receive. 
 
9.  Building Access    
 
    a.  Pentagon.  Pentagon building access is controlled by 
PFPA.  Personnel requiring access to the Pentagon at least 3-5 
times a week, must contact their Security Coordinator or their 
Command Security Manager for assistance and must fall into one 
of the below categories to obtain non-sponsored Pentagon 
building access: 
 
        (1) Permanent personnel that fall under HQMC. 
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        (2) Personnel authorized by their command Security 
Manager via NAVMC 943 (refer to Appendix U).     
 
    b.  National Capitol Region (NCR).  For personnel to have 
NCR building access coded on a CAC, please contact the 
appropriate agency Security Coordinator for assistance.    
 
    c.  Continuity of Operations Planning (COOP).  For personnel 
to have COOP authorization coded on a CAC, please contact the 
appropriate agency Security Coordinator for assistance.  
Security Coordinators must verify that personnel are listed on 
the COOP Roster by contacting DC, PP&O, Current Operations 
(POC), at (717) 878-3526.  
 
    d.  Sponsored Pentagon Building Access.  Sponsorship for 
Pentagon Facility Access Card (PFAC) for Non-CAC eligible 
personnel and placement on the Pentagon Visitor Access must be 
requested via ESSRP utilizing Appendix V and Appendix W. 
 
        (1) Agencies must not submit requests directly to the 
Pentagon Access Control Branch (PACB).  Improperly granting 
access to the Pentagon or Pentagon Reservation constitutes a 
security violation. 
 
        (2) Personnel meeting the requirement (i.e., frequent 
access to the Pentagon, at least 3-5 times a week) to be issued 
a PFAC, will have an expiration date not exceeding 1 year.   
 
        (3) PFAC may be issued to the following personnel:  
 
            (a) Retired General Officers. 
 
            (b) Spouses of active duty General Officers and 
Senior Executive Service personnel.  
 
            (c) DoW Contractors under formal contract with an 
agency but not eligible for a CAC. 
 
            (d) Consultants – Individuals, not under a formal 
contract an agency, who provide professional or technical 
assistance. 
 
        (4) The following personnel (not eligible for a PFAC) 
can be placed on the Pentagon Visitor Access Roster, for a 
maximum of 6 months:     
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            (a) Off Site Contractor - Contractors (under formal 
contract with an agency) who do not visit the Pentagon at least 
3 times a week. 
 
            (b) Consultants – Individuals, not under formal 
contract with an agency, who provide professional or technical 
assistance but do not visit the Pentagon at least 3 times a 
week. 
  
        (5) All personnel who are sponsored must read and sign 
acknowledging their understanding and agreement for access to 
the Pentagon and Pentagon Reservation to conduct official U.S. 
Government business only.  Any attempt to gain access and engage 
in activities outside the scope of official business is grounds 
for: 
 
            (a) Immediate confiscation of the PFAC or removal 
from the Pentagon Visitor Access Roster. 
 
            (b) Withdrawal of HQMC sponsorship of the 
individual’s visitor access. 
 
            (c) Denial of continued and future access to the 
Pentagon and Pentagon Reservation. 
 
        (6) Agencies that sponsor personnel must establish an 
internal SOP for the process.  The SOP must include, at a 
minimum, the following requirements:  
 
            (a) The Security Coordinator must certify that each 
sponsored individual granted access to the Pentagon and Pentagon 
Reservation conducts, participates in, or facilitates official 
U.S. Government business.   
 
            (b) Ensure that each sponsored individual signs an 
acknowledgement document. 
 
            (c) Agencies must maintain a copy of the sponsorship 
letter and acknowledgement form in accordance with records 
management requirements. 
 
    e.  Removal of Pentagon building access is accomplished 
during checkout or when no longer required. 
 
10.  Visitor Control.  For security purposes, the term “visitor” 
is defined as any person not assigned to or employed by HQMC.  
Heads of Agencies are responsible for the conditions under which 
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visits are permitted.  These conditions must ensure the 
safeguarding of classified information. 
 
    a. All visitors to the Pentagon must be entered into the 
Pentagon Visitor Sponsor Portal via the link below.  The visitor 
will not be allowed to enter the Pentagon until PFPA has 
approved the visit. Sponsor will submit a visit via the 
following link: https://visitorsponsor.pfpa.mil/Invite/. 
 
    b.  Visits not involving discussion of classified 
information or entry into secure areas only require PFPA 
approval as noted above.  Visits involving discussion of 
classified information require a formal request to the agency 
involved.  All agencies outside of HQMC must submit their visit 
request via DISS to the appropriate command SMO Code. Security 
Coordinators are responsible for ensuring that all visiting 
personnel have the proper security clearance upon arrival.  If 
the visitor does not have a “Person” category in DISS, a Visitor 
Authorization Letter (VAL) on command/organization/company 
letterhead with the name; address; telephone number; assigned 
Commercial/Government Entity (CAGE) Code (if applicable), must 
be submitted, with the following information:  name, SSN, DOB, 
POB, citizenship, access level required, contract number (if 
applicable), and visit dates (not to exceed one year), 
 
    c.  Monitor the movement of all visitors and inform 
personnel to protect classified information.  When escorts are 
used, they must ensure all visitors have access only to 
information they have been authorized to receive. 
 
    d.  Personnel expecting to host Foreign Visitors must notify 
their Security Coordinator as early as possible in the planning 
stages. The Security Coordinator should then immediately notify 
the HQMC Security Manager and Foreign Disclosure Officer (PLU).  
For further guidance refer to Chapter 4 of this SOP. 
       
11.  Office Space Swipe Access   
 
    a.  To be granted swipe access to particular office spaces 
at the Pentagon personnel must contact their Security 
Coordinator.  The Security Coordinator will submit Appendix O to 
ARS via ESSRP.  Requests will normally be processed within 72 
hours of receipt. Personnel can obtain their personal PIN to arm 
and disarm via the following link: https://access.pfpa.mil. 
 

https://visitorsponsor.pfpa.mil/Invite/
https://access.pfpa.mil/
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    b.  For office space swipe access at the ASC, personnel must 
contact their Security Coordinator.  The Security Coordinator 
should follow the instructions listed in paragraph 10.f.  
 
12.  Arlington Service Center Building Access.  Personnel 
requiring continuous access to agencies aboard the ASC must have 
their CAC coded to that agency. ARS is on site at ASC on 
Thursdays, typically between the hours of 1015-1115, to code 
CACs.  Security Coordinators must notify ARS in advance as 
outlined below.  In the event of an emergency contact ARS at 
(703) 614-3609.    
 
        (1) Submit an e-mail to the ARS organizational mailbox, 
SMB.HQMC.SECURITY@usmc.mil, prior to 0830 Thursday morning. 
 
        (2) In the subject line of the e-mail, state “ASC SWIPE 
ACCESS REQUEST”. 
 
        (3) In the body of the e-mail include the Full Name, e-
mail address, building #, room #, and indicate the need for 
ARM/DISARM privileges for the individual requiring building 
access.  DO NOT send PII (e.g. SSN, DOB, etc.). 
 
        (4) Removal of ASC building access will be accomplished 
during checkout. 
 

mailto:SMB.HQMC.SECURITY@usmc.mil
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Chapter 6 
 

Industrial Security 
 
1.  Basic Policy 
 
    a.  Commanding Officers and Heads of agencies shall 
establish an industrial security program in accordance with 
references (a), (m), and this SOP, to ensure classified 
information released to industry is safeguarded. 
 
    b.  At any time, the Commanding Officer and the Head of an 
agency may deny contractor employee access for cause.  However, 
suspension or revocation of contractor security clearances can 
only be affected through the DCSA.  Actions taken to deny a 
contractor access to areas and information will be reported to 
the Contracting Officer Representative (COR).  If SCI access is 
of concern, a report will also be forwarded to the SSO. 
 
    c.  Contractors may have either a final or interim security 
clearance to access to classified information at HQMC.  In 
addition, reference (m) requires that contractors granted access 
to classified COMSEC or NATO material must hold a FINAL security 
clearance for the level of classification involved. 
 
    d.  Responsibility for initiating and submitting requests 
for contractor security investigations lies with the 
contractor’s parent company/facility.  This includes requests 
for initial security investigations and submission of updated 
SF86s in support of continuous vetting, unless otherwise stated 
within the contract.   
 
2.  Access.  DoW contractors may be permitted to perform work at 
HQMC under either of the following circumstances: 
 
    a.  If the Agency determines that the contractor is a short 
or long-term visitor, the DoW contractor must comply with HQMC 
security regulations, including this SOP, and shall be included 
in the HQMC security education program. 
 

    b.  If the contractor is a tenant in HQMC spaces (has sole 
occupancy of a facility or space that is controlled and occupied 
by the contractor), the host agency assumes responsibility for 
security oversight of classified work carried out by the cleared 
DoW contractor employees in the facility.  The agency is 
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responsible for all security aspects of the contractor’s 
operations in the facility/space.   
 
3.  Check-in and Check-out.  Refer to Chapter 5 of this SOP for 
Check-in and Check-out procedures for DoW Contractor personnel.   
 
4.  Form DD 254.  Agencies must ensure that a DD 254 is 
incorporated into each classified contract.  The DD 254, with 
attachments, supplements, and incorporated references, is 
designed to provide contractors with the security requirements 
and classification guidance needed for performance of a 
classified contract.  An original DD 254 shall be issued with 
each request for proposal, solicitation, contract award, and 
follow-on contract, to ensure the (prospective) contractor is 
aware of the security requirements and can plan accordingly.  
Revised DD 254’s shall be issued as necessary during the 
lifecycle of the contract when security requirements change.  A 
final DD 254 shall be issued on final delivery or on termination 
of a classified contract.  As required by reference (m), the DD 
254 shall be periodically reviewed during the performance stages 
of the contract and a revised DD 254 issued if needed.    
 
5.  Common Access Card (CAC)   
 
    a.  Per reference (n), contractors who require access to the 
Marine Corps Enterprise Network (MCEN), or who must access 
multiple installations within the NCR on a regular basis, must 
meet the minimum investigative requirement of T-1 or equivalent, 
prior to CAC issuance. 
 
    b.  When it has been determined that a contractor does not 
meet the minimum investigative requirements, the Security 
Coordinator can request a T1 investigation via ESSRP to ARS, if 
stated within the contract. Once the investigation is submitted, 
DoW contractors located within NCR, can have their fingerprints 
taken at ARS, room 2A288A.  DoW contractors outside the NCR can 
have fingerprints taken at any other DoW facility that can 
transmit fingerprints to DCSA.   
 
    c.  A CAC can be issued when the investigation questionnaire 
has been successfully submitted to DCSA for processing and 
favorable fingerprints have been completed.  To be issued a CAC, 
a contractor must present two forms of identification listed in 
Appendix X.  If issues exist which prevent favorable 
adjudication of the investigation, the HQMC Security Manager 
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will receive an Investigative Form 79A “Report of Agency 
Adjudicative Action” from DCSA requesting that a suitability 
determination be made in accordance with OPM HSPD-12 
“Credentialing Standards”.  Contractors not receiving a 
“favorable” suitability determination will have their CAC 
revoked and turned into ARS, in room 2A288A. 
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Chapter 7 

 
North Atlantic Treaty Organization (NATO) Program 

 
1.  Basic Policy.  Per reference (a), the purpose of the NATO 
Sub-registry System is to implement the NATO Program within the 
Marine Corps for receipt, retention, storage, release and 
sharing of classified NATO information.  The HQMC Security 
Manager maintains the HQMC NATO Control Point under the 
authority of the Marine Corps NATO Sub-registry.  The HQMC 
Assistant Security Manager is the HQMC NATO Control Officer and 
is responsible for the oversight and management of the NATO 
Program within HQMC. 
 
2.  NATO Classification Levels.  NATO has four classifications: 
COSMIC TOP SECRET, NATO SECRET, NATO CONFIDENTIAL, and NATO 
RESTRICTED.  ATOMAL is a special caveat that may be found at any 
classification level and is used to identify NATO information 
associated with U.S. RESTRICTED DATA (RD) or FORMERLY RESTRICTED 
DATA (FRD) pursuant to the Atomic Energy Act of 1954, as 
amended, provided it has been officially released to NATO.  NATO 
also distinguishes unclassified information using the marking, 
NATO UNCLASSIFIED.  
 
3.   Access.  NATO access shall be limited to those personnel 
who have a need-to-know for official purposes, hold a final U.S. 
security clearance at the equivalent level (e.g., Cosmic Top 
Secret requires Final U.S. Top Secret), have been briefed 
specifically for NATO Access, and acknowledge their 
understanding of NATO security requirements.  A briefing and the 
need-to know for official purposes also applies for access to 
NATO Unclassified and NATO Restricted information.      
 
     a.  Security Coordinators shall ensure personnel possess a 
final U.S. security clearance prior to requesting access.  
Interim Access is not authorized for access to NATO material.  
All requests for access will be submitted to the HQMC Security 
Manager for approval.   
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     b.  Access to Atomal information is administered by the 
HQMC NATO Control Point.  Atomal Access requires personnel to 
have a need-to-know for official purposes, the appropriate final 
U.S. security clearance, and brief specific to the granting of 
Atomal Access. 
 
     c.  Security Coordinators must maintain a current access 
roster, listing personnel who are authorized access to NATO 
material and the level of access to which they are authorized.      
 
4.  Briefing/Re-briefing/Debriefing.  Per reference (a), 
personnel who are briefed on their responsibilities for 
protecting U.S. classified information, shall be briefed 
simultaneously on the requirements for protecting NATO 
classified information.  The NATO brief is not an automatic 
granting of access to NATO information but rather it is designed 
to ensure the proper handling of NATO information in cases of 
inadvertent disclosure.  
  
    a.  Security Coordinators must provide the NATO Briefing 
Certificate (refer to Appendix S) to ARS via ESSRP when 
requesting access to NATO classified information.  Receipt of 
the NATO briefing will be verified prior to granting access to 
NATO classified information. 
 
    b.  Personnel requiring Atomal access and those who require 
continued access will receive an initial briefing and annual re-
briefing by the HQMC NATO Control Point. 
 
    c.  Personnel no longer requiring access to NATO and Atomal 
information shall be debriefed appropriately.  This will be 
accomplished on the debriefing section of the NATO Briefing 
Certificate (refer to Appendix S).   
 
    d.  Security Coordinators will conduct briefings and 
debriefings as required and will retain for 2 years following 
the individual’s transfer or reassignment. 
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5.  Safeguarding.  The HQMC NATO Control Point is responsible 
for the receipt, accounting, handling, and distribution of 
accountable NATO information.  The HQMC NATO Control Point will 
assign local control numbers for tracking of the NATO material 
during dissemination, inventory, and the biannual NATO 
inventory.    
 
    a.  The HQMC NATO Control Point is the only office 
authorized to send NATO classified material directly to 
individuals and/or activities within or external of HQMC.  NATO 
documents will be distributed to users on a day-to-day basis and 
will be returned to the NATO Control Point by close of business 
each day.  Release/Receipt of NATO material must always be 
accompanied by Appendix Y.  NATO material must not be addressed 
to a specific person or title.  All incoming and outgoing 
delivery of NATO material will be completed via the HQMC NATO 
Control Point located at: 
 

3000 Marine Corps Pentagon 
Room 2A288A 

Washington, DC 20350-3000 
 
    b.  Material received at an Agency from any source other 
than the HQMC NATO Control Point must immediately be added to 
the NATO Control Point inventory. 
 
    c.  NATO classified material must be stored in containers 
approved for the storage of equivalent U.S. material, ensuring 
there are no markings of any kind that would identify the 
contents of the material.  NATO material may be stored in the 
same container but must be filed separately from U.S. material.  
Atomal information must be stored separately from non-Atomal 
information (co-mingling of information is not allowed).  
Storage container combinations must be changed under the 
following circumstances; annually, when an individual with the 
access combination departs, or anytime a suspected compromise 
occurs.  
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    d.  Agencies, must maintain an Access Roster that identifies 
those persons authorized to access NATO material in the 
performance of their duties, signed by the Commanding Officer or 
Deputy Commandant/Director or by direction authority.  Access 
Rosters must be posted on the interior wall of a designated 
space adjacent to the main entry point and must not be visible 
from the exterior.  Agencies must also maintain an inventory of 
classified NATO holdings, located with the actual material.   
 
6.  Handling.  The requirements, responsibilities, and 
procedures to safely transmit, reproduce and mark NATO 
classified information are described below: 
 
    a.  Printing and reproduction of NATO classified material, 
regardless of the classification, is prohibited without prior 
approval from the HQMC NATO Control Point.   
 
    b.  Classified material containing NATO information will be 
marked, handled, and declassified in accordance with references 
(a) and (l).  NATO classified messages will be handled in the 
same manner as NATO material of the same classification, in 
accordance with references (a) and (e).  Prior to any 
disclosure, all NATO information must go through the HQMC NATO 
Control Point to ensure proper record and continuous receipts 
for custody are maintained.   
 
    c.  Marking of NATO material must be accomplished in 
accordance with the reference (d).  Training is available 
through the derivative classification training and further 
instructions can be provided by the HQMC NATO Control Point.  
 
    d.  Authority to hand-carry NATO classified material can 
only be approved by the HQMC NATO Control Point.  A continuous 
chain of custody is required to record the movement of all NATO 
material.  
 
    e.  Agencies are not authorized to destroy NATO classified 
material.  NATO classified information can only be destroyed by 
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the HQMC NATO Control Point.  All destruction requires TPI by 
appropriate personnel, cleared at the same level of the 
information to be destroyed.  Appendix Y must be used to 
document destruction and will be forwarded to the Marine Corps 
Sub-registry.  Destruction certificates will be maintained on 
file at the HQMC Control Point 5 years for NATO Secret and 10 
years for Cosmic Top Secret and Atomal.   
 
    f.  NATO Restricted information is to be treated as CUI with 
the exception of storage.  NATO Restricted must be stored in a 
manner that would prevent unauthorized disclosure but is not 
held to the same requirements as NATO Secret or NATO Cosmic Top 
Secret.  
 
    g.  NATO classified emails sent via SIPRNet must be properly 
marked and stored (when printed) under the same guidelines as 
other NATO classified documents.  All equipment authorized to 
process classified information (i.e. desktops, laptops and 
servers) that process NATO Secret information must be labeled 
with DD Form 2881 (refer to Appendix Z).  NATO Restricted is not 
authorized for transmission over the Non-classified Internet 
Protocol Router Network (NIPRNet). 
   
7.  Compromise.  Compromise may include disclosure, risk of 
disclosure, physical loss, or risk of loss of NATO material to 
unauthorized individuals.  
 
    a.  All suspected or possible compromises involving NATO 
classified information must be reported immediately to the HQMC 
Security Manager, NATO Control Point, and local NCIS field 
office (if required).  The Marine Corps Sub-registry must be 
notified within 24 hours of the suspected compromise of NATO 
classified information. 
 
    b.  To determine whether a compromise occurred, a Security 
Inquiry will be conducted in the same manner as U.S. classified, 
ensuring NATO requirements are met (i.e., NATO brief, Final U.S. 
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Clearance).  All Security Inquiries will be forwarded to the 
Marine Corps Sub-registry. 
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Appendix A    Appointment as Security Coordinator for Staff  
    Agency/Activity 

Appendix B    Appointment as Assistant Security Coordinator for 
    Staff Agency/Activity 

Appendix C    Appointment as the Top Secret Control Officer for 
    Staff Agency/Activity 

Appendix D    Activity Security Checklist (SF 701) 

Appendix E    Security Container Check Sheet (SF 702) 

Appendix F     Security Container Information (SF 700) 

Appendix G    Classified Material Destruction Report (OPNAV  
    5511/12)  

Appendix H    USV Checklist  

Appendix I    Agreement to Handcarry Classified Material 

Appendix J    Classified Material Transfer of Custody 

Appendix K    Classified Material Destruction Record (DD Form  
    2843) 

Appendix L   Appointment to Conduct a Security Inquiry 

Appendix M    Report of Security Incident Inquiry or   
    Investigation 

Appendix N    Classified Information Non-Disclosure Agreement  
    (SF 312) 

Appendix O    Alarmed Space Access Request (PFPA Form 79)  

Appendix P   HQMC Security Briefing Sheet 

Appendix Q    Contract Security Classification Specification  
    (DD Form 254) 

Appendix R    HQMC Command Debriefing  

Appendix S   NATO Briefing Certificate  

Appendix T    Security Termination Statement (OPNAV 5511/14)  

Appendix U   ARS Security DoD Building Pass Request (NAVMC HQ  
    943)  

Appendix V    Sponsorship for Pentagon and Pentagon    
    Reservation Access 

Appendix W    Pentagon Access Acknowledgement Form 
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Appendix X    List of Acceptable Documents (Form I-9)  

Appendix Y    NATO Classified Material Control Form and   
    Destruction Report  

Appendix Z     NATO Secret Label (DD Form 2881) 
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AGREEMENT TO HANDCARRY CLASSIFIED MATERIAL 
 
BASIC POLICY 
 
Individual’s hand carrying classified information or material, either within or outside of a command, must take every precaution to 
prevent the unauthorized disclosure of that information or material. 
 
HAND CARRYING WITHIN A COMMAND OR IMMEDIATE ENVIRONS 
 
1. When classified material is being carried within the command or its immediate environs as part of normal duties, an individual 
will take reasonable precautions to prevent inadvertent disclosure. Reasonable precautions include using a cover sheet or file 
folder or whatever covering is needed to protect against casual observation of the classified information. The precautions are to 
be taken when the movement is within a building, an elevator, or through public areas. 
 
2. When classified material is being carried between buildings (i.e. between the Pentagon and the Naval Support Facility (NSF)), 
the classified material will be double-wrapped. Use of large manila envelopes is authorized. A briefcase may be considered as a 
second layer. 
 
3. When classified material being carried, is actually being transferred to another command, the requirements of DoD M-5200.1 
will be followed for wrapping, addressing, receipts, etc. 
 
AUTHORIZATION TO HANDCARRY CLASSIFIED MATERIAL IN A TRAVEL STATUS 
 
4. Because of the inherent security risk, hand carrying of classified material while in a travel status requires that approval be 
granted judiciously and only when mission essential. Security Managers will authorize hand carrying only when: 
 

a. The classified material is not available at the destination; 
 

b. The classified material is needed urgently for a specific official purpose; and 
 

c. There is specified reason that the material cannot be transmitted by other approved means to the 
destination in sufficient time for the stated purpose. 

 
Under no circumstances will the hand carrying of classified material involving overnight stops; be authorized, unless a secure storage 
site at a U.S. Government activity or a cleared contractor facility has been arranged in advance. 
 
PROTECTION DURING HANDCARRYING IN A TRAVEL STATUS 
 
5. Before departure, a traveler authorized to hand carry classified material will be briefed as follows: 
 

a. All classified material must be in your physical possession at all times, unless proper storage at a U.S. Government 
activity or appropriately cleared contractor facility (Continental U.S. only) is available. Hand carrying classified 
material on trips that involve an overnight stopover is not permitted without advance arrangements for proper overnight 
storage on a government activity or cleared contractor facility. When you surrender any package containing classified 
material for temporary storage (e.g. overnight or during meals) you must obtain a receipt signed by an authorized 
representative of the contractor facility or Government installation accepting responsibility for safeguarding the 
package. 

b. You may not read, study, display, or use classified material in any manner on a public 
conveyance or in a public place. 

c. When the classified material is carried in a private, public or government conveyance, you will not store it in any 
detachable storage compartment such as an automobile luggage rack, aircraft travel pod or drop tank. YOU MAY 
NOT LEAVE CLASSIFIED MATERIAL UNATTENDED UNDER ANY CIRCUMSTANCE. 

 
d. A list of all classified material carried or escorted by you will be maintained by your command. UPON YOUR 

RETURN, YOU MUST ACCOUNT FOR ALL CLASSIFIED MATERIAL.
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e. Whenever possible you should return the classified material to your command by one of the other approved 
methods of transmission. 

 
6. Knowing that hand carrying is generally discouraged, contractors are frequently reluctant to allow visitors to hand carry classified 
material back to their duty stations. To resolve this problem, travel orders of visit requests to contractor facilities should state whether 
the visitor is authorized to hand carry classified material. 
 
**UPON DETACHMENT. PCA. PCS. OR REASSIGNMENT YOU MUST RETURN YOUR COURIER CARD TO YOUR 
STAFF AGENCY/ACTIVITY SECURITY COORDINATOR. 
 
 
Courier Card Type: 
 
 
Print Name:   
 
 
Signature:   
 
 
Date:   
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 5527 
                                                                                                                            XXX 
                                                                                                                             Date 
              
From:  Staff Agency/Activity Name 
To:      Investigating Official 
 
Subj:  APPOINTMENT TO CONDUCT A SECURITY INQUIRY 
 
Ref:   (a) DoD M-5200.01 V3 
          (b) HQMC IPSP SOP 
 
1.  Per the references, you are appointed to conduct an inquiry as soon as practical into circumstances surrounding 
the possible compromise of classified information that occurred at Staff Agency/Activity Name on Date of 
Incident.  
 
2.  You are to investigate all the facts, circumstances, and the cause of possible compromise and provide 
identification of all compromised information and any potential impact on national security.  You should 
recommend appropriate actions needed to prevent future violations of the type of investigated.  No 
recommendations should be made with regard to punitive action against the individual(s) responsible for the 
violation.  Particular attention should be given to enclosure (6), of reference (a). 
 
3.  Report your findings of fact, opinions, and recommendations by ____________, unless an extension of time is 
granted. 
 
4.  This appointment will remain in effect until you are formally relieved.  By return endorsement, you will indicate 
that you have assumed the duties associated with this appointment.   
 
 

 
      Signature 

______________________________________________________________________________ 
FIRST ENDORSEMENT 
 
From:  Investigating Official  
To:      Staff Agency/Activity Name 
 
1.  I have assumed the duties outlined in the basic letter and have familiarized myself with the references.  
       
 
 

                Signature 
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                                                    5527 

                                              XXX 
                                                   Date 

 
From:  Investigating Official 
To:    Deputy Commandant/Director, Staff Agency/Activity 
       Appointed By  
 
Subj:  REPORT OF SECURITY INCIDENT INQUIRY OR INVESTIGATION 
 
Ref:   (a) DoD M-5200.01 V3 
       (b) HQMC IPSP SOP   
 
Encl:  (1) (If any) 
   
1.  INCIDENT:  Per reference (a), on Date of the Incident a inquiry was 
conducted into the possible loss or compromise of classified information at 
Location of the Incident. 
 
2.  Statement of facts: 
 
    a.  Identification of information or equipment lost or compromised: 
 
        (1) CLASSIFICATION:  
 
    (2) IDENTIFICATION/SERIAL NO(S): 
 

   (3) DATE:  
    
   (4) ORIGINATOR:  
 
   (5) OCA(S):  
 

(6) SUBJECT OR TITLE:  
 
(7) DOWNGRADING/DECLASSIFICATION INSTRUCTIONS:  
 
(8) NUMBER OF PAGES OR ITEMS OF EQUIPMENT INVOLVED: 

 (a) PAGES:  
 (b) EQUIPMENT:  

 
   (9) COMMAND POINT OF CONTACT AND PHONE NUMBER 

 
   (10) UIC CUSTODIAL COMMAND: 54008.  

 
    b.  Assessment of likelihood of loss or compromise:  
 
    c.  Notification of local NCIS office: 
 
    d.  Circumstances surrounding the incident: 
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Subj: REPORT OF SECURITY INCIDENT INQUIRY OR INVESTIGATION 
 
        (1) NARRATIVE:   
 
        (2) INTERVIEWS CONDUCTED: 

 
    e.  Individuals responsible: (If any) 

 
    f.  Determination of Security Weakness(es) or Vulnerability(ies). 
 
3.  Conclusion:   
 
4.  Corrective measures taken as a result of the incident: 
 
    a.  
     
    b. 
  
5.  Further action:  No further action is required. 

 
   
 

         SIGNATURE 
                                                                                                 

Dissemination List: HQMC, DCI, IID 
(As required) 
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5512 
  XXX 

             Date 
 

From:  Security Coordinator, Staff Agency/Activity Name 
To:      Security Programs and Information Management Branch (ARS) 

Subj:   SPONSORSHIP FOR PENTAGON AND PENTAGON RESERVATION ACCESS 
 
1.  The below listed individual(s) require Pentagon and Pentagon Reservation access via 
(circle one): 

DoD common access Card (CAC) 

Placement on the Visitor Access Roster 

Placement on the Pentagon Visitor Access Roster 
 
2.  The following information is submitted in support of this request: 

 
Last Name:   
First Name:   
Middle Initial:   
Full SSN:  
Date of Birth:  
Place of Birth: 
Citizenship:  
Investigation Type:  
Investigation Date:  
Duration of Visit: 

*Not to exceed 1 year for PFAC 
*Not to exceed 6 months for placement on the Visitor Access Roster 
 
3.  If you have any questions regarding this request, please contact Motivated Marine at (XXX) 
XXX-XXXX or motivated.marine@usmc.mil. 

  
SIGNATURE 
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